


/LYURV�GR�3XEOLFDGRV�
SHOR�3DOHVWUDQWH

1RYR��



)LUHZDOOV�HP�/LQX[��
�D��(GLomR

¾ (VWD�WHUFHLUD�HGLomR�WUD]�
QRYRV�UHFXUVRV�SDUD�R�
DGPLQLVWUDGRU�LPSOHPHQWDU�
ILUHZDOOV�HP�/LQX[�GH�PDQHLUD�
VLPSOHV��GLUHWD�H�VHP�
PLVWpULRV��e�XP�JXLD�
H[WUHPDPHQWH�SUiWLFR��FRP�
PXLWRV�H[HPSORV��TXH�YDL�
GLUHWR�DR�FHUQH�GD�TXHVWmR��
SRLV�D�QHFHVVLGDGH�GH�XP�
ILUHZDOO�HP�XPD�UHGH�OLJDGD�j�
ZHE�p�FDGD�YH]�PDLRU��



$GPLQLVWUDomR�GH�,QWUDQHWV�
HP�$PELHQWH�6ODFNZDUH

¾ 2�REMHWLYR�GHVWH�OLYUR�p�
VHUYLU�GH�JXLD�SDUD�D�
LQVWDODomR�GH�XPD�LQWUDQHW��
GH�IRUPD�SUiWLFD��HP�SRXFR�
WHPSR�H�D�EDL[R�FXVWR��e�
YROWDGR�SDUD�RV�
DGPLQLVWUDGRUHV�GH�UHGH�
TXH�SUHWHQGHP�
LPSOHPHQWDU�HP�VXDV�
RUJDQL]Do}HV�R�YHUViWLO�
DPELHQWH�RSHUDFLRQDO�
/LQX[��



$3$&+(

¾ ,QDXJXUDQGR�D�VpULH�*XLD�
5iSLGR�GR�$GPLQLVWUDGRU�GH�
5HGHV��HVWH�OLYUR�DSUHVHQWD�
R�VHUYLGRU�ZHE�PDLV�
XWLOL]DGR�QD�,QWHUQHW��2�
REMHWLYR�p�PRVWUDU�DRV�
DGPLQLVWUDGRUHV�GH�UHGH�
FRPR�FRQILJXUDU�R�$SDFKH�
GH�PDQHLUD�VLPSOHV�HP�
DPELHQWH�/LQX[��



648,'

¾ (VWH�p�R�VHJXQGR�OLYUR�GD�
VpULH�*XLD�5iSLGR�GR��
$GPLQLVWUDGRU�GH�5HGHV�H�
WHP�FRPR�IRFR�R�6TXLG��R�
SUR[\���PDLV�XWLOL]DGR�QD�
,QWHUQHW�H�TXH�FRQVHJXH�
DWHQGHU�DV�PDLV�����GLYHUVDV�
QHFHVVLGDGHV��VHMD�HP�FDVD�
RX�HP�DPELHQWHV�GH��
WUDEDOKR��



6HJXUDQoD�HP�/LQX[

¾ 1RYR�OLYUR�GD�VpULH�
6HJXUDQoD�7RWDO�TXH�WHP�
FRPR�REMHWLYRV�PRVWUDU�
XPD�YLVmR�SUiWLFD�SDUD�R�
$GPLQLVWUDGRU�GH�
6HUYLGRUHV�/LQX[��&REULUi�
DVVXQWRV�FRPR���)LUHZDOOV��
/60��,'6��HWF�
%UHYH�QDV�OLYUDULDV��



3iJLQD�GR�3DOHVWUDQWH
KWWS���ZZZ�SOHEH�FRP�EU



/.0�5227.,76
8PD�9LVmR�6REUH�R�$VVXQWR



2�TXH�p�XP�VLVWHPD�VHJXUR�"

¾ 3RGHPRV�GHILQLU�XP�VLVWHPD�VHJXUR�
FRPR�DTXHOH�TXH�JDUDQWH�WUrV�
QHFHVVLGDGHV�EiVLFDV��
, ,QWHJULGDGH�
, &RQILGHQFLDOLGDGH�
, 'LVSRQLELOLGDGH�



2�TXH�p�XPD�,QWUXVmR�"

¾ 3RGHPRV�GHILQLU�FRPR�LQWUXVmR�D�
DomR�TXH�FRPSURPHWH�RV�WUrV�
SULQFtSLRV�EiVLFRV�GD�VHJXUDQoD���
LQWHJULGDGH��FRQILGHQFLDOLGDGH�H�
GLVSRQLELOLGDGH�



7D[RQRPLD�%iVLFD�GH�$WDTXHV

¾6FDQQHUV��WHQWDWLYDV�GH�YDUUHGXUDV�SDUD�
GHVFREHUWDV�GH�SRUWDV�H�VHUYLoRV�YXOQHUiYHLV�

¾([SORUDGRUHV�GH�YXOQHUDELOLGDGHV���EXIIHU�
RYHUIORZV��VWDFN�RYHUIORZV��KHDS�RYHUIORZV��
LQWHJHU�RYHUIORZV��IRUPDW�VWULQJV��VFULSWV�
LQVHJXURV��YtUXV��ZRUPV��URRWNLWV��HWF�

¾+DFNLQJ�IURP�,QVLGH���DWDTXHV�YLQGRV�GRV�
SUySULRV�PHPEURV�GD�HVWUXWXUD�LQWHUQD�GD�
UHGH�



7D[RQRPLD�GR�5RRWNLW

¾ 2 WHUPR URRWNLW YHP GHVLJQDU XPD VpULH GH

IHUUDPHQWDV XWLOL]DGDV SRU XP LQYDVRU SDUD PRGLILFDU

RX RFXOWDU VXD SUHVHQoD HP XP VLVWHPD LQYDGLGR�

¾ $ LGpLD LQLFLDO p TXH XPD VpULH GH SURJUDPDV

GLVIDUoDGRV HP DUTXLYRV GR VLVWHPD� SXGHVVHP

UHDOL]DU WDUHIDV GH URXER GH LQIRUPDo}HV�

SRVVLELOLGDGH GH DFHVVR QmR DXWRUL]DGR D TXDOTXHU

PRPHQWR H HP FDVR GH QHFHVVLGDGH� GHVDWLYDomR GD

PiTXLQD KRVSHGHULD GRV PHVPRV� SDUD TXH R

LQYDVRU QmR SRVVD VHU GHWHFWDGR�



*HUDo}HV�GH�5RRWNLWV

¾ 3ULPHLUD�*HUDomR�±�*(1�,��/5.���
¾ 6HJXQGD�*HUDomR�±�*(1�,,��.QDUN�
¾ 7HUFHLUD�*HUDomR�±�*(1�,,,��6XFNLW�



7D[RQRPLD�*(1�±�,

¾ 1HVWD�SULPHLUD�JHUDomR�RV�URRWNLWV�HUDP�QDGD�
PDLV�QDGD�PHQRV�TXH�SURJUDPDV�GH�VLVWHPD�
PRGLILFDGRV��WURMDQV���

¾ 3URJUDPDV�DWDFDGRV��H[HPSORV���

, ,IFRQILJ�
, /RJLQ�
, LQHWG�



3URILOD[LD�SDUDR�*(1�,

¾ 3URJUDPDV�GH�DXGLWRULD�GH�DUTXLYRV�
¾ 3URJUDPD�GH�DXGLWRULD�GH�FRQH[}HV�
¾ 3URJUDPDV�GH�DXGLWRULD�GRV�VLVWHPDV�
¾ ([HPSORV��

, 7ULSZLUH�
, /VWDW�



*(1�,,���/.0�5RRWNLWV

¾ 1HVWD�VHJXQGD�JHUDomR�RV�URRWNLWV�GHL[DUDP�GH�
ODGR�D�SUHRFXSDomR�GH�PRGLILFDU�SURJUDPDV�GR�
VLVWHPD�H�FRPHoDUDP�D�PRGLILFDU�DWDUYpV�GH�
PyGXORV�GH�NHUQHO���/.0V��DV�V\VWHP�FDOOV�GR�
VLVWHPD�



&RQFHLWRV�%iVLFRV�
,PSRUWDQWHV�

³�6LVWHPD�2SHUDFLRQDO�p�D�FDPDGD�GH�VRIWZDUH�TXH�FXLGD�
GRV�DVSHFWRV�WpFQLFRV�GD�RSHUDomR�GH�XP�FRPSXWDGRU��³
�%XUJHV���$�6KRUW��,QWURGXFWLRQ�WR�2SHUDWLQJ�6\VWHPV�



2�TXH�p�XPD�6\VFDOO
¾ 4XDOTXHU WDUHID LPSRUWDQWH GH XP VLVWHPD RSHUDFLRQDO

HQYROYH VHPSUH XPD JUDQGH SRUomR GH FyGLJR GH EDL[R

QtYHO� 3RU H[HPSOR VH TXLVHUPRV FULDU XP GLUHWyULR HP XP

GLVFR UtJLGR� WHUtDPRV GH FULDU XDP VpULH GH URWLQDV HP

$VVHPEO\ RX HP & $16, SDUD DFHVVDU RV GLVSRVLWLYRV H

SURPRYHU R GHYLGR FRQWUROH QR PHVPR�

¾ 3DUD HYLWDU HVWD WDUHID KHUF~OHD� RV SURMHWLVWDV GH

VLVWHPDV Mi FULDUDP XPD VpULH GH IXQo}HV� RX PHOKRU

URWLQDV GH EDL[R QtYHO� TXH H[HFXWDP HVWDV RSHUDo}HV�

(VWDV URWLQDV QyV FKDPDPRV GH V\VWHPFDOOV� (VWDV

V\VWHPFDOOV LQWHUDJHP FRP R VLVWHPD H GL]HP

H[DWDPHQWH R TXH HOH GHYH ID]HU HP XPD GHWHUPLQDGD

RSHUDomR HVSHFtILFD�



8PD�FKDPDGD�GH�6\VFDOO

0RY�����HE[��HG[

PRY����[���HVS�����HE[

PRY������[���HD[
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/RDGDEOH�.HUQHO�0RGXOHV

¾ 8P�/.0��RX�PHOKRU�XP�PyGXOR�GH�
NHUQHO�FDUUHJiYHO��GHVFXOSHP�SOHD�
WUDGXomR���p�XP�UHFXUVR�TXH�R�NHUQHO�
GR�/LQX[�XWLOL]D�SDUD�DXPHQWDU�VXDV�
IXQFLRQDOLGDGHV��&RP�HVWHV�PyGXORV�p�
SRVVtYHO�GH�PDQHLUD�GLQkPLFD�FDUUHJDU�
SRU�H[HPSOR�PyGXORV�GH�XPD�SODFD�GH�
UHGH��



7D[RQRPLD�GR�*(1�,,

¾ &RUUXSomR�GH�XP�/.0�SDUD�DOWHUDomR�
GH�V\VWHPD�FDOOV��DVVLP�PRGLILFDQGR�R�
VLVWHPD

¾ 3HUPLWH�RFXOWDomR�GH�SURFHVVRV��
DUTXLYRV��GLUHWyULRV��PRGLILFDomR�GR�
�SURF��HWF�



#include <linux/kernel.h>
#include <linux/module.h>
#include <linux/init.h>
#include <linux/unistd.h>
#include <asm/uaccess.h>
#include <linux/sched.h>
#include <syscall.h>

extern void* sys_call_table[];

asmlinkage int (*original_call)(const char *path);

asmlinkage int minha_syscall(const char *path)
{

return 0;
}

int init_module(void)
{
        original_call=sys_call_table[SYS_mkdir];

sys_call_table[SYS_mkdir]=minha_syscall; 
return 0;

}

void cleanup_module(void)
{
        sys_call_table[SYS_mkdir]=original_call; 

}



3URILOD[LD�*(1�,,

¾ &RPSLODomR�GR�.HUQHO�VHP�VXSRUWH�D�
/.0�

¾ 3URJUDPDV�GH�DXGLWRULD�GR�
6\VWHP�PDS�

¾ $XGLWRULD�GH�DUTXLYRV
¾ 3URJUDPDV�H[HPSOR���FKNURRWNLW



*(1�,,,�±�3ULYDWH�6\VFDOO�
5RRWNLWV

³�GHY�NPHP�LV�\RXU�IULHQG´
VG�	�GHYLN



2�.0(0

O linux possui um dispositivo conhecido como kmem 
(/dev/kmem), que possui o diretio de escrita e leitura 
somente pelo root. Este dispositivo abstrato tem como 
função traduzir a memoria virtual utilizada pelo kernel 
para a memória real (/dev/mem), ou seja o mesmo faz o 
endereçamento da memória real+swap



7D[RQRPLD�GR�*(1�,,,
¾2 IXQFLRQDPHQWR GRV *(1� ,,, p XPD GDV FRLVDV PDLV
LQWHUHVVDQWHV TXH H[LVWHP� EDVLFDPHQWH SRGHPRV GL]HU
TXH R PHVPR FULD XPD WDEHOD SDUWLFXODU GH V\VFDOOV H
GHVYLD R HQWU\ SRLQW GR NHUQHO SDUD D PHVPD� 2
UHVXOWDGR p TXH QmR p QHFHVViULR D XWLOL]DomR GH /.0V�
2 /LQX[ GLVSRQLELOL]D XP PHLR GH ORFDOL]DU TXDOTXHU

VtPEROR H[SRUWDGR�XWLOL]DGR SHOR NHUQHO� FRPR
FRPHQWDPRV DQWHV LVWR p JXDUGDGR QR 6\VWHP�PDS� 2
TXH HVWHV URRWNLWV ID]HP GH XPD PDQHLUD PDLV
FRPSOH[D p FULDU XPD WDEHOD SUySULD DWUDYpV GH
FRPSDUDomR GH E\WHV GDV LQIRUPDo}HV GDV V\VWHP FDOOV
H FRP LVVR UHGLUHFLRQDU R NHUQHO SDUD XPD HVSpFLH GH

WDEHOD SUySULD GH VtPERORV H UHHVFUHYHU R NPHP�



3URILOD[LD�*(1�,,,

¾ 3URWHoDmR�GR�NPHP�FRQWUD�HVFULWD�
¾ 3URJUDPDV�GH�DQiOLVH�GH�H[HFXomR�GH�
V\VFDOOV��DXGLWRU�GH�LQWVUXo}HV�

¾ 3URJUDPDV�GH�DXGLWRULD�



&RQFOXV}HV

¾ *(1�,9�
¾ 5XPRV�)XWXURV�
¾ 7pFQLFDV�GH�GHIHVD�LPSRUWDQWHV�
¾ (VSDoR�DEHUWR�


