Enterprise DBA Part 3:
Network Administration

Instructor Guide

30051GC10
Production 1.0
August 1999
M09126

ORACLE’



Author
Sharaaz K han

Technical Contributors
and Reviewers

Peter Kilpatrick
Bruce Ernst
Hanne Rasmussen
A.J. Vos

Mary Bryksa

Joel Goodman
Andrew Philips
Alexander Hunold

Publisher
Tommy Cheung

Copyright O Oracle Corporation, 1999. All rights reserved.

This documentation contains proprietary information of Oracle Corporation. It is
provided under a license agreement containing restrictions on use and disclosure
and is also protected by copyright law. Reverse engineering of the software is
prohibited. If this documentation is delivered to a U.S. Government Agency of the
Department of Defense, then it is delivered with Restricted Rights and the
following legend is applicable:

Restricted Rights Legend

Use, duplication or disclosure by the Government is subject to restrictions for
commercial computer software and shall be deemed to be Restricted Rights
software under Federal law, as set forth in subparagraph (c) (1) (i) of DFARS
252.227-7013, Rights in Technical Data and Computer Software (October 1988).

This material or any portion of it may not be copied in any form or by any means
without the express prior written permission of Oracle Corporation. Any other
copying is a violation of copyright law and may result in civil and/or criminal
penalties.

If this documentation is delivered to a U.S. Government Agency not within the
Department of Defense, then it is delivered with “Restricted Rights,” as defined in
FAR 52.227-14, Rights in Data-General, including Alternate Il (June 1987).

The information in this document is subject to change without notice. If you find
any problems in the documentation, please report them in writing to Education
Products, Oracle Corporation, 500 Oracle Parkway, Box SB-6, Redwood Shores,
CA 94065. Oracle Corporation does not warrant that this document is error-free.

Oracle is a registered trademark and trademarks or registered trademarks of
Oracle Corporation.

All other products or company names are used for identification purposes only
and may be trademarks of their respective owners.



Contents

Introduction
Course Objectives  1-2
Database Administrator Tasks 1-4
Course Schedule 1-5

Lesson 1: Networking Overview
Objectives 1-2
Network Environment Challenges 1-3
Network Configurations 1-5
Oracle’s Solutions 1-8
Summary 1-20

Lesson 2: Basic Net8 Architecture
Objectives 2-2
Overview 2-3
Basic Operations 2-4
Files and Locations 2-5
The Net8 Stack 2-10
Summary 2-20

Lesson 3: Basic Net8 Server-Side Configuration
Objectives 3-2
Overview: The Listener Process 3-3
The Listener Responses 3-4
Bequeath Session 3-5
Redirect Session (Dedicated) 3-6
Redirect Session (Dispatcher) 3-7
The LISTENER.ORA File 3-9
LISTENER.ORA File Parameters 3-12
Listener Configuration: Creation 3-14
Listener Configuration: Services 3-15
Listener Control Utility (LSNRCTL) 3-16
LSNRCTL Commands 3-17
Additional LSNRCTL Commands 3-18

Enterprise DBA Part 3: Network Administration iii



Contents

LSNRCTL SET and SHOW Modifiers 3-19
Automatic Instance Registration  3-21

Automatic Instance Registration: Parameters  3-22
Troubleshooting the Listener  3-23

Summary 3-25

Frequently Asked Questions 3-26

Lesson 4: Basic Net8 Client-Side Configuration
Objectives 4-2
Overview 4-3
Host Naming 4-4
Local Naming 4-6
Configuring Local Naming Using Net8 Assistant  4-7
Generated Files 4-16
New TNSNAMES.ORA Parameters 4-18
Connection Load Balancing  4-20
Connection Load Balancing and Failover: Example 4-22
Troubleshooting the Client Side  4-23
Summary 4-25
Frequently Asked Questions 4-26

Lesson 5: Centralized Naming Concepts
Objectives 5-2
What Is a Service Name? 5-3
Service Name Resolution Methods 5-4
Resolution with Local Naming 5-5
Resolution with Centralized Naming 5-6
Centralized Naming Using a Names Server 5-7
When to Use aNames Server  5-8
Oracle Names Directory Objects 5-9
Domain Naming Models: Flat  5-10
Domain Naming Models: Hierarchica 5-11
Names Server Dynamic Discovery 5-12
Client-Side Cache 5-13

iv Enterprise DBA Part 3: Network Administration



Contents

Cache Replication 5-14
The Region Database 5-15
Summary 5-16

Lesson 6: Oracle Names Usage and Configuration
Objectives 6-2
Configuring Centralized Naming 6-3
Configuring the Names Server (Cache) 6-5
Configuring the Client Profile 6-11
Testing the Names Server  6-16
Configuring a Region Database 6-17
Names Control Utility (NAMESCTL) 6-20
NAMESCTL Commands 6-21
Other NAMESCTL Commands 6-24
NAMESCTL SET Modifier 6-26
NAMESCTL SHOW Modifier 6-27
Summary 6-29

Lesson 7: Multithreaded Server Usage and Configuration
Objectives  7-2
Server Configurations 7-3
Multithreaded Server Architecture 7-9
Configuring the Multithreaded Server 7-12
Data Dictionary 7-23
Connection Pooling  7-25
Summary  7-29

Lesson 8: Connection Manager Usage and Configuration
Objectives 8-2
Configuring Connection Manager 8-5
Summary 8-21

Lesson 9: Troubleshooting the Network Environment
Objectives 9-2
Overview 9-3

Enterprise DBA Part 3: Network Administration \



Contents

Troubleshooting Checklist  9-4
TNSPING Utility 9-6

Net8 Assistant: Logging and Tracing 9-7
Listener Audit Trail 9-14

Logging and Tracing Components  9-15
Trace Assistant  9-18

Summary 9-21

Frequently Asked Questions 9-22

Lesson 10: Security in the Network Environment
Objectives 10-2
Overview: Network Security Risks 10-3
Data Privacy: Data Theft 10-4
Data Integrity: Data Modification 10-5
Data Integrity: Data Disruption  10-6
Compromised Authentication  10-7
Compromised Authorization 10-8
Network Security Solutions 10-9
Data Encryption  10-10
Cryptographic Checksumming 10-11
Configuring Encryption and Checksumming 10-12
Encryption and Checksumming Modes 10-13
Authentication 10-14
Enhanced User Authentication 10-15
Token Cards 10-16
Biometric Authentication 10-17
Kerberos Authentication 10-18
RADIUS Authentication 10-19
Configuring Authentication 10-20
Single Sign-On  10-21
Secure SocketsLayer 10-22
DCE Integration 10-23
Summary 10-24

Vi Enterprise DBA Part 3: Network Administration



Contents

Appendix A: Practices
Practice3 A-2
Practice4 A-3
Practice6 A-4
Practice7 A-6
Practice8 A-7
Practice9 A-8

Appendix B: Practice Solutions
Practice 3 Solutions B-2
Practice 4 Solutions B-6
Practice 6 Solutions B-12
Practice 7 Solutions B-18
Practice 8 Solutions B-22
Practice 9 Solutions B-26

Appendix C: Configuring External Procedures
Configuring External Procedures C-2

Enterprise DBA Part 3: Network Administration Vil



Contents

viii Enterprise DBA Part 3: Network Administration



Introduction



Introduction

Course Objectives

Objectives

At the end of this course, you should be able to do
the following:

« |dentify network trends and problems, and provide
solutions for them

¢ Define the Net8 architectural layers

¢ Configure a simple client and server, and establish
a connection between them

¢ Configure and start a Names server and use it to
resolve a service name
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Objectives

¢ Configure and start up a multithreaded server

¢ Configure the Connection Manager and use it for
pooling connections and restricting clients from
connecting

¢ Analyze and troubleshoot Net8 problems using log
files, trace files, and Trace Assistant

« ldentify network security risks and their solutions
and configure data encryption using the Oracle
Advanced Security option

Copyright 0 Oracle Corporation, 1999. All rights reserved. ORAC Le ‘
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Database Administrator Tasks

Database Administrator Tasks

Planning the network environment

Enabling connectivity

Managing the network
¢ Ensuring network security

Troubleshooting the network

* Database administration
® Backup and recovery
* Database tuning

Copyright 0 Oracle Corporation, 1999. All rights reserved. ORAC Le :

Scope of the Course

This courseis the fourth in a series of four courses that cover the core database
administrator tasks. The tasks covered in this course are;

» Planning the network environment to address connectivity, performance,
and security issues

» Enabling network client-server, server-server, and middle-tier
connectivity

» Managing the network through administration utilities and tools

* Ensuring solid network integrity, privacy, authentication, and
authorization

» Invoking the tools needed for troubleshooting the network environment

DBA Tasks Covered in Other Courses
The following tasks are discussed in other courses:

» Database administration Enterprise DBA Part 1A: Architecture and
Administration

» Backup and recovery ianterprise DBA Part 1B: Backup and Recovery
» Database tuning iBnterprise DBA Part 2: Performance and Tuning
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Course Schedule

Suggested Course Schedule

Day Start End
1 Lesson 1 Lesson 5
2 Lesson 6 Lesson 10

Copyright 0 Oracle Corporation, 1999. All rights reserved. ORAC Le :

Agenda
The following is the recommended |esson schedule for this course:

Day 1

* Networking Overview

» Basic Net8 Architecture

» Basic Net8 Server-Side Configuration

» Basic Net8 Client-Side Configuration

» Centralized Naming Concepts

* Oracle Names Usage and Configuration (Theory)

Day 2

» Oracle Names Usage and Configuration (Practice)
* Multithreaded Server Usage and Configuration

» Connection Manager Usage and Configuration

» Troubleshooting the Network Environment

» Security in the Network Environment
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Lesson 1: Networking Overview

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* Identify networking business trends
* Describe Oracle networking solutions

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G
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Network Environment Challenges

Network Environment Challenges

* Configuring the network environment
®* Maintaining the network

* Tuning, troubleshooting, and monitoring the
network

* Implementing security in the network
* Integrating legacy systems

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G

Configuring the Network Environment
To implement a successful networking environment consider the following questions:

* What type of network are you configuring? Is it a small network with a few clients,
or a more complex network with many clients and many servers?

» Are you using a single protocol or multiple protocols?

* Is the network static or expanding?

* What configuration options do you have?

» Are there user-friendly tools available to configure the network?

Maintaining the Network

» How much network maintenance is required for your enterprise?
* Will you add clients and servers to your network?

» Do you anticipate frequent upgrades?

Tuning, Troubleshooting, and Monitoring the Network
» Does your network include the needed tools?

* How large a workload do you anticipate?

Number of users

Number of transactions

Number of nodes

Location of nodes

Enterprise DBA Part 3: Network Administration 1-3
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Implementing Security in the Network

* Do you need to secure your network environment?

* Is secure and sensitive information being transmitted over the network?
* What tools are available for implementing security?

Integrating Legacy Systems
How will your legacy systems interact with your networking environment?

Note: Performing an up-front analysis that answers questions like these helps you
choose the appropriate network strategy from the beginning.
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Network Configurations

Simple Network: Two-Tier

— I
|— =
_X- =
- <~
-~

Network

Client \/

Server

* Network connects client and server

* Client and server speak the same “language” or
protocol
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Two-Tier Networks

In atwo-tier network, aclient communicates directly with aserver. Thisisaso known
as aclient-server architecture.

A client-server network is an architecture that involves client processes that request
service from server processes.

The client and server communicate over anetwork using agiven protocol, which must
be installed on both the client and the server.

A common error in client-server network development is to prototype an application
inasmall, two-tier environment and then scale up by simply adding more usersto the
server. Thisapproach can result in an ineffective system, as the server becomes
overburdened. To properly scale to hundreds or thousands of users, it may be
necessary to implement an N-tier architecture, which introduces one or more servers
or agents between the client and server.

Enterprise DBA Part 3: Network Administration 1-5



Lesson 1: Networking Overview

"< Network Network

Client \/ \/

Middle tier Server

* (Client can be a thin client or a PC

Middle tier can contain applications and services
* Server holds actual data
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N-Tier Networks

In an N-tier architecture, the role of the middle-tier agent can be manifold. It can

provide:

Translation services (as in adapting a legacy application on a mainframe to a

client-server environment or acting as a bridge between protocols)

load of requests between servers)

Scalability services (as in acting as a transaction-processing monitor to balance the

Intelligent agent services (as in mapping a request to a number of different servers,

collating the results, and returning a single response to the client)
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Network Configurations

SPX/IPX

AppleTalk APPC/LU6.2
NetBIOS
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Complex Network Issues

Networks should improve communication rather than impede distributed operations.
In a more complex network environment, several issues must be addressed:

» Different hardware platforms that run different operating systems

* Multiple protocols used on these platforms

» \Variable syntax issues between the different but connected applications

» Different geographical locations in which the connected applications reside
A well-designed complex network can support a large-scale distributed system.
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Oracle’s Solutions

Oracle’s Solutions

* Net8
* OQOracle Names server

* Connection Manager
* Advanced Security option
®* Open Gateways

Copyright O Oracle Corporation, 1999. All rights reserved. OQACLG
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Oracle’s Solutions: Net8

* Protocol independence (@7
* Comprehensive platform support W
* Integrated GUI administration tools Q‘/
* Multiple configuration options

* Tracing and diagnostic toolset

e Open API

* Basic security

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

Net8 Key Features

Net8 introduces key new features to address the changes occurring from the growth in
distributed environments. These changes include increasing user access to data stores,
creating more easily configured and administered environments, and enhancing user
authentication to securely identify users.
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Oracle’s Solutions: Net8

- >
-

Administration and configuration

| |
B i Net8 Net8 =
Client Protocol J\‘/ Protocol h
Server
Any platform Any platform
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Net8

Net8 provides the industry’s broadest support for network transport protocols,
including TCP/IP, Novell SPX/IPX, IBM LU6.2, and DECnet. All data conversion

using Net8 is invisible to the user and the application. This enables Ortachg@rate
across different types of computers, operating systems, and networks to transparently
connect any combination of PC, UNIX, legacy, and other systems without expensive
changes to the existing infrastructure.

Net8 contains configuration and administration mechanisms and eliminates the need
for a centralized configuration utility. For simple environments, Net8’s default settings
provide a transparent name resolution adapter. This eliminates the need for generating
configuration files. For more complicated environments, Oracle Names server stores
connection information in a database or in a local data cache.

In Oracle8, Net8 addresses Internet connectivity through integration of standard
solutions such as Remote Authentication Dial-In User Service (RADIUS) and
Lightweight Directory Access Protocol (LDAP) with legacy systems.
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Oracle’s Solutions

Oracle’s Solutions: Internet Database
Connectivity

In Oracle8i, database connectivity can be achieved
using the following additional protocols:

* Internet Inter-ORB Protocol (IIOP)
* Hypertext Transfer Protocol (HTTP)

1 — N
) <

Web browser IIOP, HTTP Oracle8i
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[IOP and HTTP Connectivity

Connections to the database are not limited to Net8 alone; clients can establish
connections to the database using Internet protocols such as Internet Inter-ORB
Protocol (I10OP) and Hypertext Transfer Protocol (HTTP). Using these Internet
protocols, users can run applications from within a Web browser to connect directly to
an Oracle8i database. Internet technologies such asiFS (Internet File System),
Enterprise JavaBeans (EJB), and the Internet standard Secure Sockets Layer (SSL)
protocol provide added security to network connections.

Note: Net8 supports a new presentation layer called Genera Inter-ORB Protocol
(GIOP) that is used for clients that connect to the Java option. IIOPis an
implementation of GIOP over TCP/IP or TCP/IPwith SSL. Oracle provides the GIOP
service implementation.
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Oracle Names offers:
* Centralized configuration

* Simplified network administration

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

Oracle Names

Oracle Namesis a distributed name service, smilar to the Yellow Pages, that stores all
the database addresses for the network environment. You can install one or more
Oracle Names serversin your environment. They can be configured to act as backup
servers for one another.

Using Oracle Names, clients do not need to know where the databases are located in

the environment. The only configuration required is the address of the Oracle Names
server. When a user wants to access the database, Net8 calls Oracle Names, resolves

the address, and connects to the address given by the Oracle Names server.

Benefits

* High availability

* Makes Net8 clients easy to deploy and administer

» System can be scaled to meet the needs of the entire enterprise
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Oracle’s Solutions: Oracle Names

,;';%: @ L %
Al 58 )\
pfg = 2
1L e \”/

|sq| pl us user/ pw@er ver 2 | \/

L U v

Serverl Server2 Server3 Server4 Server5
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Address Resolution Using Oracle Names

This example describes the basic steps taken to resolve a service name when using an
Oracle Names configuration.

1 When auser issues arequest to connect to the service name Server2, the Names
server iscontacted to get the addressfor Server2. The address can be stored locally
but that would add a configuration overhead if you support multiple clients.

2 The address of Server2 isresolved and the address is passed back to the client.

3 Theclient connects using the address it got from the Names server. When the

connection is established, there is no further communication between the client
and the Names server.
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Oracle’s Solutions:
Connection Manager

Connection Manager offers:

* Multiplexing of connections
* Cross-protocol connectivity
* Network access control

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

Connection Manager

Connection Manager is atool normally configured and installed on amiddletier. The
Connection Manager can be configured for the following features:

Multiplexing  Connection Manager can handle severa incoming connections and
transmit them simultaneously over a single outgoing connection to the destination.
This technique, called multiplexing, gives larger numbers of users access to a server.
The configuration is offered only in a TCP/IP environment.

Cross-Protocol Connectivity Using thisfeature, aclient and a server can
communicate with different network protocols.

Network Access Control  Using Connection Manager, designated clients can
connect to certain serversin a network based on the TCP/IP protocol.

Benefits of Connection Manager

» Supports more users on the end tier if you use a middle tier to deploy Connection
Manager and provides for better use of resources and scalability

* Enables cross-protocol communication
» Can act as an access control mechanism
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Oracle’s Solutions

Oracle’s Solutions:
Connection Manager

Connection
Manager \/

Server
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Connection Multiplexing

This example shows how Connection Manager acts as a multiplexer to funnel data
from many clients to one server.

1 Theinitial connection from aclient to a server is established by connecting to
Connection Manager.

2 Connection Manager establishes the connection to the server.

3 When additional clients are request connections to the server through Connection
Manager, they use the same connection that Connection Manager used for the
initial connection.

Enterprise DBA Part 3: Network Administration 1-15
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Oracle’s Solutions: Advanced Security
Option

* Network security using encryption
* Integration with third-party security servers

* DCE Integration

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

Oracle Advanced Security Option

Oracle Advanced Security option is an optional product that works with Net8 and
SQL*Net release 2.3.4 and later SQL* Net versions. It includes the following features:

Security Services With the Oracle Advanced Security option, Net8 and related
products can use network data encryption and checksumming so that data cannot be
read or altered during transmission.

Authentication Services Oracle Advanced Security option includes enhanced user
authentication services such as support for single sign-on. No changes to applications
arerequired. Oracle Advanced Security option works over all protocols, operating
systems, and name services. It supports token authentication through Security
Dynamics ACE Server, Kerberos, DCE Security Server, and supports biometrics
authentication through Identix. With Oracle8i, authentication is also supported
through RADIUS with services by Lucent, ActivCard, Funk, and Secure Computing.
X.509 Certificates are a so supported with OracleSi.

1-16 Enterprise DBA Part 3: Network Administration



Oracle’s Solutions

Oracle Advanced Security Option (continued)

Oracle DCE Integration Oracle Distributed Computing Environment (DCE)
Integration is an optional product that works with Net8 and SQL*Net 2.1.6 and | ater.
With it, users can transparently use Oracle tools and applications to access Oracle7
through Oracle8i Serversin a DCE environment. It provides authenticated RPC
(remote procedure call) as the transport mechanism, which enables multivendor
interoperability. Using the DCE Integration security service, auser logged in to DCE
can securely access any Oracle application without having to specify a username or
password.

Benefits
* Enables encrypted transmission of data
» Enables integration with third-party security servers

Enterprise DBA Part 3: Network Administration 1-17
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Oracle’s Solutions: Advanced Security
Option

;—’/\f—
I
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Client + w v Server

Textual Textual
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Encryption Using Advanced Security Option

This example shows one of the major tasks of a secure transmission through a
network.

To ensure such atransmission, Oracle Advanced Security option must be installed and
configured on both the client and the server side.

Once Advanced Security option is configured, datain all transmissions over Net8 can
be encrypted as follows:

1 Start sending textual information from the client side. One layer of the network on
the client side encrypts the information before it is transmitted over the network
link.

2 Encrypted data, potentially including checksumming with each package sent,
transmitted over the network link.

3 Onthe server side, the message is decrypted, and checksums can ensure that the
data arrive in the correct order without tampering. Only the server that holds the
correct key can decrypt the information and verify the checksumming sequence of
the data.
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Oracle’s Solutions: Open Gateways

®* You can access legacy data as if it resides in a
single, local relational database.

* Open Gateways offers:
— Transparent gateways
— Procedural gateways

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

Open Gateways

The Oracle Open Gateways provide seamless integration between the Oracle server
and environments other than Oracle. Transparent gateways give users SQL accessto
more than 30 database environments. Procedural gateways extend Oracle-stored
procedures to mainframe TP monitors or to message and queuing systems.

Benefit
Oracle Open Gateways enabl e integration with foreign data sources.
Note: Configuration of Open Gateways not covered in this class.
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Summary

Summary

In this lesson, you should have learned:
* Net8includes:

— Net8
[IOP and HTTP Connectivity
Oracle Names

Connection Manager

* Add-on products:
— Advanced Security Option
— Gateways

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G
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Lesson 2: Basic Net8 Architecture

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* Define the procedure by which Net8 establishes a
server connection

* Identify the key components of Net8 architecture
and their interaction

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G
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Overview

Overview

Net8 provides three basic functions:
* Connect operations

* Data operations

* Exception operations

The Net8 architecture comprises several layers, each
of which has a unique responsibility in a networking
session.

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G
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Basic Operations

Connecting to Servers

Client Server

| sqlplus user/pw@DB1 'I/ \l y

DB1 address resolved listener.ora
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Connecting to a Server (Open)

The following procedure is true for all connections and isillustrated in the slide
example.

1

In order for aclient to connect to a server, a process needs to be listening for
incoming requests on the server side. The listener processis responsible for
detecting and routing the incoming requests to the proper destination.

To start alistener process, a configuration file located on the server side typically
must be configured.

A user or program resolves the service name to a connection string. A service
nameis an alias for a destination address.

The service name directly maps to a connect descriptor, which is resolved through
one of the following methods (described fully in later lessons):

— Host naming (using thegl net . or a file and a native naming service)
— Local naming (using thensnanes. or a file)
— Oracle Names (using tlsg|l net . or a file and an Oracle Names server)

When the service name is resolved, a request is sent to the listener. The listener
receives the session request and determines where to direct the request.

The listener spawns a new process or redirects the connection to an existing
process that handles the communication with the Oracle database.

The address of the process is handed off to the client-side process, and the client
side directly communicates with the server-side process for the duration of the
session without involving the listener.
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Files and Locations

Files and Locations

Default locations for files can be specified using the
TNS_ADMIN environment variable.

Client Server
I =
t nsnanes. or a \/
li ner. or
sqgl net.ora stener.ora

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G

Files

t nsnanmes. ora Thisconfiguration file contains the names and addresses of

services on the network. 1t is used by both clients and distributed serversto identify
destination servers.

sqgl net.ora Thisfileisused by all clients and servers on the network. It contains
client profileinformation, including optional diagnostic parameters, client information

about Oracle Names (if used), and other optional parameters such as native naming
and security.

i stener.ora Thisfilecontains configuration information for the listener
located on the machine that you want to connect to. The listener is an executable

program that enables an Oracle8 Server to accept connections from client machines
over Net8.
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Locations

UNIX Workstations The default location for these files is the SORACLE HOVE/
net wor k/ admi n directory. You can also place them in this directory or place them
in adirectory of your choice by setting an environment variable TNS_ADMIN to
point to the directory containing the files.

NT Workstations Onan NT workstation, the default directory for the configuration
filesis ORACLE_HOVE\ NET80\ ADM N. You can add the TNS_ADMIN parameter
to change the directory name for configuration files from the default location. To do
thisadd the TNS_ADMIN variable to the registry or add it to the environment under
System Properties, found by clicking the System icon on the Control Panel.

Note: On Oracle8i for NT, the default directory for the configuration filesis
ORACLE_HOVE\ NETWORK\ ADM N.
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Disconnecting from Servers

Client Server

G

-,v/ * User initiated

- * Timer initiated \/

* Abnormal termination
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Disconnecting from a Server
A request to disconnect from a server can beinitiated in the following ways.

User-Initiated Disconnect A user can request a disconnection from the server when
aclient-server transaction completes. A server can aso disconnect from a second
server when all server-server data transfers have been completed and there is no need
for the link to remain connected.

Timer-Initiated Disconnect or Dead Connection Detection Dead Connection
Detection is a feature through which Net8 identifies connections that have been left
hanging by the abnormal termination of aclient.

» This situation can occur if a user decides to power down the PC on which the client
side application is running without exiting or quitting the application properly.

* On some operating systems, the server side process is left running for a period of
time that is operating systedependent and may vary from a couple of hoursto
infinity. This can impede the server-side resources.

» On a connection with Dead Connection Detection enabled, a small probe packet is
sent from server to client at a user-defined interval (usually several minutes). If the
connection is invalid (usually this is due to the client process or machine being
unreachable), an error is generated by the send operation, and the server process
terminates the connection.

The SQLNET.EXPIRE_TIME parameter is used to set this feature.

This feature minimizes the waste of resources by invalid connections. It also
automatically forces a database rollback of uncommitted transactions and locks held
by the user of the broken connection.
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Lesson 2: Basic Net8 Architecture

Disconnecting from a Server (continued)

Abnormal Connection Termination Other components occasionally disconnect or
abort communications without giving notice to Net8. In this event, Net8 recognizes
the failure during its next data operation and cleans up client and server operations,
effectively disconnecting the current operation. This situation typically resultsin an
ORA-3113: “end-of-file on communication channel” error

message.
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Files and Locations

Data and Exceptions Operations
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Data Operations

All communication between aclient and a server is done synchronously unless a
multithreaded server is used.

Exceptions Operations

Using Net8, the user can initiate a break over the connection. When the user presses
the Interrupt key ([Ctrl] + [C] on some machines), the application causes an exception
operation. Additionally, the database can initiate a break to the client if an abnormal
operation occurs, such as during an attempt to load arow of invalid data using

SQL*L oader.

There are two types of connection breaks: inband breaks and outband breaks:

* Inband breaks are transmitted as part of the regular data traffic between the client
and the server using the normal protocol read and write functions. An example of
this is an aerospace application in which a satellite must receive all transmitted
data in sequence without interruption by a user or application break, unless all the
data is received first.

* Outband breaks are faster, because the break message is sent using urgent data
messages. An example is being able to hit [Ctrl] + [C] when mistakenly querying a
huge table. Rather than having all the data displayed, you can break out of the
execution.

The difference between outband breaks and inband breaks, from the server point of
view, is that inband breaks use messages that are simply queued, whereas outband
breaks use messages that cause signals and therefore take load off the server and can
break faster.
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The Net8 Stack

Net8 Architecture
Client Server
Application Server
OCl OPI
Two Task Two Task
Common Common
TNS TNS
OPA OPA
potocol =1 |  Protocol
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Net8 Layers

Oracle clients and servers use stack communications to share, modify, and manipulate
data between themselves.

In an Oracle client-server transaction, information passes through the following layers:
» Application (client)

* Oracle Call Interface (OCI) or Oracle Program Interface (OPI)

* Two Task Common

» Transparent Network Substrate (TNS)

» Oracle protocol adapters (OPA)

* Network-specific protocols

Each layer of the stack is responsible for one or more specific tasks.
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The Net8 Stack

Application Layer

Client
Application User-oriented activities:
® Character or graphical user
interface

* Data presentation
* Application specifics

* |dentification of database
operations
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Application Layer

Oracle client applications provide all user-oriented activities, such as character or
graphical user interface (GUI) display, screen control, data presentation, application
flow, and other application specifics.

An example of aclient application could be Oracle Forms or SQL*Plus.

The application identifies database operations to send to the server and passes them
through to the Oracle Call Interface (OCl).
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OCI Layer
Client
Application Oracle Call Interface:
OClI * Defines server calls

* Parses SQL statements
® Opens cursors

* Binds variables

* Executes SQL

* Fetches data

* Closes cursors
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Oracle Call Interface Layer

The OCI code contains all theinformation required to initiate a SQL dialogue between
the client and the server. It defines calls to the server to:

» Describe the contents of the fields being returned based on the values in the
server’s data dictionary

» Parse SQL statements for syntax validation

» Open a cursor for the SQL statement

» Bind client application variables into the server shared memory
» Execute SQL statements within the cursor memory space

» Fetch one or more rows of data into the client application

* Close the cursor

The OCI is also referred to as the OPI, or Oracle Program Interface, on the server. The
client application uses a combination of these calls to request activity within the

server. OCI calls can be combined into a single message to the server, or they can be
processed one at a time through multiple messages to the server, depending on the
nature of the client application. Oracle products attempt to minimize the number of
messages sent to the server by combining many OCI calls into a single message to the
server. When a call is sent, control is passed to Net8 to establish the connection and
transmit the request to the server.

Technical Note

The OCI is fully documented, so anyone who wants to write applications using OCI
can do so.
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Two Task Common Layer

Client
Application
QOCl
Two Task Conversion:
Common * Datatypes

® Character set
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Two Task Common Layer

The Two Task Common layer provides character set and data type conversion between
different character sets or formats on the client and server. This layer is optimized to
perform conversion only when required on a per-connection basis.

During theinitial connection, the Two Task Common layer is responsible for
evauating differencesin internal data and character set representations and
determining whether conversions are required for the two computers to communicate.

Conversion isrequired in situations in which the client-side character set differs from
that of the server side.

One example of this situation is a client running the WES8I SO8859P1 character set
while the server is running the US7ASCII character set. In this case, the Two Task
Common layer acts as atranslator, helping to convert the values of one character set to
the other.
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TNS Layer

Client

Application
OClI

Two Task

Common Transparent Network Substrate:
NS * Provides generic interface to

industry-standard protocols

* Consists of more Net8 specific
layers
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Transparent Network Substrate Layer

The Transparent Network Substrate (TNS) layer is an underlying layer of Net8
providing acommon interface to industry-standard protocols. TNS receives requests
from Two Task Common and settles all generic machine-level connectivity issues,
such asthe location of the server or destination (open, close functions), whether one or
more protocols are involved in the connection (open, close functions), and how to
handle interrupts between client and server based on the capabilities of each (send,
receive functions). The generic set of TNS functions (open, close, send, receive)
passes control to an Oracle Protocol Adapter to make a protocol-specific call.
Additionally, TNS supports encryption and sequenced cryptographic message digests
to protect data in transit.

The TNS layer itself consists of more Net8-specific layers, each handling its specific
functions of the TNS. These are not covered in further detail.
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OPA and NT Layers

Client

Application
OocClI

Two Task

Common
Network Transport:

TNS * Maps TNS generic calls to
OPA protocol-specific calls

* Includes NT layers that
handle transport
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Oracle Protocol Adapter Layer

Oracle protocol adapters (OPA) are responsible for mapping TNS functions to
industry-standard protocols used in the client-server connection. Each adapter is
responsible for mapping the equivalent functions between TNS and a specific
protocol.

Network Protocols

The Net8 architecture provides support for a broad range of networking protocols,
including TCF/IB, Novell SPX/IPX, IBM LU6.2, DECnet, and OSI. By using Net8
protocol adapters, companies can maintain their existing infrastructure without
expensive changes. Additionally, Net8 supports multiple protocols on asingle
machine ssmply through installation of multiple protocol adapters.

Enterprise DBA Part 3: Network Administration 2-15



Lesson 2: Basic Net8 Architecture

Protocol
Client
Application
OCl
Two Task
Common
TNS Network Protocol:
Existing network protocol for
OPA . L
machine-level connectivity
Protocol
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Network-Specific Protocol

All Oracle software in the client-server connection process requires an existing
network protocol stack to make the machine-level connection between the two
machines. The network protocol is responsible only for transmitting the data from the
client machine to the server machine, at which point the data is passed to the
server-side protocol adapter.
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Two Task
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TNS
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Protocol
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Oracle Program Interface Layer

The OPI performs a complementary function to that of the OCI. It is responsible for
responding to each of the possible messages sent by the OCI. For example, an OCI
request to fetch 25 rows would have an OPI response to return the 25 rows after they
have been fetched.
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Server Layer

Server
— Server
Oracle Server:
Responsible for receiving OCI calls OP!
from the client and resolving SQL
statements on behalf of the client Two Task
Common
TNS
OPA
Protocol
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Server Layer

The Oracle server side of the connection isresponsible for receiving requests from the
client OCI code and resolving SQL statements on behalf of the client application.
Once received, arequest is processed and the resulting data is passed to the OPI for
responses to be formatted and returned to the client application.
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Server-Server NPI Layer
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Server Server
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Network Program Interface Layer

When two servers communicate to compl ete a distributed transaction, the process and
layers are the same as in the client-server scenario, except that thereis no client
application. The server hasits own version of OCl, called the Network Program
Interface (NPI). The NPI performsall of the functions for the server that the OCI does

for clients, enabling a coordinating server to construct SQL requests for additional
servers.
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Summary

Summary

In this lesson, you should have learned:
* In the Net8 stack, each layer has a specific task.

® Users must install the appropriate protocol
adapter in order for a client to communicate with a
server using Net8 software.

ORACLE
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Lesson 3: Basic Net8 Server-Side Configuration

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* Configure the listener using the Net8 Assistant

* Start the Net8 listener using the Listener Control
utility (LSNRCTL)

® Stop the Net8 listener using LSNRCTL
* Identify additional LSNRCTL commands
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Overview: The Listener Process

Overview: The Listener Process
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Characteristics of the Listener Process

The listener is a process running on a node that listens for incoming connections on
behalf of a database or a number of databases. The following are the characteristics of
alistener:

» Alistener process can listen for more than one database.

* Multiple listeners can listen on behalf of a single database to perform load
balancing.

* The listener can listen on multiple protocols.
* The default name of the listener in Net8 is LISTENER.

* The name of the listener must be unique on the machine on which it resides, and
perl i st ener. or afile.
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The Listener Responses

The Listener Responses

When a connection request is made by a client to a
server, the listener performs one of the following:

®* Spawns a process and bequeaths (passes) the
connection

* Redirects the connection to an existing process
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Transparency of Bequeath and Redirect

Whether a connection uses a Bequeath session or a Redirect session istransparent to
the user. It can be detected only by turning on tracing and analyzing the resulting trace
file.
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Bequeath Session

The listener may create or spawn and bequeath dedicated server processes as
connection requests are received.

Steps in a Bequeath Session

When the listener spawns a dedicated server process and bequeaths (passes) the
connection to the dedicated server process, the session is called a Bequeath session.
The following sequence of events occurs:

1 A client connects to the listener with the network address.

2 The listener receives the session request and determines if the client’s request may
be serviced. If not, the listener refuses the session and then continues listening.

3 The listener spawns a new dedicated server process to serve the incoming session.
4 The listener bequeaths the session to that server process.

5 Once the session is established, data flows directly between the client and
dedicated server process.

6 The listener continues listening for incoming sessions.

Note: When a client disconnects, the dedicated server process associated with the
client closes.

Using the Bequeath Method

» If a dedicated server does not have prespawned server processes, the Bequeath
session method is used by default.

* If, because of the operating system or protocol, a connection cannot pass between
two different processes on the same machine, this method cannot be used.
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Redirect Session (Dedicated)

Redirect Session (Dedicated)
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Redirect Session (Prespawned)

The use of prespawned dedicated server processes requires specification in alistener
configuration file (I i st ener . or a).

Steps in a Redirect Session (Prespawned Dedicated Server Process)
In a prespawned dedicated server, the listener redirects the session to a prespawned
server process, rather than spawns the process asin the bequeathed connection.
1 Thelistener spawns a series of dedicated server processes when it is started.
Note: The maximum number of server processes are defined by the
PRESPAWN_MAX parameter in the listener configuration file
(I'i stener. or a). Thelistener stops spawning additional servers once the
PRESPAWN_MAX has reached. The listener maintains alog of the number of
prespawned servers and the servers that are in use by various clients.
2 A client connects to the listener with the network address.
3 Thelistener receives the session request and determinesif the client’s request may
be serviced. If not, the listener refuses the session and then continues listening.
4 The listener issues a Redirect message to the client containing the network address
of one of the prespawned servers.
5 The client disconnects from the listener and connects to the prespawned address
given by thelistener.
6 Once the session is established, the listener spawns another server to replace the
one used by the client.
7 The listener continues listening for incoming sessions.
Prespawned servers take up system resources, but the connection time from the client
to the server process isfaster than in the Bequeath method.
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Redirect Session (Dispatcher)
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Redirect Session (Dispatcher)

When an Oracle server has been configured as amult
sessions are a\ways redirected by the listener to the D
the session specifically requests a dedicated server or

ithreaded server, incoming
ispatcher process unless either
no dispatchers are available.

Steps in a Redirect Session (Dispatcher Server Process)

In amultithreaded server, the listener redirects the session to a dispatcher process,
rather than redirects the connection to a prespawned server process.

1

When adatabase instance is started, dispatchers are started according to the

parameters defined in the configuration file (i ni t . or a).

At startup, the address of each dispatcher is then registered with the listener.

Note: The listener, therefore, has knowledge of the usage of the different

dispatchers available.
A client connects to the listener with the network

be serviced. If not, the listener refuses the se
containing the network address of the least-u
given by the listener.

listening for incoming sessions.
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address.

The listener receives the session request and determines if the client’s request can

ssion and then continues listening.

If the request is processed, the listener issues a redirect message to the client

sed dispatcher.

The client disconnects from the listener and connects to the dispatcher address

The dispatcher updates the listener with the new load value. The listener continues
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Using of a Redirect Method (Dispatcher Server Process)

With this method, many clients can connect to the same dispatcher without the need to
spawn a server process or to have dedicated server processes prespawned. When a
multithreaded server is configured, incoming sessions are always routed to a
dispatcher.

3-8 Enterprise DBA Part 3: Network Administration



The LISTENER.ORA File

The LI STENER. ORA File

The LI STENER. ORA File

When the Oracle software is installed, the
LI STENER. ORAfile is created for the starter database
with the following default settings:

* Listener name LISTENER

* Port 1521

* Protocols TCP/IP and IPC

* SID name Default instance

®* Host name Default host name
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The LI STENER. ORA File

Thel i st ener . or afileisused to configurethelistener. Thel i st ener . or afile
must reside on the machine or node on which the listener isto reside.

The | i st ener. or a file contains configuration information for the following:
* The listener name

* The listener address

« Databases that use the listener

» Listener parameters
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The LI STENER. ORA File

1. JLI STENER =
2. (ADDRESS LI ST =
3. ( ADDRESS= ( PROTOCOL= | PC) (KEY= ORCL))
( ADDRESS= ( PROTOCOL= | PC) (KEY= PNPKEY))
4. ( ADDRESS= ( PROTOCCL= TCP) (Host= WAED103- SUN) (Port= 1521))
)
5. | SID_LI ST_LI STENER =
6. (SIDLIST =
7. (SID_DESC =
8 ( ORACLE_HOVE= / hone/ or acl e)
9 (SI D_NAME = ORCL)
)
10. ...sanpl e additional SID description ...
)
11. STARTUP_WAI T_TI ME_LI STENER = 0O
12. CONNECT_TI MEQUT_LI STENER = 10
13. TRACE_LEVEL_LI STENER = OFF
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LI STENER. ORA File Contents
Thedefault | i st ener . or a file contains the following parameters:
1 The name of thelistener. The default nameis LISTENER.

2 The ADDRESS LIST parameter contains a block of addresses at which the
listener listens for incoming connections. Each of the addresses defined in this
block represents a different way by which alistener receives a connection.

3 IPC addressesidentify both incoming connection requests from applications on the
same node as the listener and information sent or registered by a database
dispatcher. If the IPS addresses identify connection requests from the same node,
the KEY vaueis egual to the service name of the database. If the addresses
identify a database dispatcher, the KEY valueis equal to the database system
identifier (SID). If the service nameisthe same asthe SID, only one IPC addressis
needed.

4 The TCP address identifies incoming TCP connections from clients on the
network attempting to connect to port 1521. The clients use the port defined in
their t nsnanes. or a fileto connect to thislistener. Based onthe SID_LIST
defined for this listener, the listener specifies the database to which to connect.
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LI STENER. ORA File Contents (continued)

5 A listener can listen for more than one database on amachine. The
SID_LIST_listener_name block or parameter is where these SIDs are defined.

6 The SID_LIST parameter is defined if more than one SID is defined.
7 The SID_DESC parameter must exist for each defined SID.

8 The ORACLE_HOME iswhere the home directory of the database is defined.
This enablesthe listener to identify the location of a database executable file.

9 The SID_NAME parameter defines the name of the SID on behalf of which the
listener accepts connections.

10 By default, an example SID is defined here.
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LI STENER. ORA File Parameters

functions of the listener:

LI STENER. ORA File Parameters

The following parameters are used to define other

CONNECT_TI MEQUT_/ i st ener_nane

LI STENER addr ess

LOG DI RECTORY_/ i st ener_nane

LOG FI LE_I i stener_nane

LOGA NG_/ i st ener_nane

PASSWORDS /i st ener _nane

SAVE_CONFI G_ON_STOP_/ i st ener_nane
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LI STENER. ORA Parameters

Parameter

Description

CONNECT_TIMEOUT listener_name

Sets the number of seconds that the
listener waits for the server processto
get avalid database query after the
session has started.

LISTENER_address

Defines the listening addresses for the
listener.

LOG_DIRECTORY _listener_name

Controlsthe directory in which the log
fileiswritten.

LOG_FILE_listener_name

Specifies the filename to which the log
information is written.

LOGGING_listener_name

By default, logging is always on unless
you provide this parameter and turn
logging off.

PASSWORDS listener_name

Sets a nonencrypted password for
authentication to the Listener Control
utility (LSNRCTL).

SAVE_CONFIG_ON_STOP _listener _name

Any changes made by the LSNRCTL
SET command are made permanent if
the parameter is set to TRUE.
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LI STENER. ORA File Parameters

SERVI CE_LI ST_I/ i st ener_nane

SID LIST_/istener_nane
STARTUP_WAI T_TI ME_/ i st ener_nane
TRACE DI RECTORY_/ i st ener_nane
TRACE_FI LE_/ i st ener_nane
TRACE_LEVEL_/i stener_nane
USE_PLUG AND_PLAY_ /i st ener_nane
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LI STENER. ORA Parameters

Parameter Description
SERVICE_LIST_listener_name Defines the service served by the

listener. Thisisthesameasthe SID _LIST,
made more generic for nondatabase

servers.
SID_LIST_listener_name Defines the SID of the databases served

by the listener.
STARTUP_WAIT_TIME_listener_name Sets the number of seconds that

the listener sleeps before responding to
the first LSNRCTL STATUS command.
This assuresthat a listener with a slow
protocol hastimeto start up before
responding to a status request.

TRACE_DIRECTORY _listener_name Controls the directory in which the trace
fileiswritten.

TRACE_FILE listener_name Sets the name of the tracefile.

TRACE_LEVEL_listener_name Turns tracing off or to aspecified level.

USE PLUG _AND_PLAY _listener_name Instructs the listener to register with a

well-known Names server. Continues to
look for awell-known Names server until
oneisfound.
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Listener Configuration: Creation

Listener Configuration: Creation
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Creating the Listener

Start up Net8 Assistant.

Click the Listenersicon.

Select Create from the Edit menu.

Enter alistener name in the Listener Name field on the dialog box that appears.
Select Listening Locations from the pull-down menu within Net8 Assistant for
your listener.

Click the Add Address button.

Change or enter information in the Protocol, the Host, and Port fields as necessary.

Note: The fields may vary according to the protocol used. The preceding step
represents alistener listening on a TCP port. Dueto abugin 8.0.4, SID nameswith
uppercase charactersin the first character are not accepted. Press [ Shift]-
Uppercase Character a couple of times.

8 Select Net8 Clientsin the Protocol Stack Support field.

9 Select Save Network Configuration from the File menu of Net8 Assistant.

a b~ W N -

~N O
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Listener Configuration: Services

Listener Configuration: Services

Listener Mame:) |STENER1
OK | Cancel| Help

ured
add Listening Location addresses.

Add Addrese | Rermove Address? Help
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Configuring Database Services

1 Select Database Services from the pull-down menu within Net8 Assistant for your
listener.

2 Click the Add Database button.

3 Enter the global database name, the Oracle home directory, and the SID in the
appropriate fields.

4 Select whether or not to use prespawned dedicated servers.

5 If prespawned servers are to be used, select the option button for it, and click the
Configure Prespawned Servers button.

6 If the prespawned servers are configured, a dialog box appears.

7 Set the number of prespawned servers and their timeout values for the supported
protocols appropriately, and click OK.

8 Select Save Network Configuration from the File menu of Net8 Assistant.

Configuring Listener Logging and Tracing

1 Select General Parameters from the pull-down menu within Net8 Assistant for
your listener.

2 Click the Logging & Tracing tab.

3 Enablelogging by selecting the Logging Enabled option button.

4 Enter the path and filename for alog file.

5 Select Save Network Configuration from the File menu of Net8 Assistant.
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Listener Control Utility (LSNRCTL)

Listener Control Utility (LSNRCTL)

The Listener Control utility is the tool used to control
the listener.

Commands from the Listener Control utility can be
issued from the command line or from the LSNRCTL
prompt.

®* UNIX command line syntax:

$ LSNRCTL command |

®* Prompt syntax:

LSNRCTL> command |
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Windows NT Platform Command Line Syntax

On the Windows NT operating system, use the following command to start the
Listener Control utility:

C:\ > LSNRCTL80 command
On Oracle8i for Windows NT, the Listener Control utility is started by issuing the
following command:

C.\> LSNRCTL conmand
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LSNRCTL Commands

LSNRCTL Commands

The following functions are mostly used to control
the listener:

* Starting a listener
* Stopping the listener

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G

Starting the Listener

You can use the START command to start the listener from the Listener Control utility.
Any manual changestothel i st ener . or a file must be made when the listener is
shut down. The argument for the START command is the name of the listener, and if
no argument is specified, the current listener is started. If a current listener is not
defined, LISTENER is started.

LSNRCTL> START [ /i st ener_nane]

Stopping the Listener

The STOP command stops the listener. The listener must be running to stop it
properly. If apassword is configured, the SET PASSWORD command must be used
before the STOP command can be used. The password must be set from within the
LSNRCTL prompt; it cannot be set from the operating system command line. It is
good practice to send a warning message to all network users before stopping a
listener.

LSNRCTL> STOP [ /i st ener_nane]
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Additional LSNRCTL Commands

Additional LSNRCTL Commands

CHANGE_PASSWORD SAVE_CONFI G
EXIT SERVI CES
HELP SET conmand
QU T SHOW conmand
RELQOAD
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Other LSNRCTL Commands

Command Description

CHANGE_PASSWORD Dynamically changes the encrypted password of a
listener.

EXIT Quitsthe LSNRCTL utility.

HELP Provides the list of all available LSNRCTL
commands.

QUIT Provides the functionality of the EXIT
command.

RELOAD Shuts down everything except listener addresses and

rereadsthel i st ener . or a file. You use this
command to add or change services without actually
stopping the listener.

SAVE_CONFIG Creates a backup of your listener configuration file
(called | i st ener . bak) and updates the

i stener. orafileitsaf to reflect any changes.

SERVICES Provides detailed information about the services the
listener listens for.

SET parameter This command sets a listener parameter.

SHOW parameter Thiscommand lists the value of alistener parameter.
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LSNRCTL SET and SHOW Modifiers

LSNRCTL SET and SHOW Modifiers

The SET modifier is used to change listener
parameters in the Listener Control utility
environment.

| LSNRCTL> SET trc_l evel ADM N |

The SHOW modifier is used to display the values of
the parameters set for the listener.

| LSNRCTL> SHOW connect _ti meout |
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SET and SHOW Modifiers

Command

Description

SET CONNECT_TIMEOUT

Determines the amount of time thelistener waits
for avalid connection request after a connection
has been started.

SET CURRENT_LISTENER

Sets or shows parameters when multiple
listeners are used.

SET LOG_DIRECTORY

Sets a nondefault location for the log file or to
return the location to the default.

SET LOG_FILE

Sets a nondefault name for the log file.

SET LOG_STATUS

Turns listener logging on or off.

SET PASSWORD

Changes the password sent from the LSNRCTL
utility to the listener process for authentication
purposes only.

SET SAVE_CONFIG_ON_STOP

Saves any changes made by the LSNRCTL SET
command permanently if the parameter is on.
All parameters are saved right before the
listener exits.

SET STARTUP_WAITTIME

Sets the amount of time the listener sleeps
before responding to a START command.

SET TRC_DIRECTORY

Sets a nondefault location for the trace file or to
return the location to the default.

SET TRC_FILE

Sets a nondefault name for the trace file.

SET TRC_LEVEL

Turns on tracing for the listener.

Note: The SHOW command has the corresponding parameters of the SET command

except SET PASSWORD.
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Automatic Instance Registration

Automatic Instance Registration

With Oracle8i, instances register themselves to the
listener when they are started.

Database instance registration is composed of the
following:

® Service registration provides the listener with
instance information.

* MTS dispatcher registration provides dispatcher
information to the listener.
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Automatic Instance Registration

Prior to Oracle8i, information about the instance had to be manually configured in the
i stener. orafile(SID_LIST_listener_name parameter). Now instances register
themselves with the listener. By default, the instance registers its information with the
listener on the local machine.

Benefits

 Thel i stener. ora file does not require the SID_LISIistener_name
parameter that specifies information on the databases served by the listener. This
parameter is still required if the management tool you are using still requires it.

» Connect-time failover is enabled.
» Connection load balancing is enabled.
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Automatic Instance Registration: Parameters

Automatic Instance Registration:
Parameters

The I NI TS/ D. ORA parameters used to configure
instance registration are as follows:

* INSTANCE_NAME
¢ SERVICE_NAMES
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New | NI TSI D. ORA Parameters

With the new initialization parameters, instances can specify their instance name and
which services they want to belong to. When an instance is started, initialization
parameters are read fromthei ni t SI D. or a file.

The following are examples of the usage of instance registration parameters.

uo1l

servi ce_nanmes = UO01l. us. oracle.com

i nst ance_nane

uo2
uo2. wor | d

i nst ance_nane

servi ce_nanes

Technical Note

The SERVICE_NAMES parameter is comprised of the database name and the domain
name. The domain can be obtained from the DB_ DOMAIN parameter in the

i ni t SID. orafile. Anexample of a service nameis OP.COM, where OP isthe
database name and COM is the domain.
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Troubleshooting the Listener

Troubleshooting the Listener

The following error codes are related to problems
with the listener:

ORA-12154: No Li stener
ORA-12224: TNS: no li stener

ORA-12500: TNS: listener failed to start a
dedi cat ed server process

ORA- 12545: TNS: nane | ookup failure

TNS-01169: The |istener has not recognized the
passwor d
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Error ORA-12154

Connection requests that are received too quickly for alistener to handle, which
exceed the listener’s backlog (determined by QUEUESIZE ihitls¢ ener . or a
andnanes. or a files), return this message. To correct this problem, follow these
steps:

1 Stop the listener.

2 Reconfigure QUEUESIZE in tHei st ener . or a file.

3 Restart the listener and try to connect again.

Note: The default for the QUEUESIZE parameter is 17 and is valid only for TCP/IP
and DECnet protocols.

Error ORA-12224

The connection request could not be completed because the listener is running. To
correct this problem, follow these steps:

1 Ensure that the supplied destination address on the client matches the one used by
the listener.

2 \erify that there is not a version compatibility problem.

Error ORA-12500

The listener could not start a process connecting the user to the database server. To
correct this problem, follow these steps:

1 Verify that the SID_LIST section of tHe st ener . or a file and the system
identifier (SID) in the CONNECT DATA section of thensnanes. or a file are
correct.

2 \erify that the user has adequate privileges to access the database.

Error ORA-12545
The listener on the remote node cannot be contacted. Follow these steps to correct the
problem:

1 Verify that the ADDRESS in thensnanes. or a file or thel i st ener. ora
file is correct.

2 \erify that the listener on the remote node has been started. You may check its
status with the STATUS command of the Listener Control utility and start it with
the START command if necessary.

Error TNS-01169

To correct this problem, enter the SET PASSWQi®Bmand from LSNRCTL and
then the STOP command to stop the listener.
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Summary

Summary

In this lesson, you should have learned:

* The listener process listens for incoming
connections and services a connection either by
passing it to a server process or redirecting it.

* Thelistener. orafileis the configuration file for
the listener.

* The Listener Control utility controls the functions
of the listener.

* Thelistener. orafile can be configured for more
than one listener.
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Frequently Asked Questions

The following discussion points are taken from the frequently asked questions
regarding topicsin this chapter. Thisinformation isretrieved and analyzed in
cooperation with Oracle Worldwide Support.

Problem
How do you register aunique client identifier with the Net8 listener?

Solution

To register aunique client identifier with the listener during a connection request and
toincludeit in an audit trail, edit the sql net . or a file. Use any aphanumeric string
up to 128 characters long to specify the value of the
SQLNET.CLIENT_REGISTRATION parameter in the clierggl net . or a file.
Net8 sets the SQLNET.CLIENT_REGISTRATION to OFF by default.

Problem
When starting a Net8 TNS listener in UNIX, the following error occurs:

01151, 00000, "M ssing listener nane, %, in

LI STENER. CRA"

/1 *Cause: The listener could not find the |istener
name specified.

/1 *Action: Make sure valid addresses on which to
listen are specified // for

the listener name i n LI STENER. ORA.

Solution

If thel i st ener . or a file is correct and it was working before, then check the
environment for the Oracle account that starts the listener. Check the environment
variables for SORACLE_HOME, $ORACLE_SID, $PATH, and so on. Even if you set
these variables from a script, check them at the UNIX prompt:

env | nore
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Lesson 4: Basic Net8 Client-Side Configuration

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* Establish aconnection from the Net8 client side
using the host naming method

* Configure Net8 client-side files and connect using
the local naming method

* Use Net8 Assistant to define preferences on the
client side

* Configure the Net8 client to use the client load
balancing and failover feature
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Overview

Overview

®* The host naming method requires minimal
configuration; however, some requirements must
be met.

* Thelocal naming method requires configuration
using Net8 Assistant, a GUI tool.
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Host Naming Method

* Requires minimal user configuration. The user can provide only the name of the
host to establish a connection.

» Eliminates the need to create and maintain a local names configuration file
(t nsnanes. or a).

* Eliminates the need to understand Oracle Names administration procedures.

Local Naming Method
* Provides a relatively straightforward method for resolving service name addresses.
* Resolves service names across networks running different protocols.
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Host Naming

Host Naming Client Side

Client Server

= (G

- ;/ TCP/IP

-

TRACE_LEVEL_CLI ENT = CFF \/

sqgl net. aut henti cati on_servi ces = (NTS)
nanmes. directory_path = (TNSNAMES, HOSTNAME)
nanes. def aul t _domain = world

nane. def aul t _zone = world

autonatic_ipc = of f

\

V7.
S—
"4

sqlnet.ora l'istener.ora
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Client-Side Requirements

If you are using the host naming method, you must have TCP/IP installed on your
client machine. In addition you must install Net8 and the TCP/IP protocol adaptor.

The host name is resolved through an |P address trand ation mechanism such as
Domain Name Services (DNS), Network Information Services (NIS), or a centrally
maintained TCP/IP host file: that means that this should be configured from the client
side before attempting to use the host naming method.

The Oracle Connection Manager features are not supported through the host naming
method.
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Client Server

- TCP/IP L
= \/
SID_LI ST_LI STENER =
(SID_LIST =
(SI D_DESC =

( GLOBAL_DBNAME = wwed151- sun. us. oracl e. com

( ORACLE_HOVE = / or acl e803)

(SID_NAME = TST8)

sql net.ora | istener.ora
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Server-Side Requirements

If you are using the host naming method, you must have TCP/IP installed on your

server machine as well. You also need to install Net8 and the TCP/IP protocol adaptor

on the server side.

A listener process must be started on port 1521 and must include the line:
GLOBAL_DBNAME = host nane

The host name must match the connect string you specify from your client. The
additional information included is the database to connect to. In the host naming
method, only one database can be specified.

Example

If al of the requirements are met on the client and server side, you can issue the
connection request:

sql pl us user nane/ passwor d@wed151- sun
from the client, and this connects you to the instance TST8.
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Local Naming

Local Naming

Client Server

sql net.ora

tnsnanes. or a listener.ora
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Local Naming Requirements

Local naming requires configuration of alocal t nsnanes. or a file.

The local naming is easy to configure through a GUI Net8 Assistant.

The information in thet nsnanes. or a fileisbasically an address that is needed for
directing your connection to a given listener on a given node listening for a specified
database.

Thet nsnanes. or a fileis covered in detail later in thislesson.
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Configuring Local Naming Using Net8 Assistant

Net8 Assistant

Eﬂﬂracle NetB Assi ant\NE TWORKVADMINY

| 57 Nat Sewvice Names
t:EXTFROCicONNECT\ONiDAT

ORGCL

Listeners

Oracle Mames Servers

Welcome fo the Nets Assistant!

The Met8 Assistant configures Netd using files located

in ORACLE HOMEmetworkiadmin. Other directories may he
selected using "Open Metwork Configuration® from the File
menu

(Profile} - Configure the local profile that determines
how the core NetB software will operate. (SOLNET ORA)

{Met Services Mames) - Create and modify [ocal service
descriptions. Met Service Names are used to connect fo
vanous network services. (THSMNAMES.ORA)

{Listener) - Configure Listener operation on the current
host The Listener receives connection reguests fram
client applications. (LISTENER.ORA)

(Oracle Names Servers) - Create, configure and manage
Oracle Mames Servers, which centrally maintain service
descriptions for shared use. (NAMES ORA)
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Configuring Local Naming

You can use Net8 Assistant to configure local naming. This method configures
theclient-sidefilest nsnanes. ora andsql net . or a.

Because Net8 Assistant isimplemented in Java and is packed with the Java Runtime
Environment, you can run it on any platform where Net8 isinstalled.

Starting Net8 Assistant from NT

From the NT menu bar, select Start—>Programs—>Oracle for NT—>
Oracle Net8 Assistant.

In Oracle8 for NT, select Start—>Programs—>Oracle—>
Network Administration—>Net8 Assistant.

If you want to start Net8 Assistant from a file manager, the name of the
executable file im8a. exe.

Starting Up Net8 Assistant on UNIX
Run the executable filmet 8asst . sh.
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Available Methods: Selected Methods:
cos
NOWELL
NIS
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Configuring the Profile

To configure local naming, make sure that the TNSNAMES method is part of your
selected method in Net8 Assistant. The TNSNAMES method enables local naming,
and thisinformation is stored inthe sql net . or afile.

If you have multiple methods listed in your selected methods, then order them
according to the method that you want Net8 to try first when resolving a service name.

The default installation provides the TNSNAMES and HOSTNAME methods.
In addition to the TNSNAMES and HOSTNAME methods, you can also choose:

« ONAMES: Oracle Names, which allows service names to be resolved centrally
through a name server (This is covered in a later lesson.)

The following external naming services must be available from an operating system
level before you can configure from Net8 Assistant:

» CDS: Cell Directory Services, which is available with the Advanced
Networking Option. This is also the choice for DCE.

* NDS: Netware Directory Service is available for NetWare 4.1 or later.
* NIS: Network Information Service is used on many UNIX servers.
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=, Profile -~ Address Configuration
“= Net Senice Names

Address 1 1
EXTPROC_CONMNECTION_DAT
Protocol: TCPIF it
Listeners i ———
ost Name shkhan-la
Qracle Names Servers i
Fort Number: 1621
Mew Deiete’ ] < Bromote " Bemote= |

~ Address List Options

& Try each address, in arder, until ore susteeds

© Try each address, randomly, until one succeeds

© Try one address, selected atrandom

 Uze each address in order until destination reached
| © Use onlythe first address

[ Make Address Compatible with Net8 8.0 Clients

- Service Identification

Benvice Narme: &
’’’’’’’ Advanced
SID: ORCL

[¥ Use Oracles 8.0 Compatible Identification

o e
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Configuring Service Names

After making sure that the local naming (TNSNAMES) method is chosen, you should
configure a service name.

A service nameis a short, convenient name that is mapped to a network address
contained in a connect descriptor that is stored inthet nsnanes. or a file. Users
need know only the appropriate service name to make a connection and not the full
connect descriptor.

From the Net8 Assistant menu, salect Service Names and then select
Edit —>Create.
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Net8 Assistant: Service Names

E& Nt Service Name Wizard, page 1 of 5: Net Service Name

To access an Oracle database, or other sewice, across the netwark you
use a net service name. This wizard will help you create a net service
name

Enter the name vou want to use to access the database or service. It
can be any name you choose.

Net Service Name: ;ORCW\

Cancel | 0 Back Dext B
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Configuring Service Names (continued)
Select a service name and click Next.

When you create a service name, the Net8 Assistant actually starts another application,
the Oracle Service Name Wizard, which isused to add, modify, delete, and test service
names.

In the Oracle Service Name Wizard window, enter the service name for the address
that you want to connect to. An example could be that you are connecting to a database
containing financial data, and therefore choose the name FIN.

In the exampl e, the database is atest database running on Oracle8 and the database
SID isTSTS, therefore the name TST8 is entered as a service name.

Technical Note
The Oracle Service Name Wizard can a so be started as a stand-al one application.

Starting Oracle Service Name Wizard from NT

From the NT menu bar, select Start—>Programs—>Oracle for NT—>Oracle
Net8 Easy Config.

In Oracle8 for NT, select Start—>Programs—>Oracle—>
Network Administration—>Net8 Easy Config.

If you want to start the Oracle Service Name Wizard from a file manager, the
name of the executable filem8sw. exe.

Starting Oracle Service Name Wizard on UNIX
From the UNIX prompt, run the executable fiest 8wi z. sh.
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Net8 Assistant: Protocol

E&iNet Service Name Wizard. page 2 of 5: Protocol

To communicate with the database across a network, a network protocol is
used. Selectthe protocol used for the database you want to access

TCPIP (Internet Protocaly

TCPIP with S5L (Secure Internet Pratocol)
SPX (MNetWare Networking)

Mamed Pipes (Microsoft Networking)

IPC (Local Database)

Cancel |
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Selecting a Protocol

Select the network protocol you want to use and click Next.

It isrequired that the network protocol you use be installed and working.
In the example, the TCP/IP protocol is selected.

Technical Note

The network protocol is not the same as the protocol adaptor. The network protocol is
the protocol installed on the client and the server prior to the Oracle installation. You
should have tested your connection from the client to the server through atool using
the network protocol. An example could be the use of a Telnet or FTP session to test
the TCP/IP protocol.
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Ta communicate with the database using the TCPIP protocal, the
database computer's host name is required. Enter the TCPJP host
name for the computer where the database is located.

Haost Mame: shkhan-lap

ATCPAP port number is also required. The port number for Cracle
databases is usually 1521. You should not normally need to specify a
different port number.

Fort Mumber: 1521

Cancel | & Back Dext B
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Configuring the Host Name and Port Number
Enter the host name and the port number, and click Next.

Host Name

The name of the machine on which the database you want to connect and
communicate with resides.

Port Number

The number of the port on which Net8 listener listens to connection requests for the
server (host). By default, Net8 Assistant sets the listener port to 1521. If required, you
can specify an alternative port number.
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Net8 Assistant: Database SID

EEiNet Service Name Wizard. page 4 of 5: Service

To identify the database you must provide either a service name ifit's an
Oracled 8.1 database, or a 51D ifit's an Oracle® 8.0 or previous
database. For Oracled 8.1 databases, the service name is normally the
database name

Select the version of database you are using and enter its service name
or 8D,

® Oracled Yersion 8.1

Senice Name: ORC1

 Oracle8 Version 8.0 or Previous
Database 8I0; Sl |

Cancel | & Back Dext B
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Configuring the Database SID

Enter the system ID (SID) of the database to which you want to connect in the
Database SID field, and click Next. The default SID is ORCL for Oracle8. For
Oracle8i, you can specify the SID.

Enterprise DBA Part 3: Network Administration 4-13



Lesson 4: Basic Net8 Client-Side Configuration

Net8 Assistant: Test Service

F&iNet Service Name Wizard. page 5 of 5: Test

Press Test if you would like to verify that the database can be reached
using the information provided

‘When you are finished, or ifyou want to skip testing, press Finish to
create the net semice name or, if enabled, Next to continue.

Test

sl ¢ e | wet ) (Fnen
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Testing the Service

Click Finish and save the network configuration. Select Test Net Service Name from
the Command menu. Net8 Assistant tries to connect to the service using SCOTT and
TIGER as the username and password, respectively.
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=]

k=3 Connection Test

test press Change Login.

When finished testing press Close.

Expect connecting to the database to take from one to several seconds to complete. If it takes longer,
please wail, the reason for any failure will be displayed. To change the userid and password used for the

Atternpting to connect using userid; scott = 2
The test did not succeed. = Change Login

ORA-12514: TS listener could not resolve SERVICE_NAME give | agin Information

There may be an error in the fields entered,

or the server may not be ready for a connection. Username: scott

Password, [F

El Close
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ORACLE

Testing the Database Connection

Enter avalid username and password for the database to which you want to connect,

and click Test.

The status of the test is displayed in the field below the Test button. Click Done when

the test is successfully completed.

In Oracle8i, Net8 Assistant automatically tests the SCOTT username using TIGER as
the password for the default starter database. The option to test the connection against

adifferent user is available by clicking the Change Login button.

You now return to the Net8 Assistant. Select File—>Save Network Configuration.

If you need to generate additional service names, repeat the procedure.

To modify an existing service name, you can start the Oracle Service Name Wizard

and select Modify.

To delete an existing service name, double-click, Service Names, and highlight your

service name, then select Edit—>Delete.
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Generated Files

TNSNAMES. ORA

TST8.world =
(DESCRI PTI ON =
( ADDRESS =

)

)
)

# TNSNAMES. ORA Configuration file:
C: \ ORANT8\ NET80\ ADM N\ t nsnanes. or a
# Generated by Oracle Net8 Assistant

(PROTOCOL = TCP) (HOST = wwed151-sun) (PORT = 1521)

( CONNECT_DATA = (SID = TST8)

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G

The TNSNAMES. ORA File

Thet nsnanes. or a fileis generated from the configuration file.

The default location is $ORACLE_HOMVE/ net wor k/ admi n on UNIX and
ORACLE_HQOME\ net wor k\ adm n on NT.

The content of thet nsnanes. or a isasfollows:

Parameter Description

TST8.world Service name and domain name.

DESCRIPTION Keyword for describing the connect descriptor.
Descriptions are always specified the same way.

ADDRESS Keyword for the address specification. If multiple
addresses are specified, use the keyword
ADDRESS LIST prior to the ADDRESS.

PROTOCOL Specifies the protocol used.

HOST Protocol-specific information for
TCP/IP—specifies the host name of the server o
address. Can differ for another protocol.

PORT Protocol specific information for
TCP/IP—specifies the port number on which the
server side listener is listening.

CONNECT_DATA Specifies the database SID to which to connect,
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Generated Files

SQLNET. ORA

# C:\ ORANT8\ NET80\ ADM N\ SQLNET. CRA Confi gurati on
Fi | e: C:\ ORANT8\ NET80\ ADM M sql net . ora
# Generated by Oracle Net8 Assistant

NAME. DEFAULT_ZONE=wor | d

NAMES. DEFAULT_DOVAI N=wor | d

SQLNET. AUTHENTI CATI ON_SERVI CES= ( NTS)
SQLNET. EXPI RE_TI ME=0

SQLNET. ENCRYPTI ON_SERVER=r equest ed

SQLNET. ENCRYPTI ON_CLI ENT=r equest ed

NAMES. DI RECTORY_PATH= ( TNSNAMES, HOSTNANME)

sql pl us systen manager @ST8
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The SQLNET. ORA File
Thesql net . or a fileis also generated from the Net8 Assistant.

The default location is $ORACLE_HOVE/ net wor k/ admi n on UNIX and
ORACLE_HOME\ net wor k\ admi n on NT, or what is defined in the TNS_ ADMIN
environment variable.

For now, make sure the connection method you want to useis present and in the
correct order. The other arguments are covered in another lesson. Once the service
name has been configured and tested successfully, you can connect to the server from
the client using any Oracle tool.
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New TNSNAMES. ORA Parameters

New TNSNAMES. ORA Parameters

* Prior to Net8 release 8.1, the SID of the database
had to be specified in the CONNECT_DATA
section of the TNSNAMES. CRAfile.

* Inrelease 8.1, a service can include multiple
services provided by a single database and
services that span multiple instances. SID has
been replaced by the new parameters
SERVICE_NAME and INSTANCE_NAME.
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Multiple Instances and Databases

In Oracle8i, a service can include multiple services provided by a single database and
services that span multiple instances. In earlier releases, the SID identified a database
instance, but it did not identify a database. Because of this a database could not have
more than one service associated with it.

A database can serve multiple instances, and the SID parameter in the connect
descriptor has been replaced by SERVICE_NAME and INSTANCE_NAME.

The SERVICE_NAME istypically set to the global database name, which consists of
the database name and the domain name. The parameter INSTANCE_NAME is
required only for a parallel server configuration.
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New TNSNAMES. ORA Parameters

# TNSNAMES. CRA Configuration file:
C: \ ORANT\ NETWORK\ ADM N\ t nsnanes. or a
# Generated by Oracle Net8 Assistant

tst8.us.oracle.conr
( DESCRI PTI ON=
( ADDRESS=
( PROTOCOL=t cp)
( HOST=wwed_t est sun)
(PORT=1521)
)
( CONNECT_DATA=
( SERVI CE_NAME=sal esl. us. oracl e. com
(| NSTANCE_NAME=0p1)
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Configuring the New Oracle8i TNSNAMES. ORA Parameters

1

Start Net8 Assistant: Select Start—>Programs—>Oracle—>
Network Administration—>Net8 Assistant.

Double-click the Net Service Names folder to list the service names.

3 Click the service name that needs to be modified.
4 In the right window, clear the Use Oraadl&30 Compatible Identification check

0 N o O

box.

The Service Name field is highlighted.

Enter the database name with the domain name.domain
Save the network configuration.

Browse the contents of tHeNSNAMES. ORA file.
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Connection Load Balancing

Connection Load Balancing

Connection load balancing balances the following:

* The number of active connections among various
instances

* Dispatchers for the same service
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Overview of Connection Load Balancing

When automatic instance registration is enabled, as described in lesson 3, connection
load balancing is aso enabled. Connection load balancing evenly distributes the
number of active connections among various instances and dispatchers for the same
service.

Connection load balancing is new in Oracle8i and enables balancing the load at two
levels: dispatchers and nodes. The load of an instance and dispatcher is determined by
the number of connections. Connection load balancing is only enabled for the
multithreaded server environment.

A listener sends an incoming client request for a specific service to the least-loaded
dispatcher and instance. For example, if the service has multiple instances on multiple
nodes, it chooses a dispatcher based on the |east-loaded instance, where the instance
load is based on the node load.
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Connection Load Balancing Process

1 A client requesting aconnection to a service randomly picksalistener from thelist
of listenersidentified for the serviceinthet nsnanes. or a. If the chosen listener
is not available, the connection request can failover to the next available listener.
This capability is called client load balancing and failover.

2 Each listener has information about the load on all available nodes, as each
instance has registered with all identified listeners and is providing continuous
load information (CPU usage). For each connection request, the listener identifies
which node has the least amount of usage.

3 Thelistener then aso identifies which dispatcher (multithreaded server, or MTS

configuration) is currently handling the least number of connections on that node.
The connection is then routed to that dispatcher on the chosen node.
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Connection Load Balancing and Failover: Example

Client Load Balancing and Failover:
Example

Enabling load balancing and failover in the
TNSNAMES. ORAfile

TST8 = (DESCRI PTI ON=

( FAI LOVER=0n)

(LOAD_BALANCE=0n)

(ADDRESS = (PROTOCOL=t cp)
(HOST=host 1)
(PORT=1521) )

(ADDRESS = (PROTOCOL=t cp)
(HOST=host 2)
(PORT=1521) )

( CONNECT_DATA=( SERVI CE_NAME=sal es))
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Enabling Load Balancing and Failover
Failover is now supported by default for the ADDRESS _LIST and

DESCRIPTION_LIST parameters. Failover can also be explicitly specified by the
FAILOVER parameter for a set of addresses.
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Troubleshooting the Client Side

Troubleshooting the Client Side

The following error codes are related to problems on
the client side:

ORA-12154 “TNS:could not resolve service
name”

ORA-12198 “TNS:could not find path to
destination”

ORA-12203 “TNS:unable to connect to
destination”

ORA-12533 “TNS:illegal ADDRESS parameters”
ORA-12545 “TNS:name lookup failure”
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Troubleshooting
The following describes common errors and how they may be resolved.
ORA-12154: “TNS:could not resolve service name”

Cause Net8 could not locate the connect descriptor specified in the
tnsnames.ora  configuration file.

Actions

1
2

Verify that atnsnames.ora  fileexistsand that it is accessible.

Verify that thetnsnames.ora  fileisin thelocation specified by the
TNS_ADMIN environment variable.

Inyour tnsnames.ora  file, verify that the service name specified in your
connection string is mapped to a connect descriptor in the thsnames.ora  file.
Also, verify that there are no syntax errorsin thefile.

Verify that there are no duplicate copies of the sglnet.ora file.

If you are connecting from alogin dialog box, verify that you are not placing an at
symbol (@) before your connection service name.
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Troubleshooting (continued)

ORA-12198: “TNS:could not find path to destination” and
ORA-12203: “TNS:unable to connect to destination”

Cause Theclient cannot find the desired database.

Actions

1 Verify that you have correctly entered the service name for the database you want
to reach.

2 Verify that the service name ADDRESS parameters in the connect descriptor of
your TNSNAMES. ORAfile are correct.

3 Verify that your TNSNAMES. CRA fileis stored in the directory defined in the
TNS_ADMIN environment variable.

4 Verify that the listener on the remote node has started and is running. If not, start
the listener by using the Listener Control utility.

5 If you are connecting from alogin dialog box, verify that you are not placing an at
symbol (@) before your connection service name.

ORA-12533: “TNS:illegal ADDRESS parameters”

Cause The protocol-specific parameters in the ADDRESS section of the designated
connect descriptor in your TNSNANMES. ORA file areincorrect.

Action For more information about protocol-specific keywords, refer to the Oracle
operating system documentation for your platform.

ORA-12545: “TNS:name lookup failure”
Cause Thelistener on the remote node cannot be contacted.

Actions
1 Verify that the ADDRESS in the TNSNAMES. ORA fileor the LI STENER. ORA
fileis correct.

2 Verify that the listener on the remote node has been started. You can check its
status with the STATUS command of the Listener Control utility and start it with
the START command if necessary.
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Summary

Summary

In this lesson, you should have learned:

* The host naming method requires no setup in a
TCP/IP environment if defaults are acceptable.

®* Thelocal naming method uses the t nsnanes. or a
file.
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Frequently Asked Questions

The following discussion points are taken from the most frequently asked questions
regarding topicsin this chapter. Thisinformation isretrieved and analyzed in
cooperation with Oracle Worldwide Support.

Problem

After you upgrade to Oracle8 and upgrade clients to Net8, the following error occurs
when you try to connect through SQL*Plus:

06413, 00000, “Connection not open.”
/I *Cause: Unable to establish connection.

/Il *Action: Use diagnostic procedures to ascertain exact
problem.

Solution

Verify that SQL*Net 2.x and Net8 are not in the same directory. Both of these cannot
beinstalled in the same directory and share tools.

Problem
How to disable out of band breaks using Net8.

Solution

To disable out of band breaks, set the DISABLE_OOB parameter to ON in the client’s
sql net . or a file. Net8 sets the DISABLE_OOB to OFF by default.

Problem

When you attempt to connect to an Oracle8 database in loopback mode (a connection
from the same machine to the same machine, acting as the client and the server as
well) using Net8, the following error occurs:

ORA-06401: NETCWMN: invalid driver designator.

The loopback is attempted by using either of the following two strings:
sql pl us system manager @:

sql pl us system manager @: or cl
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Solution

The 2: and 2:orcl (2:sid) connection strings for local connections to Oracle8 are not
supported. Instead, use the default connection string for alocal connection through the
Bequeath protocol adapter. By default, t nsnanes. or a contains the following alias
for the bequeath protocol adapter:
Beqg- | ocal .worl d
( DESCRI PTI ON
( ADDRESS =
(PROTOCOL = BEQ
( PROGRAM = or acl e80)
(ARGVO = oracl e800ORCL)
(ARGS = ' ( DESCRI PTI ON=( LOCAL=YES) ( ADDRESS=( PROTOCOL=BEQ) ) )’ )

)
( CONNECT_DATA = (SID = ORCL))

)

Note: When the PROTOCOL parameter is defined with the BEQ variable, any
connection made to service name will use an internal protocol called Bequeath. The
Bequeath protocol internally spawns a server thread for each client application. In a
sensg, it performs the same operation that aremote network listener does for your
connection, yet localy.
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Lesson 5: Centralized Naming Concepts

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* Define the Names server concept
* Identify the various names resolution methods
* Identify the benefits of a Names server

* Define the administration objects used in a Names
server environment

* Define the naming models
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What Is a Service Name?

What Is a Service Name
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Service Names

A service nameisan adiasfor alogical representation of a service, such as a database.
It is used to resolve complicated connection strings used to connect to a service. Itis
the way a database or other service is presented to clients. A service name could be
any one of the following examples:

* SALES could be created to match the database name (Q)yacle8

* SALESI1 could be an instance of the SALES database

* HR could be created to match the name of the personnel system

* FINANCE could be created to match the name of the finance system

With Net8, you can connect to services other than Oracle databases, such as non-
Oracle databases, gateways, and external procedures, and functions that can be called
from PL/SQL code.
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Service Name Resolution Methods

Service Names Resolution Methods
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Resolving a Service Name

Complicated addresses of databases, database links, and nodes can be given simpler

names using various methods. When a network name or service name, such asthe

name of a database or database link, is “resolved” to an address, which may contain a
connection string, the mechanism is caltade resolution. Oracle resolves service

names to connection strings using one of the following methods:

Local Naming This method usestansnanes. or a file to look up service names.

Host Naming The need to configuretansnanes. or a file is no longer required
using this method. Instead, the actual name of the machine on which the database
resides is used to establish a connection to the service.

External Naming Various third-party name resolution mechanisms can integrate
with Oracle without the need of eliminating the existing mechanism and starting again.

Centralized Naming Using Oracle Names This method uses Oracle Names, which
is a names service that maintains central storage of network service addresses.
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Resolution with Local Naming

If there are afew nodes on a network, managing changes in the environment is not a
difficult task. Each node hasitsownt nsnanes. or a file, and changes can be
replicated across the nodes.

Disadvantages of Using Local Naming in a Distributed Environment

If at nsnanes. or a fileis used within alarge distributed environment, a number of
issues present themselves:

» Changes must be propagated efficiently across the network nodes.
* Accuracy of thd nsnanes. or a file contents must be maintained.

» Additional administration time and resources are needed when rapid changes
occur.

» Consistency must be maintained between all the nodes.

Disadvantages of Using Local Naming
This service is available only if the following are true:
» The TCP/IP protocol is used for connectivity between the clients and the servers.

* Acentrally located host file, a Domain Name Server (DNS), or Network
Information Services (NIS) server is present.
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Resolution with Centralized Naming

Resolution with Centralized Naming
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Resolution with Centralized Naming

When implementing client-based and server-based solutions as a means of achieving
critical business objectives, the biggest challenge occurs when the computing
environment is not dynamically configurable. The centralized naming technology
greatly reduces administrative burdens associated with such networks.

Benefits of Using Centralized Naming
Using a Names server offers the following benefits:

« Simplified administration tasks: Administrators need to define the names of
servers and their location only once, and all clients can then access them.

* Increased efficiency: The server addresses are stored on one or more machines
designated as Oracle Names server nodes, eliminating the need to store these
addresses on every node.

* Eliminates redundancy: Server address changes are made in one place and all
clients can access the new addresses immediately.

» Facilitates location transparency: Using a Names server facilitates server location
transparency by allowing the client to use a symbolic service name (stored in a
database) for the server location.
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Resolving Addresses with Oracle Names

The Names server resolves a service name client request by translating the service
name to a connect string.

Steps in Service Name Resolution

In thefigurein the slide, the client is attempting to connect to the server using a
service name. The client is configured to use a Names server to resolve the service
name. The following steps describe how the service nameisresolved and the
connection established:

1 Net8 sends the appropriate Names server arequest to resolve the service name.

2 The Names server receives the request, looks it up the name in the cache or
database, and sends the result back to the client.

3 Theclient receives the result and substitutes the connect string in place of the
service name.

4 The client contacts the server and establishes a Net8 client-server connection.
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When to Use a Names Server

When to Use a Names Server

Itis recommended to use a Names server in one or
more the following cases:

* An enterprise wide network that spans multiple
geographic regions

* Several local area networks (LANSs), each with a
few servers and a few hundred clients.

* An expanding or downsizing network in which you
anticipate a fair amount of server relocation
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Oracle Names Directory Objects

Names Directory Objects

e Domain

A group of unique network objects such as
databases

* Administration region

— One or more domains

— One or more Names servers
e Community

A group of Net8 clients and servers that use the
same network protocol
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Domain

A domain isagrouping of network objects, such as machines or databases, that
simplify the naming of network services. Within adomain, all names for the object
must be unique. A domain may use one of the two following naming models:

* Flat naming model
» Hierarchical naming model
Note: These models are covered on the next page.

Administrative Region

A region or administrative region is an organizational entity for administrating Net8
network components. There can be any number of Oracle Names servers.

Each region includes the following:
 One or more domains
* One or more Names servers

All connect information is stored in a single data repository, which has the authority to
interpret a service name. All Oracle Names servers within an administrative region
query information from this data repository. If the administrative region uses a
database for storage, there is one database per administrative region.

Community

A Community refers to a group of Net8 network clients and servers using the same
industry-standard protocol. It is recommended to have one Names server per
community.
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Domain Naming Models: Flat

Domain Naming Models: Flat
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Flat Naming Model Characteristics

» Consists of a single domain (default domain name is .WORLD)
* All names must be unique in the single domain.

* Used when the entire network is centrally administered

* Most common naming model
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Domain Naming Models: Hierarchical

Domain Naming Models: Hierarchical
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Hierarchical Naming Model Characteristics

* Enables distribution of network administration responsibilities

* Maintains domains in a hierarchical structure below a top-level domain called the
root domain

» Contains unique names for each domain but permits names to be repeated across
domains

» Allows the domain hierarchy to be extended to any number of levels (for example,
ORCL.US.ACME.COM)

» Commonly used in large organizations
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Names Server Discovery
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Names Server Discovery

Clients and servers on the network discover Names servers on the network when the
REORDER_NS command is issued using the Names Control utility (NAMESCTL).
When this command is issued, the following occurs:

1 A Names server is contacted by using the address specified in:

- The command itself
- The preferred Names server parameter in the local profile
(sql net . orafile)
- Anexisting Names server list
- A well-known Names server
2 If aNames server isfound, NAMESCTL sends a query for all the Names servers
in the region.

3 A PING command is then sent to each of these servers to determine thetime it
takes for each Names server to respond.

4 Thelist of the Names serversis sorted in increasing order of response time.

5 Theexisting list is replaced by the sorted Names server list. If the Names server
list does not exisgt, it is created.
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Client-Side Cache

A client cache daemon isinstalled with the Names server that enables clients on most
platforms to store information retrieved from that Names server in alocal cache. The
client cache has the following functions:

1 When aclient connects to a server, the connection information of the server is
stored in the client cache.

2 When a subsequent connection request is made to the same service name, the
client checks its local cache for the connection information.

3 If theinformation islocated, thetimeto live (TTL) is checked.

4 If the TTL has not expired, the client uses the information to connect to a server,
saving the time it would normally take to requery the Names server.

The local client-side cache is particularly advantageous if a Names server is not

available. Inthis case, the local client-side cache has alist of recently accessed service
names.

To start the client cache daemon process, use the START_CLIENT_CACHE
command from Names Control utility. More about the START_CLIENT_CACHE
command is covered in lesson 6.
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Cache Replication
&

s

& 3

“- >

Names server
Names server

£ s
-
%o —
Names server
Names server

Copyright O Oracle Corporation, 1999. All rights reserved. ORACI—G

Cache Replication

Datain Oracle Names serversis updated through continuous replication among all the
Oracle Names serversin the region, or by writing to and reading from a common
Oracle database.

For smaller workgroup environments where all of the services are registered
dynamically, administrators can configure Oracle Names servers to replicate data
continuously among themselves. When a listener registers a new service, information
about that service will immediately be passed along to other Oracle Names serversin
the administrative region. In this way, service names and addresses are replicated
among other Names servers in the network.

In larger networks, it is safer and more efficient to use a region database. Cache
replication is best suited for networks with just a few Names servers.

Cache replication occurs, by default, when aregion database is not defined.
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Using a Region Database

Administrators in large environments normally store their service namein an Oracle
database, rather than have the service names replicated between Names servers (asin
Cache replication).

If Names servers are configured to use an Oracle database as a repository, all
registered service names are written to the database. Additional Names serversin a
given administrative region periodically poll the region database for updated service
names.

In this way, new service name are communicated in atimely manner to all of the
Oracle Names serversin agiven region. At the sametime, it relieves Names servers of
the necessity to communicate directly with each other, as well as provides better
reliability.
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Summary

Summary

In this lesson, you should have learned:

® Local naming uses the TNSNAMES. CRAfile to
resolve a service name.

* Host naming uses default system settings.

* Centralized naming uses the Names server to
resolve service names.

* Use a Names server when the network
environment is distributed and dynamic.

* Aregion database is used in conjunction with a
Names server to store the service names.
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Lesson 6: Oracle Names Usage and Configuration

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* Configure centralized naming using Net8 Assistant
* Store the network configuration in the client cache

* Store the network configuration in a region
database

® Start and stop the Names server using the Names
Control utility
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Configuring Centralized Naming

Configuring Centralized Naming

To use centralized naming, the Names server and the
client attempting to use the Names server must be
configured.

* The Names server can be configured by using the
Net8 Assistant or by manually editing the
nanmes. or a file.

®* The Client Profile for the Names server can be
configured by using the Net8 Assistant or by
manually editing the sql net . or a file.
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Configuring Centralized Naming

The following steps summarize how to configure the
Names server:

1. Create and configure the Names server using the
Names Wizard.

2. Start up the Names server.
3. Enter service names into the Names server.
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Configuring the Names Server (Cache)

Configuring the Names Server (Cache)
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Creating and Configuring the Names Server (Cache Replication)

1 Start Net8 Assistant: Select Start—>Programs—>Oracle—>
Network Administration—>Net8 Assistant

2 Click the Oracle Names Serversicon in Net8 Assistant.
3 Click OK after reading the instructions in the pop-up dialog box.
4 Sedlect Create from the Edit menu.

This starts up the Names Wizard, which isatool that steps you through the
configuration process of a Names server.

5 Click Next asyou step through the instructions of the Names Wizard.

6 Enter aname for the Names server. Attach adomain name with the name of the
Names server if needed.

7 Select the protocol, and enter the name of the node on which the Names server isto
reside and the port at which it is to accept incoming resolution requests.

Note: In this class, the Names server is set up on your local NT machine. Thus, a
service name query of a database server originates from your local machine to the
Names server located on the same machine.

8 Select Next as you step through the instructions of the Names Wizard.
9 Click the “Don’t use a region database” option button, and click Next.
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Creating and Configuring the Names Server (Cache Replication)
(continued)

First Names Server in the Region If thisisthe first Names server in this region,
follow the steps below:

1 Select the “Names server is first in its region” option button, and click the Next
button.

If this is the first Names server in your network, then the region is your root region.

2 Select the Yes option button to acknowledge that the Names server is in the root
region.

3 Click the Finish button to complete the Names server basic configuration.
Thenanes. or a file is created at this point with default parameters.

4 Click OK when the dialog box appears informing you of a new Names server.

This step may take some time, as the Names server attempts to discover any
existing Names servers in the same domain.

Names Server IsNot First in the Region If this is not the first Names server in this
region, follow the steps below:
1 Select the “Names server is not first in its region” option button, and click the Next
button.
2 If there are well-known Names servers in the region, select “Discover name
servers in the region.”
This step may take some time, since an attempt is made to discover the different
well-known Names servers in the region.

Note: Well-known Names servers are addresses for one or more Oracle Names
servers hardcoded into the Oracle Names server and its clients. Oracle Names
servers then become available at these well-known addresses, so that clients do not
need to be told, by way of configuration files, where to find the server.

3 If no well-known Names servers are discovered, you are prompted to select the
protocol, and enter the host name and port number of the existing Names server in
the region.

This step may take some time, since an attempt is made to connect to the existing
Names servers in the region.

4 Click the OK button when the message appears that other Names servers were
discovered.

5 Select the Yes option button to acknowledge that the Names server is in the root
region; otherwise select No, and follow the instructions of the Names Wizard.

6 Click the Finish button to complete the Names server basic configuration.
Thenanes. or a file is created at this point with default parameters.
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Configuring the Names Server (Cache)

Contents of the nanes. or a file:

# C:\ ORANT\ NETWORK\ ADM N\ NAMES. ORA Confi gurati on
# File:c:\orant\ NETWORK\ ADM N\ nanes. ora
# CGenerated by Oracle Net8 Assistant

NAMES. SERVER_NAME = onames_wwed110-pc. worl d

NAMES. ADDRESSES =
( ADDRESS =
(PROTOCCOL = TCP)
(HOST = wwed110- pc)
(PORT = 1621)
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Viewing the Contents of the NAVES. ORA File
Browse the nanes. or a file in the directory that contains the configuration files.

Onthe NT operating system and UNIX operating system, this directory is
$ORACLE_HQOVE\ net wor k\ admi n.

The file now reflects the new information for the newly created Names server.
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Configuring the Names Server (Cache)
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| ® Server Operations

& Start
© shutdown
 Restart

| 0 Statistics Operations
C rite Statistics o Log
" Reset Statstics |

| Perform Qperation
| ® Irmedistaly

1 wait Sesnnie

o e

R T \»i
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Starting Up the Names Server
1 Select Manage Server from the pull-down menu.
2 Select the Start check box.
3 Click the Apply button.
4 Click OK when the dialog box appears indicating a successful startup.
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Configuring the Names Server (Cache)

24 Oracle Net8 A: ant\NE TWORKAADMINY =1 3
2]
File elp

Manage Data -
o P
eeeee
Query or update service names. Exceptforthe Load
operation, only one service name can be acled on ata time.
Action
C Query ® Add " Remave C Load Execute
Data
Semice Name: [ORCL_SH

Address

Protacal l-rcp/\p -}

Host  |shkhan
Port 151

SID; ORCL
Session Type| Dedicated o

 Operation complete
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Adding a Service Name
1 Select Manage Data from the pull-down menu.
2 Click the Add button.
3 Enter aservice name for this Names server, its host name, and its port in the
appropriate fields.

Note: Thisisan example of how a service name is added. Add any other service
names and their configuration dataas required. In this class, you add the host name
and port number of the database server you connect to, using the Names server to
resolve the name. You canfind this port number inthel i st ener . or a fileof the
server you are to connect to.

4 Verify whether the SID, protocol, and server type values are correct.
5 Click Execute.

The bottom right corner of Net8 Assistant indicates that the operation was
complete.

Note: When a service name is added to the Names server, there is no need to save
the configuration, nor isthere a need to restart the Names server. These changes
are recorded dynamically when the Execute button is clicked.

6 Add more service names as required.

Note: When the Names server is shut down, service names are written to the
ckpr eg. or a filelocated in the ORACLE_HOME\ net wor k\ nanes directory on
NT or ORACLE_HOVE/ net wor k/ nanes directory on UNIX.
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Deleting a Names Server on NT

Shut down the Names Server.

Click the Names Server that you want to delete.

Select Delete from the Edit menu.

Remove the $ORACLE_HOVE\ net wor k\ ckp*. or afile.
Remove the $ORACLE_HOVE\ net wor k\ admi n\ nanes. or afile
Save the network configuration.

Restart Net8 Assistant.

Note: On the NT operating system, the NT service for the Names server must be
deleted; otherwise, a different name than the previous one of the Names server must be
given to any newly created Names server.

If you delete the file mentioned in the preceding steps before you attempt to shut down
the Names server, you will not be able to shut down the names server. You will need to
restart the system.

N O 0ok WODN PP
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Configuring the Client Profile

Configuring the Client Profile

The following steps summarize how to configure the
Oracle Names client profile (sql net . or a):

1. Choose Names as the naming method.

2. Configure optional Names parameters in the client
profile.

3. Specify the preferred Names servers.
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File Edit Command Help
1 network

= Profile

MNet Senvice Names

Listaners [Maming z
429 Oracle Names Servers

L5 shihanns world |

Available Methods: Selected Methods
cDs
MNOVELL
MNIS

=
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Choosing the Naming Method
1 Start up Net8 Assistant.
2 Click the Profileicon.
3 Add ONAMES to the selected methods if that method is not already selected.

Note: Intheclient profile (sql net . or a file), the parameter used to specify the
naming method or methods is the NAMES. DI RECTORY_PATH.
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. [
; Net Service Names
Listeners
S5 oracie Mames servers

L5 shihanns world

Default Domain

Default Domain: fyorld

Resalution Persistence
Maximum Wait Each Atiermpt [15

Aftempte Per Names Server: [q

Performance
Maximum Open Connections: |3

Inifial Preallocated Requests: [ip

=
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Configuring Optional Names Parameters

1 Click the Oracle Names tab.
2 Enter your domain address (my_domai n. comn, such as oracle.com.

Note: On UNIX, thedomainisset to NULL (blank), whereason NT it isset to
your default domain.

3 Configure other optional Names client profile parameters as needed.

Optional Names Client Profile Parameters

NAME.DEFAULT_DOMAIN

This is your local domain. If set, this name is automatically appended to any
unqualified service name in a Names server request.

NAMES.INITIAL_RETRY_TIMEOUT

The time a client is to wait for a response from a Names server before sending the
request to another Names server. The default is 15 seconds.

NAMES.MAX_OPEN_CONNECTIONS

The number of connections the Names server can have open at one time. The
default for this parameter is set to three connections.

NAMES.MESSAGE_POOL_START_SIZE

The number of messages in a client’'s message pool. These messages may be used
for future requests to Names servers. By default, the pool is set to ten messages.

NAMES.REQUEST_RETRIES

The number of times a client attempts to connect to a Names server before the
operation fails. The default is once.
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% Listeners [Preferred Oracle Mames Seners  +
g 'E,Ol’ablﬁ Mames Servers

L shknanns word Preferrad Sarverl

Protocol: ITCp"P -]
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Specifying the Preferred Names Servers

Select Preferred Oracle Names Servers from the Profile pull-down menu.

Click the New button.

Choose the appropriate protocol.

Enter the host name of the preferred Names server.

Enter the port number at which the Names server isto listen for incoming requests.

Note: Thisisthe port number of the Names server, not the listener. In this class,

this port number isthe one you specified when creating the Names server. You can

find this port number in the nanes. or a file.

6 Add any additional Names servers.

7 To save the network configuration, select “Save Network Configuration” from the
File menu.

a b~ W N -
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Configuring the Client Profile

Contents of the sqgl net . or a file:

# C:\ ORANT\ NETWORK\ ADM N\ SQLNET. ORA Conf i gurati on
# File:c:\orant\ NETWORK\ ADM N\ sql net. ora
# Generated by Oracle Net8 Assistant

NAMES. PREFERRED_SERVERS =
( ADDRESS LI ST =
( ADDRESS =
(PROTOCOL = TCP)
(HOST = shkhan-1 ap)
(PORT = 1621) ))
NAMES. DEFAULT_DOVAI N = wor | d
NAMES. DI RECTORY_PATH= ( ONAMES)

E—
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Testing the Names Server

Testing the Names Server

1. Click the Profile icon in Net8 Assistant.

2. Select Naming from the pull-down menu of Net8
Assistant.

3. Remove all other naming methods besides
ONAMES.

4. Save the configuration.

5. Use SQL*Plus to connect to a service stored in the
Names server.

6. Restart the Names server.
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Configuring a Region Database

Configuring a Region Database

The following steps summarize how to configure a
Names server with a region database:

1. Start up the existing Names server.

2. Run the Names server initialization script.
3. Configure the region database parameters.
4. Add service names.
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A Region Database
A region database is a repository for Names server information.

Running the Names Server Initialization Script
1 Change the directory to the names configuration directory.

On UNIX, thisdirectory is$ORACLE_HOVE/ net wor k/ names, andon NT itis
$ORACLE_HOVE\ net wor k\ nanes.

2 Using SQL*Plus, connect as a user that you later use in Net8 Assistant to connect
to the region database. Generally, auser called nanes is created by the
administrator for this purpose.

3 From the SQL prompt, enter the following command for NT machines:
SQL> @ORACLE_HOVE\ net wor k\ nanmes\ nanesi ni . sql
On UNIX:
SQL> @ORACLE_HOVE/ net wor k/ names/ nanesi ni . sql
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File Edit Command Help
(=5 Network
et Service Names Configure Server -
isteners
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Mo Region Database  Region Database
Database
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SID: ORCL
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Passwaord
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Configuring a Region Database

The following setup assumes that aNames server using cache replication is configured
and running.

1 Select Configure Server from the pull-down menu for the appropriate Names
server.

2 Click the Database tab.
3 Click the Region Database button.

4 Enter the host name and port number of the listener that is running on the machine
that is configured as the region database.
In this class, the region database is created on the UNIX server, so the port number
is the same as the one used to configure the listener on the UNIX server (the port
used inthel i st ener . or a fileon the UNIX server).

5 Enter the SID of the database that isto store the region information.

6 Enter the username (the nanes user) and password that are to be used to connect
to the new region database.
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=k Profile
Net Service Names
Listeners

Query or update service names. Except for the Loa:
operation, only ohe Senvice name can he acted on at a time.
Action

 Query © Add © Remaove ® Load Execute
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i
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« Enter the complete path ar select Browse ta locate the file to he loaded,
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Adding Service Names

N O ok WODN P

Restart the Names server.

Select Manage Data from the pull-down menu.

Click the Add button.

Enter a service name, host name, and port in the appropriate fields.
Verify whether the SID, protocol, and server type values are correct.
Click Execute.

Alternatively, service names can beread in from an existingt nsnanes. or afile
by using the LOAD command. You must type in the explicit path and file name of
thet nsnanes. or a file for the namesto successfully load in the region
database.

Note: When aservice name is added to the Names server, there is no need to save
the configuration. These changes are recorded dynamically when the Execute
button is clicked.

Test the region database by connecting to the newly added service in the preceding
steps.
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Names Control Utility (NAMESCTL)

Names Control Utility (NAMESCTL)

* The Names Control utility is the tool used to start
and control the Names server.

* Commands from the Names Control utility can be
issued from the command line or from the
NAMESCTL prompt.

UNIX command line syntax:
$ NAMESCTL command |

®* Prompt syntax:

NAMESCTL> comrand |
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NT Platform Command Line Syntax

On the NT operating system, the following denotes the Names Control utility
command and its syntax:
C \> NAMESCTL command
The prompt syntax on UNIX isthe sameasfor NT.
Note: In Oracle8, the command for the Names Control utility isNAMESCTLS80.
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NAMESCTL Commands

NAMESCTL Commands

The following functions are available for the
NAMESCTL utility:

* Starting a Names server
* Stopping a Names server
* Viewing the status of a Names server
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Starting a Names Server
To start up a Names server, issue the following command:
NAMVESCTL> START

Stopping a Names Server
To shut down a Names server, issue the following command:

NAVESCTL> STCP
CONFI RM[ YES CR NJ ;

Viewing the Status of a Names Server

To view status information, such as the name and location of thenanes. or a file, the
tracefile, thelog file, and other status information, the following status command is
used:

NAMESCTL> STATUS
Note: Only one Names server is alowed per machine.
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Example of the Status Output
NAMESCTL> St at us

Server nane: onanes_wwed110- pc

Server has been running for: 1 hour 30 m nutes 11.42
seconds

Request processi ng enabl ed: yes

Request forwardi ng enabl ed: yes

Request s recei ved: 5

Request s forwar ded: 0

Forei gn data itens cached: 0

Regi on data next checked for reload in: not set
Regi on data rel oad check failures: O

Cache next checkpointed in: not set
Cache checkpoi nt interval: not set

Cache checkpoint file nane:
C \ ORANT\ NETWCORK\ narres\ ckpcch. or a

Statistic counters next reset in: not set
Statistic counter reset interval: not set
Statistic counters next | ogged in: not set
Statistic counter |ogging interval: not set
Trace | evel: 0

Trace fil e name:
C \ CRANT\ NETWORK\ t r ace\ nanmes83.trc

Log fil e nare:
C \ CRANT\ NETWORK\ | og\ nanes. | og

System paraneter file nane:
C \ ORANT\ NETWORK\ adm n\ narres. ora

Command- | i ne parameter fil e nane:
Adm ni strative regi on nane:
Admi ni strative regi on description:

Appl Tabl e | ndex: 0

Cont act "
Qperational Status 0

Save Config on Stop no
NAMESCTL>
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NAMESCTL Commands

* Testing a Names server
* Discovering Names servers
® Starting the client cache process
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Testing a Names Server

To test if a Names server is up and running, the PING command is used. This
command returns the time it takes to contact a Names server and an acknowledgment.
The following is an example of the PING command attempting to test the default
Names server:

NAMESCTL> pi ng nserver 1. oracl e.com
roundtrip time is 0.02 seconds

Discovering Names Servers

The REORDER_NS command creates the file that lists local Names servers and their

addresses. It does this by using the Names server discovery process described earlier.
NAMESCTL> r eor der _ns

Starting the Client Cache Process

The START_CLIENT_CACHE command startsthe client cache daemon process. The
client cache daemon process must be stopped before this command isissued, and a
Names server list must exist. The Names server list iscreated withthe REORDER_NS
command.

NAMESCTL> start_client_cache
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Other NAMESCTL Commands

Other NAMESCTL Commands

DELI GATE_DOMAI N REG STER
DOVAI N_HI NT RELOAD

EXI T REPEAT
FLUSH RESET_STATS
FLUSH_NAME RESTART
HELP TI MED_QUERY
LOG_STATS UNREG STER
PASSWORD VERS| ON
QT
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Other NAMESCTL Commands

» DELEGATE_DOMAIN: Defines a domain as the start of a subregion of the
current region.

 DOMAIN_HINT: Provides the Names servers in the current region with
the name and address of a Names server in another region.

» EXIT: Closes the NAMESCTL utility.

* FLUSH: Drops all stored nonauthoritative data from the Names server
cache.

 FLUSH_NAME: Drops one or more specific nonauthoritative names
from the cache of the current Names server.

« HELP: Provides details about the NAMESCTL command.

 LOG_STATS: Logs the current set of Names server statistics to the
configured log file for that Names server.

Note: Further details on the syntax and examples of these commands can be found in

“Appendix A” of Net8 Administrator’s Guide
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Other NAMESCTL Commands (continued)

* PASSWORD: Registers the password for privileged Names server
operations such as reload and stop.

*  QUIT: Quits the NAMESCTL program.
* REGISTER: Registers a network object to a Names server.

* RELOAD: Forces the server to check immediately for data changes in
its administrative region and, if there are any, reloads all database service
names, global database links, and aliases.

* REPEAT: Used to perform query, register, timed_query, or unregister
multiple times to compute average return rates.

» RESET_STATS: Resets the Names server statistics to the original values
of the Names server at startup.

* RESTART: Initiates a reset of a Names server to its original state at
startup.

« TIMED_QUERY: Shows all registered data in the Names server cache.
« UNREGISTER: Removes a network object from the Names server.
* VERSION: Displays the current version and name of the Names server.

Note: Further details on the syntax and examples of these commands can be found in
“Appendix A” of Net8 Administrator’s Guide
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NAMESCTL SET Modifier

NAMESCTL SET Modifier

The SET modifier is used to change Names server
parameters from the Names Control utility.

For example, the following sequence sets the node
control and changes its trace level:

NAMESCTL> set server serverl.oracle.com
NAMESCTL> set trace_|l evel admn
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NAMESCTL SET Modifier

SET CACHE_CHECKPOINT_INTERVAL: Sets the frequency with
which all collected information about foreign regions is saved in the
Names server cache file.

SET DEFAULT_DOMAIN: Sets or changes the default domain for the
NAMESCTL client.

SET FORWARDING_AVAILABLE: Turns on or off name request
forwarding for a Names server.

SET LOG_FILE_NAME: Changes the log file name.

SET LOG_STATS_INTERVAL: Changes the frequency with which the
statistics are logged to the log file.

SET NAMESCTL_TRACE_LEVEL: Sets the level at which the
NAMESCTL program can be traced.

SET PASSWORD: Registers the password for privileged Names server operations
such as reload and stop.

SET REQUESTS_ENABLED: Determines whether the current Names
server responds to requests.

SET RESET_STATS_INTERVAL: Changes the time between the
statistics being reset to zero or initial values in the current server.

SET SERVER: Changes the current Names server.

SET TRACE_FILE_NAME: Changes the trace destination file name.

SET TRACE_LEVEL: Changes the TRACE_LEVEL for tracing the
current Names server.

Note: Further details of this command can be founll@8 Administrator’s Guide
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NAMESCTL SHOW Modifier

NAMESCTL SHOW Modifier

The SHOW modifier is used to view the Names server
parameters in the Names Control utility environment.

For example, the following command displays the
current default domain:

NAMESCTL> show def aul t _domai n
Current default domain is "world"
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NAMESCTL SHOW Modifier

+ SHOW CACHE_CHECKPOINT_INTERVAL: Shows the frequency
with which the cache of the Names server is written to the checkpoint
file.

« SHOW DEFAULT_DOMAIN: Displays the default domain for the
NAMESCTL client.

* SHOW FORWARDING_AVAILABLE: Shows whether the Names
server is forwarding requests for foreign names or redirecting them.

e SHOW LOG_FILE_NAME: Shows the name of the file in which the
Names Server writes the logging information.

+ SHOW LOG_STATS_INTERVAL: Displays the frequency with which
the statistics are logged to the log file.

« SHOW NAMESCTL_TRACE_LEVEL: Displays control of the level at which the
NAMESCTL program is being traced.

e SHOW REQUESTS ENABLED: Shows whether or not the Names
server is responding to requests.

Note: Further details of this command can be found&8 Administrator’s Guide
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NAMESCTL SHOW Modifier (continued)

e SHOW RESET_STATS_INTERVAL: Shows how often the statistics are
dumped to the log file.

« SHOW SERVER: Displays the current Names server.

« SHOW STATUS: Displays the general status information about the
Names server.

« SHOW SYSTEM_QUERIES: Displays the next occurrence of all
system queries.

» SHOW TRACE_FILE_NAME: Displays the TRACE_FILE_NAME of
the current server.

« SHOW TRACE_LEVEL: Displays the TRACE_LEVEL for the current
Names server.

«  SHOW VERSION: Displays the current version and name of the Names
server.

Note: Further details of this command can be founM&t8 Administrator's Guide
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Summary

Summary

In this lesson, you should have learned:

* A Names server is a centrally located service by
which service names are resolved to connect
strings.

®* nanes. or ais the configuration file for the Names
server.

* The Names server can be configured by either
manually modifying the names. or a file or by using
Net8 Assistant.
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Summary

* NAMESCTL is the utility used to configure the
Names server.

* Aregion database is a database repository of
service names stored by the Names server.

* The NAMESCTL SET and SHOW modifiers are
used to change and display the settings of the
Names server, respectively.
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Lesson 7: Multithreaded Server Usage and Configuration

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* Identify the components of the multithreaded
server (MTS)

* Configure dispatchers usinginit.ora
* Configure shared servers usinginit.ora

* Specify the listener address for multithreaded
server

® Set up connection pooling using the multithreaded
server
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Server Configurations

Server Configurations

®* Combined user and server processes (single-task)
* Dedicated server (two-task)
* Multithreaded server
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Oracle Server Configuration Options
The Oracle8 and Oracle8i Servers can be configured in different waysto vary the
number of user processes per server process.

You can configure the servers in three possible combinations:

Combined User and Server Processes The user and server processes are combined
into a single user process. Thisis also known as single-task architecture. This
configuration isonly alowed on certain platforms.

Oraclewith Dedicated Servers A dedicated server process handles requests for a
single user process. Thisisalso known as two-task architecture.

Oraclewith Multithreaded Servers With a multithreaded server, a dispatcher
process enables many user processes to share afew server processes. Thisisalso
known as a multithreaded server (MTS) configuration.
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Combined User and Server Process
(Single-Task)

Instance
m SGA
code
-
code
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Single-Task Oracle

When one process executes both the application code and the Oracle code, this
configuration is called single-task Oracle.

Single-Task Processes

* The operating system must be able to maintain separation of the application code
and the Oracle code to prevent the application code from damaging the Oracle
code. An example of an operating system that can maintain this separation is Open
VMS.

* In contrast, UNIX cannot provide this separation and so must have separate
processes to run the application code and the Oracle code.

* The process executing the application code is also callagdhprocess. A
process can make only one Oracle connection at any time, except in an SQL*Net
environment where multiple connections can be maintained.
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Dedicated Server Processes
(Two-Task)
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Two-Task Oracle

If the user and server processes are separate, the term two-task is used. In two-task
Oracle, the servers can be shared or dedicated. Two-task simply means the database
application code and the Oracle code are executed by different processes.

Dedicated Server Processes
* The user process and server process are separate.
» Each user process has its own server process.

» The user and server processes can run on different machines to take advantage of
distributed processing.

* There is a one-to-one ratio between the user and server processes.

» Even when the user process is not making a database request, the dedicated server
exists but remains idle.

* The dedicated server process is sometimes referred hados process,
because it is acting on behalf of one user process only.

The example shown is also applicable if the user process and server process are
running on the same machine in two-task mode, as with UNIX.

The program interface in use here depends on whether the user and the dedicated
server processes are on the same machine. If they are, the host operating system’s
interprocess communication mechanism is used for the program interface between
processes.
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Shared server
processes

ol
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Multithreaded Server

Instance
SGA

Dispatcher Dispatcher Dispatcher
D001 D002 D003

Database server

client
User User
process process

The Oracle Multithreaded Server
The Oracle multithreaded server configuration enables shared servers, dedicated

servers, and combin

ed users and serversto exist within the same instance.

* In an online transaction processing environment (OLTP), for example, order entry

applications, in

which users enter data through an application interface, the server

process could be idle 90 percent or more of the connected time.

* MTS improves
request, rather

server efficiency, because any server can process an incoming
than wait for a specific server to process work on a request.

* When using MTS, you can support many more users than you can in the dedicated
server configuration with the same number of servers, because users in the MTS

architecture sh
configured.

Technical Note

are the server processes, and thus, fewer server processes can be

If configuring MTS on Windows NT, dispatchers can use only the TCP/IP protocol.
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Multithreaded Server

* Reduces the number of processes against an
instance

* Increases the number of possible users

* Achieves load balancing

* Reduces the number of idle server processes
* Reduces memory usage and system overhead

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

Using Multithreaded Server
» Server processes are shared among user processes.
» A user can still request a dedicated server.

MTS architecture reduces memory usage by reducing the number of server processes
required. For example, for 100 users, 100 server processes are needed for dedicated

server connections. With MTS, you may need only 10 shared server processes for the
100 users.
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When to Use a Dedicated Server

» Submitting batch jobs (it is expected that there will be little or no idle time)

» Connecting with Server Manager to start up, shut down, or perform recovery
» Connecting as internal

Technical Note

For most platforms, if your machine has plenty of memory to support dedicated
servers, you should use that configuration. In this situation, performance is likely to be
better.

There are exceptions such as NT, in which performance may improve using the
multithreaded server configuration due to the asynchronous nature of MTS.

To request a dedicated server, the clause SERVER=DEDICATED must be included in
the SQL*Net TNS connection string within thesnanes. or a file:

TST8i .world =
( DESCRI PTI ON =

( ADDRESS =
(PROTOCOL = TCP)
(HOST = wwed151-sun)
(PORT = 1521)

)

( CONNECT_DATA = (SID = TSTS8i)
( SERVER=DEDI CATED)
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Multithreaded Server Architecture

Connecting
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A_f Listenery __
client

User User
process process
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Connecting to the Multithreaded Server

1 Thelistener process waits for any connection regquests from a user process.
When a process requests a connection, the listener determines whether to connect
the user process a dispatcher (depending on the load of the dispatcher) or assign it
adedicated server process.

If the user process can connect to a dispatcher, the listener gives the user process
the address of adispatcher process. If the user process requests a dedicated server,
the listener creates a dedicated server process and connects the user processto it.

Once the connection has been established, either through a dispatcher or a
dedicated server process, the connection is maintained for the duration of the
session.

Technical Note

If the user call isfrom across a network, the dispatcher process chosen by the listener
must match the protocol of the network being used.

If the user connects as OPS$ on a remote client, remember to set the initialization
parameter REMOTE_OS AUTHENT to TRUE.
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Processing a Request

Shared server Instance

processes ( 4 ) SCA
CSE”/ > Response queue
Request Queue for (D001)
@ for all Response queue
3 Dlspatchers for (D002)
@ Response queue
for (DO03)

oo ®

o _ _ Dispatcher Dispatcher
\\\\@\ D002 D003

I
A _Listener Database server

User client
process
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Processing a Request
1 A user sends arequest to its dispatcher.
2 Thedispatcher placesthe request into the request queue in the System Global Area
(SGA).
3 A shared server picks up the request from the request queue and processes the
request.
4 The shared server places the response on the calling dispatcher’s response queue.
5 The response is handed off to the dispatcher.
6 The dispatcher returns the response to the user.

Once the user call has been completed, the shared server process is released and is
available to service another user call in the request queue.

Request Queue

* One request queue is shared by all dispatchers.

» Shared servers monitor the request queue for new requests.
* Requests are processed on a first-in, first-out basis.

Response Queue

» Shared servers place all completed requests on the calling dispatcher’s response
queue.

» Each dispatcher has its own response queue in the SGA.

» Each dispatcher is responsible for sending completed requests back to the
appropriate user process.

» Users are connected to the same dispatcher for the duration of a session.
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SGA, PGA, and Multithreaded Server

Dedicated Server

without the multithreaded
server, user session data is
kept in the PGA.

Shared pool and other
memory structures SGA

User
_ Stack session Cursor PGA
Multithreaded Server space| ., | State
with the multithreaded

server, datais held in User Shared | and
area pool an
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The SGA and PGA

The contents of the System Global Area (SGA) and the Program Global Area (PGA)
differ when dedicated servers or shared servers are used.

* Text and parsed forms of all SQL statements are stored in the SGA.

* The cursor state contains run-time memory values for the SQL statement, such as
rows retrieved.

» User session data includes security and resource usage information.
» The stack space contains local variables for the process.

Technical Note

The change in the SGA and PGA is transparent to the user; however, if supporting
multiple users, you need to increase the SHARED_POOL_SIZE per connection.

Each shared server process needs to access the data spaces of all sessions so that any
server can handle requests from any session. Space is allocated in the SGA for each
session’s data space. You can limit the amount of space that a session can allocate by
setting the resource limit PRIVATE_SGA to the desired amount of space in the user
profile.
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Configuring the Multithreaded Server

Configuring the MTS

e LOCAL_LISTENER (Oracle8 only)
e MTS_SERVICE

e MTS_DISPATCHERS

e MTS_MAX_DISPATCHERS

e MTS_SERVERS

e MTS_MAX_SERVERS

init.ora
parameters
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Configuring the MTS

To configure the multithreaded server, you need to edit the initialization parameter file
for your instance.

* After setting these initialization parameters, restart the instance, which at this point
will use the multithreaded server configuration.
The multithreaded server architecture requires Net8.

» User processes targeting the multithreaded server must connect through Net8, even
if they are on the same machine as the Oracle instance.

Technical Note

Most of the parameters have sensible defaults. On many systems, the only parameters
that should be configured are MTS_SERVERS and MTS_DISPATCHERS.
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LOCAL_LISTENER

In Oracle8 servers only, this parameter specifies
service names for listeners with which dispatchers
register their services.

Init.orafile

local _|istener = listl

V7= N
‘;(/gi - .I' 2 —
~ Dnnn

Listener tnsnanes. or a
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The LOCAL_LISTENER Parameter

In Oracle8 servers, the LOCAL_LISTENER parameter specifies the service name
defined int nsnanes. or a of either asingle name or an address list of Net8
listeners.

Note: Oracle8i does not require the LOCAL_LISTENER parameter and the
t nsnanmes. or a configuration associated with this parameter.

So if using the examplein the slide for the local_listener, you would have to have an
entry inyour t nsnanes. or a file on the node on which the listener is running that
has the following entry:

listl =
(DESCR PTI ON =
( ADDRESS =

(PROTOOOL = TCP)
(HOST = ed-testsunl)
(PCORT = 1720)

)

( CONNECT_DATA=( SI D=DBA1)))

Note: If the connection fails, try modifying thet nsnanes. or a fileto look like the
preceding example, including spaces.
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The LOCAL_LISTENER Parameter (continued)
» The Net8 listeners need to be running on the same machine as the instance.

* The instance and dispatchers register certain information with the listener. The
listener uses this information to connect clients to the appropriate dispatchers and
dedicated servers.

Parameter Type Sring

Parameter class: Static (cannot use ALTER SY STEM to modify)

Default value: If no service name address is specified, the behavior is as
follows:

First looks for default PLUG and PLAY listener, then
looks for default TCP/IP port 1521, and last the
ORACLE_SID vaue

Technical Note

MTS_LISTENER_ADDRESS and MTS_MULTIPLE_LISTENERS should be
considered obsolete parameters.

They are maintained for the current release, and are included for backward
compatibility.

When the LOCAL_LISTENER parameter is present, it overrides the
MTS_LISTENER_ADDRESS and MTS_MULTIPLE_LISTENERS parameters.
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MTS_SERVICE

Establishes the name of the service for which the
dispatchers of the MTS instance associate

Init.orafile

nts_service = TST8i

Instance: TST8i

G

D

Dispatcher
Dnnn

Registered as SERVICE TST8i OOOOOO
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The MTS_SERVICE Parameter

MTS_SERVICE specifies the name of the database you want to be associated with the
dispatcher.

Oracle always checks for such a service before establishing a normal database
connection.

Parameter Type Sring
Parameter class: Static (cannot use ALTER SY STEM to modify)
Default value: Vaue of DB_NAME initialization parameter

The name you specify must be unigue. It should not be enclosed in quotation marks. It
isagood ideafor this name to be the same as the instance name. That way, if the
dispatcher is unavailable for any reason, the CONNECT string still connects the user
to the database.
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MTS_DISPATCHERS

Specifies the number of dispatchers initially started
for a given protocol

Init.orafile

mts_dispatchers = “(PROTOCOL=TCP)(DISPATCHERS=2) \
(PROTOCOL=IPC)(DISPATCHERS=1)"

Dispatcher Dispatcher Dispatcher
D001 D002 D003
TCP/IP TCP/IP IPC
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The MTS_DISPATCHERS Parameter

The database administrator usesM TS DISPATCHERS to enable various attributes for
each dispatcher.

Oracle8 supports a name-value syntax (similar to the syntax used by Net8) to enable
the specification of the existing and additional attributes in a position-independent,
case-insensitive manner.

For example:

MTS_DISPATCHERS =*“(PROTOCOL=TCP)(DISPATCHERS=3)"
Parameter Type Sring (Specify asa quoted string)
Parameter class: Dynamic (can use ALTER SY STEM to modify)
Default value: NULL
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The MTS_DISPATCHERS Parameter (continued)
One and only one of the following attributesisrequired: ADDRESS, DESCRIPTION,

or PROTOCOL.
Attribute Description
PROTOCOL The network protocol for which the dispatchers listen
(PRO or PROT)
ADDRESS The network address (in Net8 syntax) on which the
(ADD or ADDR) dispatchers listen (Includes the protocol)
DESCRIPTION The network description (in Net8 syntax) of the end

(DES or DESC)

point on which the dispatcherswill listen (Includes the
protocol)

DISPATCHERS

The initial number of dispatchersto start (defaultis 1)

(DISor DISP)

SESSIONS The maximum number of network sessions for each

(SES or SESS) dispatcher

LISTENER The network name of an address or address list of the

(LIS, LIST) Net8 listeners with which the dispatchers register
(The listener or listeners can reside on other nodes.)

SERVICE The service name that the dispatchers register with the

(SER, SERV) Net8 listeners

(The SERVICE attribute overrides the
MTS_SERVICE parameter. This attribute
specifies a service name that the dispatchers use to
register.)

Note: Further details on the MTS_DISPATCHERS parameter can be found in the
“Initialization Parameterssection in théOracle8i Reference Manual

Calculating the Initial Number of Dispatcher Processes

Once you know the number of possible connections per process for your operating
system, calculate the initial number of dispatcher processes to create for each network
protocol during instance startup using the following formula. Connections per
dispatcher is operating system-dependent.

Maxi mum nunber of concurrent sessions

Nunber
of

D spat chers

Connect i ons per di spatcher
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MTS_MAX_DISPATCHERS

* Specifies the maximum number of dispatchers that
can be started

* Needs ALTER SYSTEM command to add more
dispatchers than initially started

Init.orafile

nts_nax_di spatchers = 5

Dispatcher
D004

Dispatcher
D005
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Dispatcher Dispatcher Dispatcher
D001 D002 D003

ICP/IP ICP/IP IPC

The MTS_MAX_DISPATCHERS Parameter

MTS MAX_DISPATCHERS specifies the maximum number of dispatcher processes
that can run simultaneoudly.

After instance startup, you can start more dispatcher processes if needed; however,
you can only start dispatchers that use protocols mentioned in the parameter file of the
database.

For example, if the parameter file starts dispatchersfor TCP and SPX, you cannot | ater
start dispatchers for protocol DECnet without changing the parameter file and
restarting the instance.

Parameter Type Integer
Parameter class: Static
Default value: If dispatchers are configured, then defaults to

whichever is greater: 5 or the number of
dispatchers configured

Range of values: Operating system—dependent
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Estimating the Maximum Number of Dispatches

To estimate the maximum number of dispatcher processes an instance requires, use the
following formula:

Maximum number of concurrent sessons
MTS MAX_DISPATCHERS=

Connections per dispatcher
For example, assume that your system typically has 900 users concurrently connected
by way of TCP/IP and 600 users connected by way of SPX, and supports 255
connections per process. In this case, the MTS_DISPATCHERS parameter should be
set asfollows:

MI'S_DI SPATCHERS
MI'S_DI SPATCHERS

" (PROTOCOL=TCP) (DI SPATCHERS=4) "
" (PROTOCOL=SPX) (DI SPATCHERS=3)"

Adding or Removing Dispatchers

» If the load on the dispatcher processes is consistently high, start additional
dispatcher processes to route user requests without waiting. You may start new
dispatchers until the number of dispatchers equals MTS_MAX_DISPATCHER.

* The load on the dispatchers can be monitored using the data dictionary views
V$CIRCUIT and V$DISPATCHER.

(Detailed tuning of the MTS is covered in the performance tuning class.)
* In contrast, if the load on dispatchers is consistently low, reduce the number of
dispatchers.
The following example adds a dispatcher process where the number of dispatchers
was previously two:
ALTER SYSTEM SET MTS_DISPATCHERS='(PROTOCOL=TCP)(DISPATCHERS=3)’;

You can also usethe ALTER SY STEM command to remove dispatchers to the number
specified in MTS_DISPATCHERS. If you want to have fewer than that, edit the
i ni t. orafile, and bounce the database.
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MTS_SERVERS

Specifies number of shared servers initially started

Init.orafile

nts_servers = 6
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The MTS_SERVERS Parameter

MTS_SERVERS specifies the number of server processes that you want to create
when an instance is started up.

Parameter Type Integer

Parameter class: Dynamic (can use ALTER SY STEM to modify)
Default value: 0

Range of values: Operating system—dependent
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Setting the Initial Number of Shared Server Processes

The appropriate number of initial shared server processes for a database system

depends on how many users typically connect to it and how much processing each

user requires.

» If each user makes relatively few requests over a period of time, then each
associated user process is idle for a large percentage of time. In that case, one
shared server process can serve 10 to 20 users.

» If each user requires a significant amount of processing, a higher ratio of server
processes to user processes is needed to handle requests.

If you want Oracle to use shared servers, you must set MTS_SERVERS to at least 1. If

you omit the parameter or set it to 0, Oracle does not start any shared servers at all.

You can subsequently set MTS_SERVERS to a number greater than 0 while the

instance is running.

It is best to estimate fewer initial shared server processes. Additional shared servers

start automatically when needed and are deallocated automatically if they remain idle

for too long.

» Note that the initial servers always remain allocated, even if they are idle.

» If you set the initial number of servers too high, your system might incur
unnecessary overhead.

» Experiment with the number of initial shared server processes, and monitor shared
servers until you find the ideal system performance for typical database activity.

Modifying the Minimum Number of Shared Server Processes

After starting an instance, you can change the minimum number of shared server

processes by using the SQL ALTER SYSTEM command.

» Oracle will eventually terminate servers that are idle when there are more shared
servers than the minimum limit you specify.

* Ifyou set MTS_SERVERS to 0, Oracle terminates all current servers when they
become idle and does not start any new servers until you increase
MTS_SERVERS.

» Setting MTS_SERVERS to 0 effectively disables the multithreaded server
temporarily.

To control the minimum number of shared server processes, you must have the

ALTER SYSTEM privilege.

The following statement sets the number of shared server processes to two:
ALTER SYSTEM SET MI'S_SERVERS = 2
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MTS_MAX_SERVERS

* Specifies the maximum number of shared servers
that can be started

* Allocates shared servers dynamically if more than
initially started are needed

Init.orafile

ms_max_servers = 10

S008
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The MTS_MAX_SERVERS Parameter

MTS MAX_SERVERS specifies the maximum number of shared server processes
that can run simultaneoudly.

Parameter Type Integer

Parameter class: Static

Default value: Defaultsto whichever is greater: 20 or 2 times the
value of MAX_SERVERS

Range of values: Operating system—dependent

Estimating the Maximum Number of Shared Servers

In general, set this parameter for an appropriate number of shared server processes at
times of highest activity. Experiment with this limit, and monitor shared serversto
determine an ideal setting for this parameter.

To get the maximum numbers of servers started, query the data dictionary view
VSMTS.
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Data Dictionary

Verifying MTS Setup

* Verify that the dispatcher has registered with the
listener when the database was started by issuing:

I snrctl services

* Verify that you are connected using MTS by making
a single connection. Query v$circuit, and that
should show one entry per MTS connection.
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V$CIRCUIT This view contains information about
virtual circuits, which are user connectionsto
the database through dispatchers and servers.

V$SHARED_SERVER This view contains information on the shared
Server processes.

V$DISPATCHER This view provides information on the
dispatcher processes.

VIMTS This view contains information for tuning the
multithreaded server.

V$QUEUE This view contains information on the
multithreaded message queues.

V$SESSION This view lists session information for each
current session.

Note: When using MTS, you should first start the listener, then the database, so that
the dispatchers can immediately register with the listener.
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Data Dictionary Views

e VS$CIRCUIT

e V$SHARED_SERVER
e V$DISPATCHER

* VSMTS

e V$QUEUE

e V$SESSION
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Connection Pooling

Connection Pooling

Connection being
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Connection Pooling

Connection pooling is aresource utilization feature you can use to maximize the
number of physical network connections to amultithreaded server. Thisisachieved by
adispatcher sharing or pooling its set of connections among multiple client processes.

By using atime-out mechanism to temporarily release transport connections that have
been idle for a specified period of time, connection pooling makes these physical
connections available for incoming clients, while still maintaining alogical network
session with the previous idle connection. When the idle client has more work to do,
the physical connection is reestablished with the dispatcher.

The example in the dlide illustrates how connection pooling works.

1 One or more connections are established to adispatcher in a
multithreaded server environment.

2 When the maximum number of connections is reached for available dispatchers
for agiven protocol, and connection pooling is configured, the next session that
tries to establish a connection waits for an existing idle connection to be
temporarily disconnected by the dispatcher and then establishes the connection.

3 The connection that was idle becomes temporarily disconnected. If the session
needs to process arequest, the connection is reestablished by waiting for another
session to temporarily disconnect, or if the maximum number of sessionsfor a
dispatcher isless than configured, the processing request is carried out
immediately.
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Enabling Connection Pooling

To enable connection pooling, theinit. ora
parameter MTS_DISPATCHERS must be configured.

nts_di spatchers =
“(PRO=TCP)(CON=20)(DIS=2)(POO=0ON)(TIC=4)(SESS=35)"
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Enabling Connection Pooling

In order to enable the connection pooling, additional parameters must be configured

for MTS_DISPATCHERS. Theideal scenario for connection pooling is networks on

which many clients run interactive “high idle, high search time” applications, such as
messaging and OLAP, and can afford to wait to get connected to a dispatcher. The
additional attributes to set for MTS_DISPATCHERS are detailed in the following

table.
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Attributes Description
POOL (POO) This attribute is used to enable connection
pooling.

If anumber is specified, then connection pooling is enabled for both
incoming and outgoing

network connections, and the number specified is the time-out in ticks
for both incoming and outgoing network connections.

If ON, YES, TRUE, or BOTH is specified, then “connection poolin
is enabled for both incoming and outgoing network connections, g
the default time-out (set by Net8) is used for both incoming and
outgoing network connections

If IN is specified, then connection pooling is enabled for incoming
network connections, and the default time-out (set by Net8) is use
incoming network connections.

If OUT is specified, then connection pooling is enabled for outgoir
network connections and the default time-out (set by Net8) is use
outgoing network connections.

If NO, OFF, or FALSE is specified, then “connection pooling” is
disabled for both incoming and outgoing network connections. PQ
can also be assigned a name-value string such as: “(IN=10)",
“(OUT=20)", or “((IN=10)(OUT=20))”", in which case, if an IN
numeric value is specified, then connection pooling is enabled for
incoming connections, and the number specified is the time-out in
ticks for incoming network connections. If an OUT numeric value
specified, then connection pooling is enabled for outgoing networ
connections and the number specified is the time-out in ticks for
outgoing network connections. If the numeric value of a specified
time-out is 0, then the default value (set by Net8) is used.

The default connection pooling is disabled on both incoming and

”

ind

d for

g
d for

oL

outgoing network connections.
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Attributes Description

CONNECTION This attribute gives the maximum number of

(CON or CONN) | network connections for each dispatcher.

Note: In release 8.0.3, thereis abug that sets the

number of connections to the number you specify plus 1.

Default is set by Net8 and is platform-specific.

This should be set lower than the number specified for SESSIONS to
enable connection pooling.

The relationship between CONNECTIONS and

SESSIONS isthat SESSIONS value specifies the maximum number of
user processes you can have working against a dispatcher, while
CONNECTIONS specifies the maximum number of connections that
can be established against the database through the dispatcher.

The difference between the number of SESSIONS and the number of
CONNECTIONS specifies how many sessions can be in awaiting
state for processing a request.

The default is set by Net8 and is platform-specific

TICKS The attribute specifies the number of 10-second ticks.
(TIC or TICK) (Most platforms have atick set to 10 seconds.)

If TICKS s not specified, the default time to wait for a connection in
an environment in which all dispatchers for a given protocol are busy
is 100 seconds, or 10 ticks.
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Summary

Summary

In this lesson, you should have learned that the
multithreaded server:

* Increases maximum users per node

* Reduces system overhead

* Eliminates need to modify existing applications
* Offers automatic load balancing

®* Can be set up to support connection pooling
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Lesson 8: Connection Manager Usage and Configuration

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* |dentify the capabilities of Connection Manager
* Configure connection concentration

* Enable network access control

* Configure multiprotocol interchange
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Connection Manager

Objectives

Oracle Connection Manager is a multipurpose, networking solution for Net8 that

provides greater resource utilization for increased scal ability, multiprotocol

connectivity, and secure network access control.

Connection Concentration

Oracle Connection Manager deployed as a connection concentrator requires no
reengineering of existing Oracle-based applications. Oracle?, Oracle8, and Oracle8i
compatible applications can immediately take advantage of the benefits of three-tier

computing, which include:

» Efficient use of existing system and network resources for MTS environments
» Scalable systems to accommodate large numbers of concurrent users
» Support for multiple Oracle Connection Managers supported to efficiently

partition a network for maximum performance
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Access Control

Oracle Connection Manager can be set up to filter connections based on origin,
destination, or Oracle system identifier (SID). Additionally, when used in conjunction
with the security features of Oracle Advanced Security option, connections can be
rejected or accepted on the basis of whether or not security is required.

* Restricts access based on source address, destination address, or Oracle system
identifier (SID)

» Optionally implemented with Oracle Advanced Security option to restrict access
based on use of security

* Network traffic statistics generated for auditing purposes

Multiprotocol Support

Oracle Connection Manager provides multiprotocol connectivity, so that a client and
server with different networking protocols can communicate with one another.

» Transparent protocol conversion for protocols supported by Net8, including:
— APPC (LU6.2)
— DECnet
— Named Pipes
—  SPX/IPX
— TCP/IP
» Bidirectional protocol conversion
» Scalable from PC to mainframe class machines
* Robust diagnostics with multilevel error logging and step-by-step tracing

Technical Note

The Connection Manager is a stand-alone product that can be installed on any
supported platform. Note, however, that the connection concentration does not work
when connection pooling is enabled.

To benefit from the connection concentration feature, it is recommended that
Connection Manager be installed on a middle tier in a multitiered environment. This
heavily reduces the resource consumption on the end tier, and enables highly scalable
configurations.

Connection concentration requires the MTS server, whereas access control and
multiprotocol connectivity do not.
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Configuring Connection Manager

Configuring Connection Manager

Client Middle tier Server

B e

t nsnanes. ora cman. or a listener.ora
init.ora
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Connection Concentration

You can configure connection concentration, network access control, or multiprotocol
interchange in any combination.

There are, however, certain requirements dependent on the feature you want to
configure.

CMGW Process

In general, you need to have started the CMGW process. You do this through a special
control utility, CMCTL, which is covered | ater.

Note: In Oracle8 on NT, these utilities are called CMGW80 and CMCTL80,

respectively.

The CMGW process acts as the hub of the Connection Manager. The function of

CMGW isto:

Register itself with CMADMIN for connection concentration

Listen for incoming SQL*Net Z.or NET 8x connection requests

Initiate connection requests to NEx 8steners for clients

Relay data between the client and server

Answer requests initiated by CMCTL

The CMGW process listens by default on port 1610 or 1600 (platform dependent).
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Slide Example

1 When configuring for network access control, connection concentration, or
multiprotocol interchange, you need to have started the CMGW Connection
Manager process.

The CMGW process either rejects your request if you are denied access or
connects you to a listener that either spawns and redirects you to a server process
or to adispatcher in amultithreaded server environment.

2 When using Connection Manager with an Oracle Names server, an additional
process, CMADMIN, needs to be started.

Note: In Oracle8 on NT, this utility is called CMADMS80.

3 The CMADMIN is amultithreaded process that is responsible for all
administrative issues of the Connection Manager. Its primary function isto
maintain address information in the Oracle Names server for the SQL*Net 2.x and
NET 8.x clients.

Other responsibilitiesinclude:

— Processing the CMGW registration

— Locating the local Oracle Names server

— ldentifying all listeners serving at least one database instance

— Registering source route address information about the CMGW and listeners

— Monitoring changes in the network and updating the Names server
— Answering requests initiated by CMCTL

The final requirement for connection concentration is that the multithreaded server on

the destination server needs to be configured with a special parameter for the
dispatcher setting, which is covered later.
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Configuring Connection Manager

Configuring for Connection
Concentration

TNSNAMES. ORA E—

file ( DESCRI PTION =
(ADDRESS_LI ST =
( ADDRESS =

1 (PROTOCOL = TCP)
Client (HOST = WED- SERVERS)
( PORT = 1610)
)

( ADDRESS =

= ( PROTOCOL = TCP)
- @> (HOST = WAED151- SUN)
(PORT = 1521)
)
)

(CONNECT_DATA = (SID = TST8)
3 ) (SoURcE_ROUTE = YES)
)
)
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Connection Concentration Configuration

In order to configure for connection concentration, the listener address for the
Connection Manager CM GW process needs to be listed as well as the destination
listener.

The following are the components of the service name TST8 in the example:

1 ADDRESS specified for the Connection Manager process. Both the node on which
Connection Manager is running and the port number need to be specified.

2 ADDRESS specified for the listener on the destination node. Both port and node
names need to be specified.

3 Thedatabase SID or the SERVICE_NAME to which the connection needs to be
established, and in order to enable connecting through Connection Manager, the
SOURCE_ROUTE needsto equal YES.

The Connection Manager basically acts as a router, pointing the connection request to
the next hop.
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Configuring for Connection
Concentration

Middle tier CMAN. CRA file
cman = (ADDRESS LI ST =
i ( ADDRESS =
= (PROTOCOL = TCP)

(HOST = WED- SERVERS)
(PORT = 1610)))
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Concentration Configuration File

Configuration of CMAN requires onefile, cman. or a.
Inthe crman. or a file, three sections can be configured:
1 CMAN

Contains the listening address for the Connection Manager. This entry must
always, unless you select the default configuration, be specified

2 CMAN_PROFILE
Contains CMAN configuration parameters
3 CMAN_RULES
Contains the rules for filtering incoming connection requests

In the example, only the CMAN section has been configured. The Connection
Manager is configured to run on the server named WWED-SERVERS, and the
CMGW process listens on port 1610.
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Configuring Connection Manager

Configuring for Connection
Concentration

I NI T. ORAfile

MTS_DISPATCHERS = “(PROTOCOL = TCP)(DIS = 3)(MUL = ON)”

Server
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Database Parameter File Configuration

To use connection concentration, you are required to configure the multithreaded
server (MTS) on the destination database.

In order to enable the connection pooling, you need to specify a new parameter for
(MUL =ON) MTS_DISPATCHERS.
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Database Parameter File Configuration (continued)

Parameter Type Description
MULTIPLE Used to enable the Net8 connection concentration
(MUL or MULT) feature.

If 1, ON, YES, TRUE, or BOTH is specified, then
connection concentration is enabled for both
incoming and outgoing network connections.

If IN is specified, then Network Session Multiplex
is enabled for incoming network connections.

If OUT is specified, then Network Session
Multiplexing is enabled for outgoing network
connections.

If 0, NO, OFF, or FAL SE is specified, then
Network Session Multiplexing is disabled for both
incoming and outgoing network connections.
The default for MULTIPLEX isdisabled on both
incoming and outgoing network connections.

Technical Note

The connection concentration feature does not work with connection pooling, so be
sure that the connection pooling is not configured in MTS_DISPATCHERS.
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Configuring for Network Access Control

Middle tier CMVAN. CRAfile
cman = (ADDRESS_LIST =
_ ( ADDRESS =
= CJ_) (PROTCCOL = TCP)
(HOST = VWAED151- SUN)

(PORT = 1610)))
cman_rul es = (RULES_LI ST =

\ ” (RULE = (SRC = WAED15- PQ)

(DST = WAEDL51- SUN)
2 (SRV = TST8)
(ACT = REJECT))
)
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Network Access Control Configuration
The CMAN section remains the same.

For network access control, the CMAN_RULES section of the cman. or a file needs
to be configured.

Parameter Type Description

SRC Source host name or | P address of session
request (client)

DST Destination host name or | P address (server)

SRV SID name of the targeted database

ACT Accept (ACC) or rgject (REJ) the incoming
requests based on the preceding three
parameters

Technical Note

The wildcard isthe x. In the case of the IP address (d.d.d.d), the individual ds may be
replaced with wildcard character x.

Multiple rules can be defined within the RULE_LIST. Therulesin the first matched

rule are applied to the request. When CMAN_RULES exi<t, the Connection Manager
adheres to the principle “that which is not expressly permitted is prohibited.” If the
CMAN_RULES are not defined, then everything is permitted.
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Configuring for Multiple
Protocol Interchange

TNSNAMES. ORA TST8 =
file (DESCRI PTION =
( ADDRESS =
Client C (PROTOCDL = TCP)
1 (HOST = WAED151- SUN)
(PORT = 1610)
)
= ( ADDRESS =
- [ (PROTCCOL = SPX)
= (SERVI CE = ORASRVCL)
( CONNECT_DATA = (SID = TST8)
( SOURCE_ROUTE = YES)
)
)
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Multiple Protocol Interchange Configuration
In this example, the client uses:

1 TCP/IPto connect to the CMAN

2 Then the CMAN uses SPX/IX to connect to the server.

3 The SID and SOURCE_ROUTE need to be specified as explained earlier.
Thisis the same functionality that was provided with the Oracle Multi Protocol
Interchange (MPI) of Oracle?.

Note that both the TCP and the SPX protocols need to be installed on the node on
which Connection Manager is running.
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Optional Settings for Connection

Manager
Middle tier CMAN. ORA
= cman_profile =
=z (PARAMETER_LI ST =

(MAXI MUM_RELAYS = 512)

(LOG_LEVEL = 0)

\/ (TRACING = YES)
(RELAY_STATI STICS = NO

(SHOW.TNS_I NFO = YES)

(USE_ASYNC_CALL = YES)

( AUTHENTI CATI ON_LEVEL = 1)

( MAXI MUM_CONNECT_DATA = 2048)
(ANSVER_TI MOUT = 5)

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

Enterprise DBA Part 3: Network Administration 8-13



Lesson 8: Connection Manager Usage and Configuration

CMAN Parameters

Parameter Type Description

MAXIMUM_RELAY S Determines the maximum number of
concurrent connections allowed.

The default is 8.
Maximum value allowed is 1,024.

LOG_LEVEL Determines the level of logging performed by the CMAN.

Default is 0, which means no logging is
performed

Va ue can range from O to 4.

TRACING Can be specified as YES or NO.

Y ES enables CMAN tracing to afile.

Default is NO.

Note: Oracle Trace must be used to read the trace file.

RELAY_STATISTICS Can be specified as YES or NO.

YES ingtructs the CMAN to maintain statistics
pertaining to relay 1/0O activities such as:

* Number of IN bytes

* Number of OUT bytes

* Number of IN packets

* Number of OUT packets

Default is NO.

SHOW_TNS_INFO Can be specified as YES or NO.

YES instructs the CMAN to include TNS events in
the log file.

Default is NO.
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CMAN Parameters (continued)

Parameter Type Description

USE_ASYNC_CALL Can be specified as YES or NO.

Y ES instructs the CMAN to use al asynchronous
functions while in the answering, accepting, or calling
phase of establishing a connection.

Default is NO.
Note: CMAN supports out-of-band breaks.

AUTHENTICATION_LEVEL | Can be specifiedasO or 1.

linstructs the CMAN to reject connection requests that
do not use secure services that are part of the Oracle
Advanced Security option.

0 isthe default, which means secure services are not
required.
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Starting and Stopping Connection
Manager

UNIX and NT:
CMCTL Utility

$ cnct |
CMCTL >
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Connection Manager Control Utility (CMCTL)
This utility provides administrative access to CMADMIN and CMGW.
The most used commands are start, stop, status, and version.

Parameter Type Description
CMCTL START [CMAN |CM | This command starts up the Connection
ADM] Manager, or one of its components.

No argument or CM AN means both the gateway
and administration process start.

CM starts only the gateway process (CMGW).

ADM starts only the administration process
(CMADMIN).
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Parameter Type

Description

CMCTL STOP[CM]

This command stops the Connection Manager
processes.

No argument or CM means both the gateway
and administration processes stop.

Note: The administration process stops
automatically when the gateway process
terminates.

CMAN cannot be stopped if there are
connections currently going through it.

CMCTL STATUS[CMAN |CM |
ADM]

This command provides the status of the
Connection Manager components.

No argument, CMAN, or CM provides the
status of the gateway process.

ADM provides the status of the administration
process.

CMCTL VERSION

This command provides the version number of
the control utility. The version of CMGW and
CMADMIN are provided with the status
command.
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CMCTL Arguments

CMCTL usage: [cnttl] <command> <process_nane> [ar gunent]

where <command> is one of foll ow ng:
* start - start up process_name
* stop - stop the process_nane
* status - get statistics fromthe process_name
* log_on - ask process_name to turn |ogging on
* log_off - ask process_nane to turn |ogging off
* trace_on - ask process name to turn traci ng on

NOTE: the user MUST specify a trace |evel

(USER or ADMN) in the argunent field

* trace_off - ask process nane to turn tracing of f
* version - ask version nunber of CMCTL control program
* exit - quit the CMCTL control program
process_nane is one of crman, cmprocess or adm process
* cman - will ask the Connection Manager (both crman and adm)
* cm- will ask the Connection Manager process only
* adm- will ask the Connection Manager Adm n process only
argunent is only supplied trace_on
* to trace_on - argunment is considered the trace |evel
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CMCTL Optional Arguments

In addition to starting and stopping Connection Manager, you can specify additional
arguments from the CMCTL utility.

These could also have been configured in the cnan. or a file.
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Using Connection Manager with Oracle
Names

Connection Manager works with the Oracle Names
server.

* Connection Manager automatically updates
addresses in the Names server.

* USE_CMAN in the SQLNET. CRAfile specifies how a
connection is established through an available
Connection Manager.
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Connection Manager and Names Server

If using Oracle Names server, the Connection Manager automatically updates the
addresses in the Names server, inserting the address for the CMAN into the existing
address.

Note: If more than one Oracle Connection Manager is used in the connection path,
you cannot use Oracle Names to connect clients through it.
Intheclient sql net . or a file, thefollowing parameter can be set:

Parameter Type Description

USE CMAN This can be set to TRUE or FALSE.

TRUE forces the client to connect to the destination
through the CM AN using a randomly picked indirect
path (address list with at least one CMAN address).
TRUE and no indirect paths in the description, then a
randomly picked path is used.

FALSE or not defined, then a path is picked at random.
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Troubleshooting Connection Manager

This is the most common error associated with
Connection Manager:

ORA-12202: TNS:internal navigation error

1. Check that the CM3W process have been started

2. This may al so be caused by CMAN RULES set to
reject the connection

3. Check that the tnsnanes.ora has correct port
nunber and server nane specified
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Common Error Messages
The most common error seen with Connection Manager is ORA-12202.

Other errors you may encounter are the ones mentioned in the basic configuration, for
example, No Listener, Unable to resolve service name, and similar errors.
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Summary

Summary

In this lesson, you should have learned that
Connection Manager is a multipurpose networking
service for Oracle environments. It facilitates:

* Increased system scalability
* C(Client connection access control
* Multiprotocol connectivity

* These features save system resources, improve
performance, extend flexibility in transport
protocols, and improve system security
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Lesson 9: Troubleshooting the Network Environment

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* Setlogging and tracing parameters

* Analyze and troubleshoot network problems using
log and trace files

® Store audit trail information in the database
* Format trace files using Trace Assistant
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Overview

Overview

Tracing and logging can help troubleshoot
networking problems.

Client Middle tier Server
= N N
sql net.ora nanes. ora sql net.ora
cli.trc names.trc sqgl net. 1 og
sql net. | og sql net. | og SVI_xxx.trc
cran. or a | istener.ora
l'istener.|og
cman.trc

listener.trc
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Logging and Tracing Files

Net8 provides methods for understanding and resolving network problems through the
use of log and trace files. These files keep track of the interaction between network
components as errors occur. Evaluating this information helps you to troubleshoot
problems associated with the different networking components.

The output from tracing and logging are stored in ASCII files. The location and how
much tracing information can be written to these files are configurable.

Enterprise DBA Part 3: Network Administration 9-3



Lesson 9: Troubleshooting the Network Environment

Troubleshooting Checklist

Troubleshooting Checklist

Troubleshooting checklist:

®* Canyou connect from the client to the server
without using an Oracle application?

®* Canyou make a local database connection?

* |Is the relevant adapter installed on both the client
and server?
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Initial Troubleshooting Checklist

If you experience problems with your network and the error codes returned do not give
you the necessary information to correct your problem, then make sure that the basic
functions are working.

Verify the following:

» Check that you can establish a basic connection from your client to the server.
This ensures that the underlying network is operational.

» Check that you can make a local database connection.
This ensures that there are no database-related problems.

» Check that you have the relevant adapter installed on the client and the server.

— On UNIX, you find an executable calladapters, which you can use to test if
any executable has the adapter linked in.
Exampleadapter Oracle, shows you if the Oracle kernel has your adapter
linked in. If it is not linked in or not. If not, you have to relink your executable.

— On NT, you can verify that you have the right adapter by using the Oracle
Installer and checking the installed products.
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Troubleshooting Checklist

Troubleshooting checklist:

* |Is the listener configured for the database or SID,
and is it running?

®* Canyou connect using Net8 Configuration
Assistant or the TNSPING utility?

* Have you turned logging or tracing on for more
detailed information?
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Initial Troubleshooting Checklist (continued)

» Check that the listener is configured for the correct database SID and that the
listener has been started.
This ensures the server-side connectivity.

» Check Oracle connectivity using Net8 Assistant or the TNSPING utility.

Use the Net8 Assistant Test Connection feature to check that you can connect to
your destination. This should verify if your configuration files are incorrect.

Use TNSPING, which is a utility that determines whether or not a service (for
example, an Oracle database, an Oracle Names server, or any other Oracle service)
on a Net8 network can be successfully reached.

If you still have a problem with your network, then use logging or tracing to get
additional information.

You can enable tracing for all major components of Net8. Later in this lesson, you look
at how logging and tracing can be enabled for the client side.

This is in most cases the best place to start.
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TNSPING Utility

TNSPING Utility

Usage: tnsping <address> [ <count >]
Exanpl e: tnsping ORCL 5

Copyright(c) Oracle Corp. 1998.All rights reserved.
Attenpting to contact

( ADDRESS=( PROTOCOL=TCP) ( HOST=shkhan- | p) ( PORT=1521))
OK (290 msec)

OK (100 msec)

OK (70 nsec)

OK (70 nsec)

OK (60 nsec)
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TNSPING Utility

TNSPING isautility that determines whether or not a service such as an Oracle
database or a Names server on a Net8 network can be successfully reached.

A successful connect from aclient to a server (or from a server to another server)
using TNSPING displays an estimated round-trip time (in milliseconds) to reach the
Net8 service.

If the connection fails, TNSPING displays a message describing the error that
occurred. You can see the network error that is occurring without the overhead of
using a database connection.

TNSPING differsfrom the way other Oracle application connect. It does not require a
username and password to check the underlying connectivity.
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Net8 Assistant: Logging and Tracing

Net8 Assistant: Profile General

Net Service Names
Listeners

| Preferred Oracle Names Servers
| Advanced Netwarking Option

(Oracle Names Servers

Client Information
Trace Level: USER -

Trace Directory
Trace File

Unigue Trace File Name: T

Server Information
Tice Lee

Trace Directary

o
Trace File:

|

“8
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Enabling Logging and Tracing

To turn tracing on for the client side, you have two options. You can use the Oracle
Net8 Configuration Assistant, which saves your preferences to aprofile. A profileis
stored and implemented through a configuration file called sqgl net . or a.

The other option isto edit the profile yourself. This approach is not recommended,
because it increases the possibility of configuration errors.

To configure tracing and logging, start Net8 Assistant and select Profile—>General.
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a
Listeners Gl

Oracle Names Servers

Client Infarmation
Log Directory, orantinetwaordd

Log File netE.0n

Server Information

LogDiectory. [

|ﬁ< I

4] A [
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Net8 Logging

Logging refers to the process by which network components note and append error-
specific information to alog file.

Each Net8 component produces its own log file to describe the state of the software at
various communication layers as an error occurs. To ensurethat all errors are recorded,
logging cannot be disabled on clients or Names servers.

Furthermore, only an administrator may replace or erase log files. The log file for the
listener also includes audit trail information about every client connection request, as
well asmost listener control commands.

Configuring Client Logging
To configure logging on the client using the Net8 Configuration Assistant, proceed as
follows:

1 From the Oracle Net8 Configuration Assistant, click the Profileicon in the tree
directory.

2 Select General from the pull-down menu.

3 Click the Logging tab.

4 Enter any valid directory name in the Log Directory field in the Client Information
region to specify the directory to which log files are to be written on either the
client or the server.

5 Enter any valid filenamein the Log File field in the Client Information region to
specify the name of the log file on the client.

6 Saveyour configuration.

Note: The Server Information field in the Logging tab panel is appropriate only for
logging networking operations on a serve.
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SQLNET. ORA: Logging

# C\ ORANT\ NETWORK\ ADM N\ SQLNET. ORA Confi gur ati on
# File:c:\orant\ NETWORK\ ADM M sql net . ora
# Cenerated by Oracle Net8 Assistant

LOG FILE_CLIENT = net8.log

NAMES. PREFERRED_SERVERS =
(ADDRESS_LI ST =
(ADDRESS = (PROTOCCL = TCP) (HOST = shkhan-1 ap) (PORT =
1621))

)
NAMES. DEFAULT_DOVAI N = wor | d

LOG DI RECTORY_CLI ENT = c:\orant\ network
NAMES. DI RECTORY_PATH= ( ONANMES)
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Client Profile Logging Parameters
Thesql net . or a file generated holds the information you put in the profile.
The parameters you can specify for logging are:

LOG_DIRECTORY_CLIENT Controlsthe directory in which the log fileis
written.

Default Value: The current directory from which the executable
is started.

Example: log_directory_client=/oracle/network/log

LOG_FILE_CLIENT Controls the log output filename for an Oracle
client.

Default Value: SQLNET.LOG

Example: log_file client=client
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I~ Ne
| | het Senvice Narnes
| Listeners 2
=d | Oracle Names Servers ek A m
Client Information
Leval SUPPORT =
!

Trace Directony [crorantinetut

Trace Filg

16t
Unigue Trace File Mame: [

Server Infarmation

Low
Trace Directory,
Trace File.

i

4] »

|
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Net8 Tracing

The tracing facility produces a detailed sequence of statements that describe network
events as they are executed.

By tracing an operation, you can obtain more information on the internal operations of
the components of Net8 than isprovided in alog file. Thisinformation is output to
filesthat can be evaluated to identify the eventsthat led to an error.

Tracing Precautions

Thetracing facility uses alarge amount of disk space and can have a significant impact
on system performance. Therefore, you should use tracing only when necessary.

Use the Net8 Configuration Assistant to enable tracing on aclient. Tracing is afeature
through which you can obtain information about the internal operations of Net8 that
can be useful in troubleshooting problemsin your networking environment.

Thisfeature is disabled by default.

Configuring Client Tracing

To configure tracing on the client using the Net8 Configuration Assistant, proceed as
follows:

1 From the Net8 Assistant, click the Profileicon in the directory tree.
2 Select General from the pull-down menu.
3 Click the Tracing tab.
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Configuring Client Tracing (continued)

4 Select atracing level from the pull-down menu located in the Client Information
region. You can choose from one of the following values to specify the level of
tracing on aclient or server:

OFF: Tracing disabled

USER: Tracing information applicable for users

ADMIN: Tracing information applicable for database administrators
SUPPORT: Tracing information applicable for customer support staff

5 Enter any valid directory namein the Trace Directory field in the Client
Information region to specify the directory to which trace files are to be written on
aclient or server.

6 Enter any valid filename in the Trace File field in the Client Information region to
specify the name of the trace file on the client or server.

7 Select the Unique File Trace Name check box if you want a unique identifier
appended to each new trace file created. Otherwise, new trace datais appended to
the same file with each new session.

8 Saveyour configuration.

Note: The Server Information field in the Tracing tab panel is appropriate only for
tracing networking operations on a server.
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SQLNET. ORA: Tracing

# C\ ORANT\ NETWORK\ ADM N\ SQLNET. ORA Confi gur ati on
# File:c:\orant\ NETWORK\ ADM M sql net . ora
# Cenerated by Oracle Net8 Assistant

TRACE_DI RECTORY_CLI ENT = c:\orant\network
TRACE_FI LE_CLI ENT = net8trc
TRACE_LEVEL_CLI ENT = SUPPORT

TRACE_UNI QUE_CLI ENT = on

LOG FI LE_CLI ENT = net 8.1 0g
LOG DI RECTORY_CLI ENT = c:\orant\network
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Client Profile Tracing Parameters
Thesql net . or a file generated holds the information you put in the profile.
The parameters you can specify for tracing are:

TRACE_DIRECTORY_CLIENT Controlsthedirectory in which thetracefileis
written.

Default Value: $ORACLE_HOME/network/trace

Example: trace_directory_client=/oracle/traces

TRACE_FILE_CLIENT Controls the name of the client tracefile.

Default Value: SQLNET.TRC

Example: trace file client=cli
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Client Profile Tracing Parameters (continued)

TRACE_LEVEL_CLIENT Turns tracing on or off to a certain specified level.
Default Value: OFF: No trace output

USER: User trace information

ADMIN: Administration trace information
SUPPORT: Worldwide Customer Support tracing

information
Example: trace level client=user
TRACE_UNIQUE_CLIENT Used to make each client trace file have a unique

name to prevent each trace file from being
overwritten with the next occurrence of the client.
The PID is attached to the end of the filename.

Default Value: OFF
Example: trace_unique_client=on
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Listener Audit Trail

Listener Audit Trail

e Successful reload request

28-nmay-99 14:12:18 * (connect_data= (service=sal es. com
(ci d=(progran¥F) (host=sal es=pc) (user=system))
(commend=r el oad) (argunents=64) (service=listener)
(version=(version=135282688))* reload * 0

e Successful connection request

28-may-99 14:16:21 *

(connect _dat a=(servi ce=sal es. com) (ci d=

(programec: \ or ant\ bi n\ sql pl us. exe) (host =wi ndowspc)
(user=dsteiner))) * (address=(protocol =tcp)

(host =144. 25. 23. 246) ( por t =3366) )

* establish * sales.com* 0
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Audit Trail

The listener log file contains audit trail information you can use to gather and analyze
network usage and statistical information whenever one of the following occurs:

» A client connection request

» A start, stop, status, reload, or service command issued by the listener control
utility

In a client connection request, the user ID is recorded as well as the platform, protocol,

and software used to make the connection.

Audit trail information can be used to view trends and user activity by first storing it in
a table and then collating it into a report format. To import the data into a table, use an
import utility such as SQL*Loader.

Note: The audit trail feature is switched on by default, and there is no way to turn it
off.

For more information on SQL*Loader, refer to tBeacle8i Utilities Guide.
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Logging and Tracing Components

Components of Logging and Tracing
Information
Application
OCI/UPI NI
Two Task NR NN
Common NS Main
NS NS(2) NA
NT Main
OPA
NT(2)
Protocol NT OS
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Net8 Tracing Layer Aliases

Log files provide information contained in an error stack. An error stack refersto the
information that is produced by each layer in an Oracle communications stack as the
result of a network error.

The example shows the networking layer codes as they might appear in an error stack.

Trace files contain more detailed information of the routines used within the different
layers. The routines are prefixed with the layer aliases mentioned.

* NI Net8 Interface Layer

* NR Network Routing

* NN Network Naming (Oracle Names)

* NS Network Session (main and secondary layers)

* NA Native Services includes Network Authentication (NAU) and Network
Encryption (NAE)

* NT Network Transport (main, secondary, and operating system layers)
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A Log File Example

Example of client sqgl net . | og file.

**********************************************************

Fatal NI connect error 12224, connecting to:
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=WAED151- SUN) ( PORT=1521) )
( CONNECT_DATA=( SI D=TST8) ( Cl D=( PROGRAM=) ( HOST=WAED151- SUN) ( USER=or acl €))))
VERSI ON | NFORVATI ON:
TNS for Solaris: Version 8.1.5.0.0 - Production
TCP/IP NT Protocol Adapter for Solaris: Version 8.1.5.0.0 - Production
Tinme: 18-JUN-99 18:21:51
Tns error struct:
nr err code: 12224
TNS-12224: TNS:no |istener
ns main err code: 12541
TNS-12541: TNS:no |istener
ns secondary err code: 12560
nt main err code: 511
TNS-00511: No listener
nt secondary err code: 146
nt OGS err code: 0
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Log File Example
In the example in the slide, a connection failed because the listener was not started.
The error generated, plus additional information, iswritten to thesql net . | og file.
To use alog file to diagnose a network error:
1 Review thelog file for the most recent error number you received from the
application. Note that thisis almost always the last entry in the log file.
2 Starting from the bottom of the file, locate the first non-zero entry in the error
report. Thisis usually the actual cause.
3 If that error does not provide the desired information, review the next error in the
stack until you locate the correct error information.
4 If the cause of the error is still not clear, turn on tracing and reexecute the
statement that produced the error message.
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Logging and Tracing Components

Trace File Example

Example of a client trace file:

New trace streamis "/tnp/client/cli.trc"
New trace level is 16

- TRACE CONFI GURATI ON | NFOCRVATI ON ENDS - - -
nigini: entry
Count in NI global area now 3
Count in NI global area now 1
entry

ni gi ni:
ni gi ni:
nrigbi:
nrigbni:
nrigbni:
tnsnav. ora
nrigbni: exit
nrigbi:
ni gi ni:

entry

exit
exit

(possibly renote) database.

- TRACE CONFI GURATI ON | NFORVATI ON FOLLOWS - - -

Unable to get data fromnavigation file

ni gnane: Using nnfsn2a() to build connect descriptor for
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Trace File Example

You should normally use tracing when a network error cannot be resolved through the

log files.

When turning on tracing, you should enable it just for the duration of the process of
reproducing an error situation. Tracing is generated for every session and isan
overhead, so do remember to disable tracing whenever it is not needed.

The following characteristics apply to the information generated by tracing from the

networking layers:

» Each layer may or may not be involved in network communication.This depends
on the function carried out. For instance a connect through a listener not involving
a Names server and a connect involving a Names server will use different routines

or paths through the layers.

» Each layer internally has multiple routines, each postfixed with the layer name.
For examplenigini, where theni is the Network Interface, armgini is part of the

function name.

» Each layer can call routines from other layers one or more times during network

communication.
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Trace Assistant

Trace Assistant

The Trace Assistant utility will help you diaghose and
troubleshoot network problems by giving you a better
understanding of the following:

* Flow of packets between network nodes
®* Components at which Net8 is failing
* Error codes related to the problem
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Trace Assistant

Evaluating trace files either manually or by using the Trace Assistant tool helpsyou to
diagnose and troubleshoot network problems

Net8 performs its functions by sending and receiving data packets. By specifying a
tracing level of SUPPORT, you can view the actual contents of the Net8 packet in your
tracefile. The order of the packet types sent and received helps you to determine how
your connection was established.

Trace Assistant provides the mechanisms to make the information stored in trace files
more useful to you and offers an easy and fast way to understand and take advantage
of thisinformation.

Trace Assistant analyzes the events that have occurred on the network at not only the
Net layer but also at the TTC (Two Task Common) layer. By doing so, Trace Assistant
can provide useful statistics and data about the performance of an Oracle application
across the network. Thisinformation is valuable in identifying potential performance
bottlenecks.

The amount and type of information provided by Trace Assistant is selected by the
user, through the setting of command line options.
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Trace Assistant

Trace Assistant

Usage: trcasst [options] <filename>
[options] default values are: -odt -e -s
<filenanme> is always the |ast argunent
Options can be zero or nore of the follow ng:
-0 Enabl es di splay of SQ*Net and TTC i nformation
After the -o the followi ng options can be used:
c or d for summary or detailed SQL*Net information respectively
uor t for sumary or detailed TTC infornation respectively
g di splays SQL commands (used together wth u)
-p Enabl es application perfomance neasurenment (Internal Use)
-s Enabl es di splay of statistical information
-e Enabl es di splay of error infornmation
After the -e, zero or one error decoding |level may follow
0 or nothing, translates NS error nunbers
1 displays NS error translation plus all other errors
2 displays error nunber without translation

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

Trace Assistant Options

Trace Assistant can be run against an existing trace file with anumber of options. The
output is summarized and in a more readable format than in aregular tracefile. An
example could be asample of statistics to see how many packages have been
transferred.

trcasst -sdi.trc
TraceFle Satidics

SQL*Ne:
Tota Calls: 73 sent 109received,  53upi
Tota Bytes: 8082 st 8471 received,
Average Bytes: 110 sent, 811 recaived,
Maximum Bytes: 504 st 2048 received,
GRAND TOTAL sent: 73 recaved: 109
PACKETS
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Tracing for Net8 Components

In addition to the client-side tracing, you can also
enable tracing for the following:

* Listener
* Names server
* Connection Manager
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Tracing for Other Net8 Components

In addition to tracing and logging parameters specified for the client side, it is possible
to usetracing for all other components of Net8. All parameter settings can be found in
Oracle8i Server Networking and Security Guide, Release 8.1.5.
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Summary

Summary

In this lesson, you should have learned that, in
special cases, you may be needed to troubleshoot a
network problem.

®* Tofind the error codes related to your problem,
first check the log files.

* |If this does not give you the needed information,
run through your checklist.

* |If the checklist does not provide the solution, use
tracing and investigate.

* |If everything is still unclear, call support.
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Frequently Asked Questions

The following discussion points are taken from the most frequently asked questions
regarding topicsin this lesson. Thisinformation is retrieved and analyzed in
cooperation with Oracle Worldwide Support.

Problem
How is Net8 tracing different from SQL*Net 2.x tracing?

Solution

Net8 tracing includes al the previous SQL* Net 2.x options and adds Oracle Trace
capability. You can manage your trace information through an Oracle Enterprise
Manager console in an Oracle Trace repository.

Problem
What arethe* . cdf and *. dat files?

Solution

The*. cdf and*. dat filesare created by Oracle Trace. To read these, you must use
the trcfmt utility. It will extract and format the data inside binary files (. cdf and
. dat extensions) into text files (. t xt extension). To use thistool, type the
following at any command line prompt:

trcfm collection. cdf

Note: “collection” is the name, with the path included if “collection” is not in the
directory in which the cdf and. dat files exist. If you have collected several
processes within a singledf or. dat file, they are extracted to files with the name
of process_i d. t xt.

Once you have formatted the data to text, you can view the data through any text
editor.
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Lesson 10: Security in the Network Environment

Objectives

Objectives

After completing this lesson, you should be able to
do the following:

* |dentify network security risks during data
transmission

* |dentify security features in Oracle Networking
products

* Identify the features of the Advanced Security
option

* Configure the components of the Advanced
Security option
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Overview: Network Security Risks

Overview: Network Security Risks

A sound network must have solid security
capabilities to protect against the network intrusions
that compromise the following:

* Data privacy

* Dataintegrity
* Authentication
* Authorization
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Challenges in a Distributed Environment

The principle challenges in a networked environment include maintaining the

following:

» Data privacy: Ensuring that data is not disclosed or stolen during transmission

« Data integrity: Ensuring that data is not modified or disrupted during transmission

» Authentication: Confidence that users’, hosts’, and clients’ identities are correctly
known

» Authorization: Permitting a user, a program, or a process to access an object or set
of objects
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Data Privacy: Data Theft

Data Privacy: Data Theft
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Data Theft

In most networks, it is easy to tap into the network cable with aworkstation or PC and
capture all of the traffic flowing across the wire. This applies to aimost all types of
networks, including both wide area and local area networks.

Legitimately connected users are as much a threat as attackers who connect illicitly in
wiring closets. Readily available software (from both commercia sources and bulletin
boards) makes this type of theft easy.

Both dataand passwords are at risk; Oracle7 release 7.1 and later encrypt passwords at
login time (but not during password change operations).
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Data Integrity: Data Modification

Data Integrity: Data Modification
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Data Modification

Almost as easily as an attacker can steal data, the attacker can “cut” the network
(either logically or physically) and put a workstation between two communicating
parties (the client and the server). Many common network protocols (such as TCP/IP)
are vulnerable to this type of attack, which uses software that “tricks” the network
routing software into sending all packets through the attacker’s workstation.

Once this is done, the integrity of the data flowing between the two unsuspecting
machines can be compromised in a number of ways. Data packets can be modified to
contain different data (for instance, a bank deposit could be modified to be $2,000
instead of $1,000).
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Data Integrity: Data Disruption

Data Integrity: Data Disruption
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Data Disruption

Just as dangerous as modifying data packets is disrupting whole packets. Commands
can be sent several times (for instance, a bank deposit transaction for $1,000 could be
sent to the server several times). The commands can be deleted from the data stream
(for instance, a bank withdrawal transaction could be prevented from reaching the
server). Assuch, computerized systems are increasingly becoming the target of
industrial sabotage.
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Compromised Authentication

Compromised Authentication

Scott
username
= < password =
\J ‘ T \J y
X username
Server B password - Client A
Client B
“Scott”
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Compromised Authentication

Establishing user identity is also of primary concern in distributed environments,
otherwise, there can be little confidence in limiting privileges by user. For example,
unless you have confidence in user authentication mechanisms, how can you be sure
that user Scott connecting to Server B from Client B really is user Scott?
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Compromised Authorization

Compromised Authorization
Scott
CLIENT A
= < username —_
E— password —
\J y T \J y
X CLIENT A
Server B username - Client A
password
Client B
“Scott”
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Compromised Authorization

You also need to have confidence in the way clients and servers are made known to
one another over the network, so that you have assurance not only that user Scott is
who he says heis, but that Client B and Client A are aso what they claim to be.
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Network Security Solutions

Network Security Solutions

To counter network security risks, the Advanced
Security option can be implemented. It enables the
following network security solutions:

* Data encryption and cryptographic checksumming
* Enhanced user authentication

* Single sign-on

®* Secure Sockets Layer (SSL)

* DCE Integration: Security services
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Data Encryption

We will go public
on Wednesday.

!

Machine A

Data Encryption

We will go public
on Wednesday.

¥

Machine B

fdh37djf246gs’b[da,\ssk \
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Data Encryption

Encryption is atechnique that scrambles data using a key. Without the key, the data
cannot be unscrambled. Special hardware is used to encrypt data.

Two algorithms are used for encryption. They are as follows:

» DES: Data Encryption Standard

*» RSA RC4: RC4 algorithm developed by RSA Data Security, Inc.

Key Lengths The longer the length of the key, the stronger the encryption. The
stronger the encryption, the harder it is to break the code.

Available key lengths are as follows:

 DES 56 bits

 DES 40 bits

« RC4 128 bits

 RC4 56 bits

* RC4 40 bits

T
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Cryptographic Checksumming

Cryptographic Checksumming

We will go public We will go public
on Wednesday. on Wednesday.

Machine A P Machine B
Wedn- -lic go We
D Al
esday c on B pub- will
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Checksumming

Function of Sequencing
» Labels each packet A, B, C before it transmits.
* When the packet arrives, the server checks to see if the packet is in order.

Function of the MD5 Algorithm The message digest algorithm is available from
RSA. It performs the following tasks:

* Makes a hash calculation on the contents of each packet
» Records the value at the end of the packet
The server makes the same hash calculation to see if the value has changed.
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Configuring Encryption and Checksumming

Configuring Encryption and
Checksumming

sqgl net.crypto_seed = "-
kdj e83KKEP39487dvm gqEPTbxXe702M73"

sqgl net. encryption_types_client = (RC4_40, DES40)
sqgl net. encryption_client = request ed|
required |
accepted |
rejected
sqgl net. crypt o_checksum types_server = M5
sql net. crypt o_checksum server = requested,|
required |
accepted |

rejected
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Encryption and Checksumming Parameters

You can negotiate whether to turn on encryption or checksumming by specifying four
of the Oracle Advanced Security option configuration parameters.

Note: The encryption seed value can be up to 70 characters. The greater the number of
characters used and variation of the characters, the greater the security. DESA0 is used
in the examplein the slide.

DES 56 and RC4 128 can also be used.

In the example in the slide, the machineis configured as a client using encryption and
aserver using checksumming.

Default Encryption and Checksumming Values

» If you do not specify any values for server encryption, client encryption, server
checksum, or client checksum, the corresponding configuration parameters do not
appear in theql net . or a file. However, the Oracle Advanced Security option
defaults the value to ACCEPTED.

* If no encryption or checksumming algorithm is specified on the server encryption,
client encryption, server checksum, or client checksum pages, the server side of
the connection uses the first algorithm in its own list of installed algorithms that
also appears in the client’s list of installed algorithms.

* Encryption and checksumming function independently of each other; encryption
can be activated while checksumming is off and vice versa.
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Encryption and Checksumming Modes

Encryption and Checksumming Modes

Encryption and Checksumming Modes
Client
Accepted | Rejected Requested Required
Accepted | OFF OFF ON ON
Rejected OFF OFF OFF Conneption
Server fails
Requested ON OFF ON ON
Required Connection
q ON fails ON ON
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Encryption and Checksumming Modes

Based on a combination of client and server configuration parameters, the table shows
whether or not encryption or checksumming is turned on. A description of each of the
modes is defined below:

» Accepted: Service becomes active if the partner states that the service is requested
or required.

* Rejected: Service is not activated at all, and the connection fails if the partner
states that the service is required.

* Requested: Service becomes active if the partner states that the service is accepted,
requested, or required.

* Required: Service becomes active only if the partner accepts or requires the
service. The connection fails if the partner states that the service is rejected.

Algorithm Negotiation

In any network connection, it is possible that both ends (client and server) may support
more than one encryption algorithm and more than one cryptographic checksumming
algorithm. When each connection is made, the server decides which algorithm to use,
if any, based on which algorithms are available on each end of the connection and
what preferences have been specified in the Net8 configuration files.

When the server is trying to find a match between the algorithms it has made available
and the algorithms the client has made available, it picks the first algorithm in its own
list that also appears in the client’s list. If one side of the connection does not specify a
list of algorithms, all the algorithms that are installed on that side are acceptable.
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Authentication

Authentication

Client IE @ Server —
-

.@ O
Authentication =
Server @

—
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Network Authentication Services

Confidence in the identity of users and hosts can be achieved by using a centralized,
secure authentication service rather than relying on hosts and usersidentifying
themselves to one another directly.

Logical Representation of Authentication Events

Within atypical authentication request in a client-server connection, the following
events occur:

1 The client requests authentication from the server.
2 The authentication server passes aticket or credentials back to the client.

3 Theclient takes these credentials and passes them to the server while asking for a
service, such as a connection to a database.

4 To verify the credentials, the server sendsthe credential s back to the authentication
server.

5 If the authentication server accepts the credentials, it notifies the server.
6 The server provides the requested service; otherwise, the request is denied.
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Enhanced User Authentication

Enhanced User Authentication

Enhanced User Authentication

* Oracle Advanced Security option provides
enhanced authentication through integrated
technologies.

* The following authentication technologies are
supported:

— Token cards

— Biometrics (such as fingerprints)
— Kerberos

— RADIUS (Oracle8i only)
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Authentication Adapters

Support for authentication servicesis provided through authentication adapters, which
are very much like the existing Net8 protocol adapters. Authentication adapters
integrate below the Net8 interface so that existing applications can take advantage of
new authentication systems transparently, without any changes to the application.
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Token Cards

Token Cards

Authentication
server
Client

! Oracle —
server

Step 1. — \/L
User enters username — y
and passcode. Step 3:

Authentication server
! authenticates
users and Oracle
SecurID) Step 2: server allows login.
Oracle verifies token
card details with the

authentication server.
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Benefits of Token Card Authentication

» Ease of use for users, who need only remember a personal identification number
(PIN) instead of multiple passwords

» Ease of password management (a card rather than multiple passwords)

* Enhanced password security (To masquerade as a user, a malefactor would have to
have the card as well as the PIN required to operate it.)

* Enhanced accountability through a stronger authentication mechanism

Supported Token Cards

The Oracle Advanced Security option supports the Security Dynamics’ SecurID card.
SecurlD provides two-factor user identification.

* Factor one is something the user knows, a PIN.
» Factor two is something the user possesses, the SecurlD card.

Single-use access codes change automatically every 60 seconds, and no two cards ever
display the same code at the same time.
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Biometric Authentication

Biometric Authentication

Authentication

server
Client
! Oracle —
= server
Step 1 — \J ‘
User’s fingerprint is =
scanned. Step 3:

Authentication
\ server authenticates
users and Oracle
Step 2:

allows login.
| ™ Oracle verifies g
fingerprint with the

authentication server.
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Biometric Authentication

The Oracle Advanced Security option provides support for the Oracle Biometric
Authentication Adapter. The authentication adapters are used on both the clients and
the database servers to communicate biometric authentication data between the
authentication server and the clients.

Supported Biometric Authentication Device Because a user’s fingerprint is
unique, only the “true” user can match the stored fingerprint scan. Oracle supports the
Identix Touchsafe Il Biometric device.

» The fingerprint of each user is enrolled into the security system.

* Tolog in, users specify a service and place a finger on the Touchsafe Il fingerprint
reader.

* The fingerprint is scanned and compared to the previously stored fingerprint.
» If the scan matches, the user is authenticated.
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Kerberos Authentication

Kerberos Authentication

Kerberos is a trusted third-party authentication
system that relies on shared secrets. It assumes that
the third party is secure. It provides the following:

® Single sign-on capabilities

* Centralized password storage
* Database link authentication
* Enhanced PC security
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Kerberos Adapters

Two adapters for the Kerberos authentication service are provided by Oracle:
» Kerberos Authentication Adapter

» CyberSAFE Challenger Authentication Adapter
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RADIUS Authentication

RADIUS Authentication

RADIUS
server
Client
! Oracle8i —
= server
Step 1 — \/L !
User’s logs on to =
Oracle8i server Step 3:

RADIUS
\ server authenticates

users and Oracle
Step 2:

) allows login.

Oracle8i forwards g
access request

to RADIUS server.
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RADIUS Authentication

Remote Authentication Dia-1n User Service (RADIUS) isaflexible, lightweight
protocol that provides the followings services:

» Authentication

» Authorization

* Accounting

e Centralized user information

Note: RADIUS is currently supported only with Oracie8

Supported RADIUS services
Various RADIUS server vendors are supported, as follows:

e Lucent

e ActivCard
 Funk

e \Vasco

» Bay Networks
» Secure Computing
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Configuring Authentication

Configuring Authentication

To configure authentication, the following parameter
must be configured in the profile (sqgl net . or a):

| SQLNET. AUTHENTI CATI ON_SERVI CES=( or acl e_aut hent _adapt er) |

For example, to use the Kerberos authentication
adapter:

| SQLNET. AUTHENTI CATI ON_SERVI CES=( KERBEROS5)
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Configuration Recommendations

Set REMOTE_OS AUTHENT to FALSE.
When configuring the Oracle authentication adapters, it is strongly recommended
that you add the following parameter to the initialization filei(t . or a) used
for the database instance:

REMOTE_QOS_AUTHENT= FALSE
If REMOTE_OS_AUTHENT is set to FALSE, and the server cannot support any
of the authentication services requested by the client, the authentication service
negotiation fails, and the connection is terminated.
Note: Setting REMOTE_OS_AUTHENT to TRUE can create a security hole,
because someone using a nonsecure protocol (for example, TCP) can perform an
operating system-authorized login (formerly referred to as an OPS$ login).
If the SQLNET.AUTHENTICATION_SERVICES parameter is set to NONE in
thesql net . or a file on the server or client, the database attempts to use the
username and password provided to log the user on. But, if
REMOTE_OS AUTHENT is set to FALSE, the connection fails.
Set OS_AUTHENT _PREFIX to Null.

Authentication service—based user names can be long, and Oracle usernames are
limited to 30 characters. So, it is strongly recommended that you enter a null value
for the OS_AUTHENT_PREFIX parameter in the initialization filei(t . or a)

used for the database instance:

OS_AUTHENT_PREFI X=""
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Single Sign-On

Single Sign-On

With single sign-on, users get access to selected
databases in the environment without having to
provide a username and password multiple times.
The following single sign-on services are supported:

* Kerberos
* CyberSafe
* Oracle Security Server
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Single Sign-On

Network authentication services can provide the benefit of single sign-on for users.

Users generally respond to multiple accounts in one of two ways:

» If they can choose their own passwords, they may standardize them so that they are
the same on all machines (which results in a potentially large exposure in the event
of a compromised password).

» If they use passwords with slight variations (which may be easily guessed from
knowing one password), they may just write them down or forget them, either of
which severely compromises password secrecy and service availability.

Providing a single sign-on, so that users can access multiple accounts and applications

with a single password, eliminates the need for multiple passwords for users and
simplifies management of user accounts and passwords for system administrators.
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Secure Sockets Layer

Secure Sockets Layer

®* Secure Sockets Layer (SSL) secures Net8
networks by providing encryption and
authentication.

* Oracle servers can authenticate users by utilizing
standard X.509 version 3 certificates.

* Only supported with Oracle8i
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DCE Integration

DCE Integration

Distributed Computing Environment (DCE) Integration
transparently use and promote Oracle tools and
applications to access Oracle servers in a DCE
environment. DCE security provide the following
services:

* DCE authentication and single sign-on
* Authorization
* Dataintegrity and privacy
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Summary

Summary

In this lesson, you should have learned:

* Data theft, modification, and disruption are
increasing network risks.

* Encryption, checksumming, and authentication
mechanisms are used to counter these risks.

* The Advanced Security option is implemented to
provide encryption, checksumming, and
authentication.
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Appendix A: Practices

Practice 3

Before beginning this practice, your instructor should provide you with the server name
on which you will configure your listener and a port number on which your listener will
be listening. Throughout this practice, replace all the occurrences of nn with the number
assigned to you by the instructor.

1

Create alistener Isnrnn using Net8 Assistant on the client PC. The listener must be
configured for the server provided by the instructor; this server contains an Oracle
database Unn. The listener must aso be configured for the TCP/IP protocol only
and must listen for incoming connections on the port provided by the instructor. Do
not configure the listener to use prespawned dedicated servers.

Note: For this classroom setup, the listener configuration file must be created on the

client PC using Net8 Assistant and, in later steps, transferred viaFTP or similar file
transfer application on the server.

View the contents of thel i st ener . or a file to verify the configuration details.

Transfer the listener configuration file from the client to the server using FTP or any
similar filetransfer utility. The listener configuration file must be transferred from
the client to the directory on the server that will be searched for Net8 configuration
files.

Manually add a parameter to the | i st ener . or a file so that the listener creates a
logfilecalled! snrnn. 1 og inthe $TNS_ADM N/ | og directory. If thel og
directory does not exist in the $TNS_ADM N directory, create it.

Note: This step is necessary for the classroom setup. If an entry for the listener log
fileisnot inserted into your | i st ener . or a file, your listener will attempt to write
to the default listener log directory.

Using the Listener Control utility, start your listener.
View the contents of the listener log file.
Start up your database instance.
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Practice 4

If you are unsure of the name of your client, please ask the instructor how to obtain the
name.

1

Using the local naming method in Net8 Assistant, configure the client side.
The protocol used is TCP/IP. The port number for the listener you should connect
to isthe port number provided for the listener in the previous practice. SID isUnn.

Note: Usethe Oracle8i Release 8.0 Database SID method to connect instead of the
Oracle8i Release 8.1 Service Name method.

2 Test that the service is operational.

Investigate the contents of thet nsnanes. or a file.

Connect to the server assyst em manager using SQL*Plusand verify that you
are connected to the correct instance by querying the VSINSTANCE view. When
everything is working, have the group or person next to you edit your

t nsnanes. or a filein order to provoke an error either by specifying awrong port
to connect to or awrong node name, database, or service name.

When they are done, try to correct the error by regenerating thet nsnanes. or a
file by hand.

Using Net8 Assistant, configure your client to make connections to the listener on
the server using the new service name instead of the instance name.

Hint: Use Oracle8i release 8.1-compatible identification.

Connect to the server agst enf manager using SQL*Plus and verify that you
are connected to the correct instance as was done in step 4.

Shut down the database instance and the listener, and configure your database
instance (n) for automatic instance registration.

Hint: Look at the parameters SERVICE_NAMES and INSTANCE_NAME in the
i nitSID orafile.

Check that the instance has been registered and which listener has the handle.
Restart the database and have it register with your working listenenn.

Hint: Look at the parameters LOCAL_LISTENER in ihei t S/ D. or a file.
Create a newnsnanes. or a manually do not use the Net8 Assistant.
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Practice 6

1 Create aNames server on your local PC node and view the contents of the Names
configuration file. Do not configure the Names server with aregion database. Use
1575 as the port on which the Names server will accept incoming name resolution
requests. Make surethe DB_DOMAIN parameter is set to NULL.

Note: In this class, the Names server is created on your local PC node; therefore,
your node will act as aclient as well as aNames server. Ideally, a Names server
should reside on a dedicated middle-tier node on the network.

Bring up the DOS box and enter host nane to determine the name of your client
PC.

2 Start up the Names server, and add a service name for the database Unn to the
Names server. Use the attributes for the database service name defined in your
existing t nsnanes. or a file.

Note: Do not use Oracle8i release 8.0—compatible identification to connect

3 Using Net8 Assistant, configure your client profile to use Oracle Names, and
assign the previously created Names server as the preferred Names server for your
client profile.

4 Connect to Wn using SQL*Plus and verify if the Names server is operational by
using ONAMES as the only naming method.

5 Using the Windows Control panel, shut down the Names server. After the Names
server is shut down, perform the following functions using the Names Control
utility:

View the status of the Names server by using the Names Control Utility.

What is the error message, and why does it occur?

Set the server to the Names server that you previously configured.

What is the error message, and why does it occur?

e Start up the Names server.

6 If you do not plan to attempt the optional practice, configure your profile as before,
so that it uses the TNSNAMES naming method rather than ONAMES.

o O T

Optional Practice

7 Ensure that the Names server is running. Restart the Net8 Assistant utility, then
reconfigure your Names server to use a region database. The region database
should now reside on thend database on the server, while the Names server still
resides on the client. Use the SYSTEM user to run the Names server initialization
script (Typically you would use a separate user for this purpose).

Note: Do not use Oracleé8elease 8.0—compatible identification when connecting.

8 Add a service name fornd to the newly created region database on likelf.
Note: Use a different service name with the same connection attributes.

9 Attempt to connect to kh using SQL*Plus after the service name is added.
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10 Query the NAME_Pand ZD_VALUEL_P columns of the ONRS_REGION table
to view the newly created values.
11 Configure your profile as before, so that it uses the TNSNAMES naming method

rather than ONAMES, and ensure that you can connect using the previousy used
TNSNAMES naming method.
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Practice 7
Start a Telnet session connecting to the server where your database resides.

1

Configure and start up the multithreaded server for your database so that you have
one dispatcher listening for TCP/IP connections and one shared server to serve
requests.

Specify the maximum dispatchers as two and maximum shared servers as six.

To verify that a dispatcher is associated with your listener, use the LSNRCTL
utility and issue the command: Isnrctl SERVICES your_listener_name.

Before making a connection, query the view V$CIRCUIT from SQL*Plus
connecting assyst enf manager inyour Telnet sesson to seeif it contains data.
Thisview has an entry for each connection session currently using the MTS.

Make a connection using SQL* Plus, connecting assyst em manager from
your client to the server, and check V$CIRCUIT view again.

After you have verified the connection, exit SQL* Plus.
Do the following:

a Query the V$SHARED_ SERVER view to see how many shared servers have
been started.

b Query the V$DISPATCHER view to see how many dispatchers have been
started.

Make two connections using SQL*Plus, connecting assyst enf manager from
your client to the server using MTS.

a Hasthe number of shared servers increased?
b Why or why not?

7 How could the number of shared serversincrease?
8 Do thefollowing:

a Add one more dispatchersto handle TCP requests.
b Verify that an additional dispatcher has been added.
c Decide whether you can add a third dispatcher.
Shut down your database and:

a Configure connection pooling so that the pooling takes effect when athird
connection is established.

b Verify that the connection pooling feature is working.
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Practice 8

Because of setup restrictionsin the classrooms, you will be smulating the middle tier
by using your local machine. In areal-world environment, it is recommended to use a
multitier model.

Before starting this practice, make sure that you have no connections established to the
server side.

Start a Telnet session and connect to your server. Log in and check the usage of
sockets/ports by issuing the command net stat -a | grep your_client_name|
grep ESTABLI SHED whereyour_client_nameis the host name of your PC.

You should see something like:
netstat -a | grep wwedf-162 | grep ESTABLI SHED
wwedf - 162. us. oracl e. com v7di st 33 8533 0 8760 0 ESTABLI SHED

The output line will show the established connections from your client using the TCP
protocol.

This indicates the socket used by your Telnet session. If you get more than one line,
you have more than one connection established to the server.

In thislab, you will look at the socket usage when using the multiplexing feature of
Connection Manager.

1 Onyour local machine configure and start Connection Manager.

2 Edityour t nsnanes. or a file, and add a service name entry that will use
Connection Manager to connect to the database on your server.

3 Test your service name by establishing two connections to the server using
SQL*Plus.

a From your Telnet session, check how many sockets you are now using.
b What explains the number of sockets used?

4 Exit your SQL*Plus sessions and verify that you just have one socket where a
connection is established.

5 From your Telnet session, shut down your database on the server and configure for
multiplexing.

6 Start up your database again and make two SQL * Plus connections from your
client.

a Check how many sockets you use now.
b What explains the number of sockets used?
¢ Closeal the SQL*Plus sessions.
7 Dothefollowing:
a Configure the Connection Manager so that your PC will not be restricted from
accessing any destination.
b Describe what happens when you try to connect.

8 Stop the Connection Manager, shut down the database server, and disable the
multithreaded server.
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Practice 9
Before starting this practice, the instructor will provide you with atrace directory and
alog directory name.

1 Enablelogging for your client. Specify the log directory and verify that the
sql net . or a fileis correct.

You can either use Net8 Assistant or edit your sql net . or a file by hand.

2 Make a connection to the server using SQL*Plus, connecting assyst em
manager . Will alog file be generated?

3 Shut down the listener on the server side, then try to connect, and finally
investigate thelog file.

4 Start your listener again.

5 Enabletracing at SUPPORT level and make sure that the trace files have unique
names. You can do this either by using Net8 Assistant or by editing the
sql net . ora file.

6 Make aconnection, exit the connection, and investigate the trace file.

7 Change directories to the assigned trace directory, and try running the Trace
Assistant utility using the -0 option, send output to thefilet st . t xt , and then
investigate thefile.
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Practice 3 Solutions

Before beginning this practice, your instructor should provide you with the server name
on which you will configure your listener and a port number on which your listener will
be listening. Throughout this practice, replace all the occurrences of nn with the number

assigned to you by the instructor.

1 Create alistener Isnrnn using Net8 Assistant on the client PC. The listener must be
configured for the server provided by the instructor; this server contains an Oracle
database Unn. The listener must aso be configured for the TCP/IP protocol only
and must listen for incoming connections on the port provided by the instructor. Do
not configure the listener to use prespawned dedicated servers.

Note: For this classroom setup, the listener configuration file must be created on the

client PC using Net8 Assistant and, in later steps, transferred viaFTP or similar file
transfer application on the server.

a From the Windows NT Start menu on the client PC, select Programs—>Oracle -
Oracle Home—>Network Administration—>Net8 Assistant.

b Click the Listeners folder in Net8 Assistant.

c Select Creatérom the Edit menu item, or click the “+” icon.

d Enter a name for your listener (lsnj in the Choose Listener Name dialog box
that appears and click OK.
The name of the newly created listener will appear below the ListErees in
the Net8 Assistant.

e Click the new listener name and select Listening Locafi@ms the pull-down
menu on the right side of the screen in Net8 Assistant, if not already selected.

f Click the Add Address button.
A tab for the address details of the listener will appear.

g Select TCP/IP as the protocol, if not already selected

h Enter the name of the server in the Host field, and the port number assigned for
your listener in the Port field (the Port number is provided by your instructor).
Leave the protocol stack support as the default value Net8 Clients.

i Select Database Services from the pull-down menu on the right side of the
screen in Net8 Assistant.

j Click the Add Database button.
A tab for the database on behalf of which the listener will listen for incoming
connections will appear.

k Enter a name for the global database in the Global Database Name field (the
Global Database Name is provided by your instructor).

| Enter the directory, defined as y@@RACLE_HOVE directory on the server, in
the Oracle Home Directory field (Issue thev command from the UNIX
prompt to get the home directory).

m Enter your database system identifier (SIDhflin the SID field.

n Save your configuration by selecting Save Network Configurdtamm the File
menu item in Net8 Assistant.
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2 View the contents of thel i st ener . or a fileto verify the configuration details.
# C.\ ORANT\ NETWORK\ ADM N\ LI STENER. ORA Confi gur ati on
# File:c:\orant\ NETWORK\ ADM N\ | i st ener. ora
# Cenerated by Oracle Net8 Assistant

LSNRnn =
( DESCRI PTI ON =
( ADDRESS=( PROTOCOL=TCP) ( HOST=<ser ver_nane>) ( PORT=<port >))
(PROTOCOL_STACK =
(PRESENTATI ON = TTC)
(SESSI ON = NS)

)
)

SID LI ST_LSNRnn =
(SID_LIST =
(SI D_DESC =
( GLOBAL_DBNAME = Unn. wor | d)
(ORACLE_HOVE = <your_oracl e_hone_directory>)
(SI D_NAME = Unn)
)
)

3 Transfer the listener configuration file from the client to the server using FTP or
any similar file transfer utility. The listener configuration file must be transferred
from the client to the directory on the server that will be searched for Net8
configuration files.

a Tenet and log on to the server.

b Typethe env command from the UNIX prompt on the server to view the
environmental variables defined in your shell.

c Make anote of the directory path defined in the $TNS_ADM N environment
variable.

d Transferthel i st ener. or a filefrom the client into this directory on the
server.
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4 Manually add aparameter tothel i st ener . or a filesothat the listener createsa
logfilecalled| snrnn. |1 og inthe $TNS_ADM N/ | og directory. If thel og
directory does not exist in the $TNS_ADM N directory, create it.

Note: Thisstepisnecessary for the classroom setup. If an entry for the listener log

fileisnot inserted into your | i st ener . or a file, your listener will attempt to
write to the default listener log directory.

a
b

Telnet and log on to the server.

Change the directory to the $TNS_ADM N directory.

$ cd $TNS_ADM N

If thelog directory does not exist in this directory, create it with the following
command:

$ nkdir |og

Editthel i st ener. ora fileinthe $STNS_ADM N directory and add the
following entry toit:

log file_lIsnrnn = <your_tns_adm n_directory>/1og/lsnrnn.log

5 Using the Listener Control utility, start your listener.

a

Enter the following command after establishing a Telnet session to the Unn
account:

$ Isnrctl start |Isnrnn

Starting /oracl e/ product/bin/tnslsnr: please wait...

TNSLSNR for Solaris: Version 8.1.5.0.0 - Production
Systemparaneter file is <tns_adm n>/|istener.ora

Log nmessages witten to <tns_adm n>/1o0g/lsnrnn.| og

Li steni ng on:

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=<ser ver _nane>) ( PORT=<
port>))

( PROTOCOL_ STACK=( PRESENTATI ON=TTC) ( SESSI ON=NS) ) )

Connecting to

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=<ser ver _nane>) ( PORT=<
port>))

( PROTOCOL_ STACK=( PRESENTATI ON=TTC) ( SESSI ON=NS) ) )

STATUS of the LI STENER

Alias | snrnn

Ver si on TNSLSNR for Solaris: Version 8.1.5.0.0
- Production

Start Date 15-JUL-99 13:17:48

Upti me 0 days O hr. 0 min. O sec
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Trace Level of f

Security OFF

SNMP OFF

Li stener Paraneter File <tns_adm n>/listener.ora
Li stener Log File <tns_adm n>/1o0g/ | snrnn.| og

Servi ces Summary. . .
Unn has 1 service handl er(s)
The command conpl et ed successfully
6 View the contents of the listener log file.
a View the contents of the Isnrnn.log fileinthe $TNS_ADM N/ | og directory.
7 Start up your database instance.
a Enter the following command to start the server:
$ sqlplus “/ as sysdba”

SQL*Plus: Release 8.1.5.0.0 - Production on Mon Aug 2 16:06: 53
1999

(c) Copyright 1998 Oracle Corporation. All rights reserved.
Connected to:

Oracl e8i Enterprise Edition Release 8.1.5.0.0 - Production
Wth the Partitioning and Java options

PL/ SQL Rel ease 8.1.5.0.0 - Production
SQL> startup pfile=$HOME/LABS/initU nn.ora

ORACLE i nstance started.
Total System G obal Area 6315408 bytes

Fi xed Si ze 64912 bytes
Vari abl e Size 5308416 bytes
Dat abase Buffers 409600 bytes
Redo Buffers 532480 bytes

Dat abase nmount ed.
Dat abase opened.
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Practice 4 Solutions

If you are unsure of the name of your client, please ask the instructor how to obtain the
name.
1 Using thelocal naming method in Net8 Assistant, configure the client side.
The protocol used is TCP/IP. The port number for the listener you should connect
to isthe port number provided for the listener in the previous practice. SID is Unn.
Note: Usethe Oracle8i Release 8.0 Database SID method to connect instead of the
Oracle8i Release 8.1 Service Name method.
a From the Windows NT menu bar, choose Start—>Programs—>Oracle -
Oracle Home—>Network Administration—>Net8 Assistant.
b From the Net8 Assistant menu, choose Net Service Names, and then select
Edit—>Create, or click the “+” icon.
c Inthe Net Service Name Wizard window, enter your alias name for the address
that you want to connect to.

Select the network protocol (TCP/IP) and click Next.

e Enter the host name (the name of the server that holds your database) and the
port number you have been assigned and click Next.

f Select OracleiBRelease 8.0 or Previous, and enter the system identifier (SID)
of the database to which you want to connect in the Service Name field, and
click Next.

g Select Finish.

h  You will now return to the Net8 Assistant. Choose File —>Save Network
Configuration.
2 Test that the service is operational.
a Test by using the test facility from Net8 Assistant or by connecting to the
server side using SQL*Plus from the client side.
Example:
c:\> sql pl us systeni manager @Jnn
where Unn is your service nanme
3 Investigate the contents of thesnanes. or a file.
# C:\ ORANT\ NETWORK\ ADM N TNSNAMES. ORA Conf i gurati on
# File:c:\orant\ NETWORK\ ADM N\ t nsnanes. or a
# Cenerated by Oracle Net8 Assistant
Unn =
( DESCRI PTI ON =
( ADDRESS LI ST =

(ADDRESS = (PROTOCOL = TCP) (HOST = <server_nane>) (PORT =
<port>))

)
( CONNECT_DATA =
(SID = Unn)
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4 Connect to the server assyst em manager using SQL*Plusand verify that you
are connected to the correct instance by querying the VSINSTANCE view. When
everything is working, have the group or person next to you edit your
t nsnanes. or a filein order to provoke an error either by specifying awrong port
to connect to or awrong node name, database, or service name.

When they are done, try to correct the error by regenerating thet nsnanes. or a
file by hand.
c:\> sql pl us systen nanager @Qnn

SQL*Plus: Release 8.1.5.0.0 - Production on Thu Jul 15 18: 34: 46
1999

(c) Copyright 1999 Oracle Corporation. All rights reserved.
Connected to:

Oracl e8i Enterprise Edition Release 8.1.5.0.0 - Production
Wth the Partitioning and Objects options

PL/ SQL Rel ease 8.1.5.0.0 - Production

SQL> sel ect instance_nane, version, startup_tine, status
2 fromv$instance;

| NSTANCE_NAME ~ VERSI ON STARTUP_T STATUS
DBO1 8.1.5.0.0 02- AUG 99 OPEN

5 Using Net8 Assistant, configure your client to make connectionsto the listener on
the server using the new service name instead of the instance name.
Hint: Use Oracle8i release 8.1-compatible identification.

a From the Windows NT menu bar, choose Start—>Programs—>Oracle -
Oracle Home—>Network Administration—>Net8 Assistant.

b From the Net8 Assistant menu, double-click Net Service Names and choose
the service name you just created.

c In the right window, deselect the Use Oracle8 8.0 Compatible Identification
check box.

The Service Name field will be highlighted.
d Enter the database name with the domain name as follows:
Unn

e Save the network configuration.

Browse the contents of thensnanes. or a file.
# C:\ ORANT\ NETWORK\ ADM N\ TNSNAMES. ORA Confi gurati on

# File:c:\orant\ NETWORK\ ADM N\ t nsnanes. or a
# Cenerated by Oracle Net8 Assistant
Unn =
( DESCRI PTI ON =
(ADDRESS LI ST =

(ADDRESS = (PROTOCOL = TCP) (HOST = <server_nane>) (PORT =
<port>))
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( CONNECT_DATA =
( SERVI CE_NAME = Unn)

)
6 Connect to the server assyst enf manager using SQL*Plusand verify that you
are connected to the correct instance as was done in step 4.
7 Shut down the database instance and the listener, and configure your database
instance (Unn) for automatic instance registration.
Hint: Look at the parameters SERVICE_NAMES and INSTANCE_NAME in the
i nitSID orafile
a Enter the following command to shut down the server:
$ sqlplus “/ as sysdba”

SQL*Plus: Release 8.1.5.0.0 - Production on Mon Aug 2 16:06: 53
1999

(c) Copyright 1998 Oracle Corporation. All rights reserved.
Connected to:
Oracl e8i Enterprise Edition Release 8.1.5.0.0 - Production
Wth the Partitioning and Java options
PL/ SQL Rel ease 8.1.5.0.0 - Production
SQL> shutdown immediate;
Dat abase cl osed.
Dat abase di snount ed.
ORACLE i nstance shut down.
b Enter the following command to stop the listener:

$ Isnrctl stop Isnr nn

¢ Editthei ni t SI D. or a file and find the service name and instance name
parameter.

d Enter the following parameters if they have not already been entered by the
installation:

| NSTANCE_NAMES=Unn
SERVI CE_NAMES=Unn

e Enter the following command to start the server:
$ sqlplus “/ as sysdba”

SQL*Plus: Release 8.1.5.0.0 - Production on Mon Aug 2 16:06: 53
1999

(c) Copyright 1998 Oracle Corporation. All rights reserved.
Connected to:

Oracl e8i Enterprise Edition Release 8.1.5.0.0 - Production
Wth the Partitioning and Java options

PL/ SQL Rel ease 8.1.5.0.0 - Production
SQL> startup pfile=$HOME/LABS/initU nn.ora

ORACLE i nstance started.
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Total System G obal Area 6315408 bytes

Fi xed Si ze 64912 bytes
Vari abl e Size 5308416 bytes
Dat abase Buffers 409600 bytes
Redo Buffers 532480 bytes

Dat abase nount ed.
Dat abase opened.
8 Check that the instance has been registered and which listener has the handle.
a Enter the following command to check the default listener:

$ Isnrctl services

LSNRCTL for Solaris: Version 8.1.5.0.0 - Production on 12- AUG
99 13:26:45

(c) Copyright 1998 Oracle Corporation. All rights reserved.

Connecting to
( DESCRI PTI ON=( PROTOCOL_ STACK=( PRESENTATI ON=TTC) ( SESSI ON=NS) )

( ADDRESS=( PROTOCOL=TCP) ( HOST=<ser ver _name>) (PORT=1521)))
Servi ces Summary. . .
Unn has 1 service handl er(s)
DEDI CATED SERVER est abl i shed: 0 refused: 0
LOCAL SERVER
Unn has 1 service handl er(s)
DEDI CATED SERVER est abl i shed: 0 refused: 0
LOCAL SERVER
The conmand conpl et ed successful ly
b The default listener listening on port 1521 has the handle to the Unn database.
9 Restart the database and have it register with your working listener | snr nn.
Hint: Look at the parameters LOCAL_LISTENER inthei ni t SI D. or afile.
Create anew t nsnanes. or a manually. Do not use the Net8 Assistant.
a Enter the following command to shut down the server:
$ sqlplus “/ as sysdba”

SQL*Plus: Release 8.1.5.0.0 - Production on Mon Aug 2 16:06: 53
1999

(c) Copyright 1998 Oracle Corporation. All rights reserved.
Connected to:

Oracl e8i Enterprise Edition Release 8.1.5.0.0 - Production
Wth the Partitioning and Java options

PL/ SQL Rel ease 8.1.5.0.0 - Production

SQL> shutdown immediate;

Dat abase cl osed.

Dat abase di snount ed.

ORACLE i nstance shut down.
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b Edityourli stener. ora fileto make sure it does not contain the
SID_LIST_LSNRnn parameter.
c Enter the following to stop your listener:
$ Isnrctl stop Isnrn
d Enter the following command to start your listener:
$ Isnrctl start |Isnrnn
e Enter thefollowing parameter inyouri ni t SI D. or a file:
LOCAL_LI STENER=<I i st ener _nane>
f Createanewt nsnanes. or a file with the following content:
l'i stener _nane=
(description=
(address=
(protocol =tcp)
(host =<ser ver_nane>)
(port=<port>)))
g Enter the following command to start the server:
$ sqlplus “/ as sysdba”

SQL*Plus: Release 8.1.5.0.0 - Production on Mon Aug 2 16:06: 53
1999

(c) Copyright 1998 Oracle Corporation. All rights reserved.
Connected to:

Oracl e8i Enterprise Edition Release 8.1.5.0.0 - Production
Wth the Partitioning and Java options

PL/ SQL Rel ease 8.1.5.0.0 - Production
SQL> startup pfile=$HOME/LABS/initU nn.ora

ORACLE i nstance started.
Total System G obal Area 6315408 bytes

Fi xed Si ze 64912 bytes
Vari abl e Size 5308416 bytes
Dat abase Buffers 409600 bytes
Redo Buffers 532480 bytes

Dat abase nmount ed.
Dat abase opened.

h  Check to make sure your instance has registered with your working listener
and not the default listener on port 1521.
$ Isnrctl status Isnr nn
LSNRCTL for Solaris: Version 8.1.5.0.0 ... 12-AUG 99 14: 20: 36
(c) Copyright 1998 Oracle Corporation. All rights reserved.

Connecting to
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=wwed165-
sun) (PORT=1534))

( PROTOCOL_ STACK=( PRESENTATI ON=TTC) ( SESSI ON=NS) ) )
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Alias | snrnn

Ver si on TNSLSNR for Solaris: Version 8.1.5.0.0
- Production

Start Date 12- AUG- 99 14:19: 05

Upti me 0 days O hr. 1 mn. 30 sec

Trace Level of f

Security OFF

SNMP OFF

Li stener Parameter File /oracle/net8i/listener.ora

Li stener Log File /oracl e/ net8i/log/lsnrnn.log

Servi ces Summary. . .
Unn has 1 service handl er(s)
The command conpl et ed successfully
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Practice 6 Solutions

1 Create aNames server on your local PC node and view the contents of the Names
configuration file. Do not configure the Names server with aregion database. Use
1575 as the port on which the Names server will accept incoming name resolution
requests. Make surethe DB_DOMAIN parameter is set to NULL.

Note: In this class, the Names server is created on your local PC node; therefore,
your node will act as aclient as well as aNames server. Ideally, a Names server
should reside on a dedicated middle-tier node on the network.

Bring up the DOS box and enter host nane to determine the name of your client
PC.

a Click the Oracle Names Serversicon in Net8 Assistant.

b Click the OK button when the message dialog appears.

c Select Create from the Edit menu item, or click the “+” icon.

d This will start up the Names Wizard. Follow the instructions of the Names
Wizardclosely.

e Click the Next button to continue reading the wizard instructions.

f Enter a name for the Names serggour_names _server_name> and click the

Next button.

g Enter the host name of yodient machine, and a port number (1575) assigned
for the Names server.
Note: Enterhost nanme at the DOS prompt to determine the name of the client
PC.

h Click Next to follow the wizard instructions.

i Select the Don’t Use a Region Database option button and click Next.

j Select the Names Server Is First in Its Regiption button and click Next.

k Click the Yes option button for the Names server being in the root region and
click Next.

| Click the Finish button.

m Click OK when the dialog box appears indicating a successful Names server
creation.
n Browse the contents of tlanes. or a file located in the
$ORACLE_HOMVE\ net wor k\ adni n directory on the client:
# C:\ ORANT\ NETWORK\ ADM N\ NAMES. ORA Confi gurati on
# File:c:\orant\ NETWORK\ ADM N\ nanes. ora
# Cenerated by Oracle Net8 Assistant
NAMES. SERVER_NAME = <nanes_server__nane>
NAMES. ADDRESSES =
( ADDRESS = ( PROTOCOL = TCP) (HOST = <cl i ent_nachi ne>) (PORT =
1575))
o Save the network configuration.
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p Select Discover Oracle Names Servers from the Command menu item. This
will take some time. Click Cancel when the dialog box appears indicating that
no Names server was discovered.

q Click OK at the dialog box.

2 Start up the Names server, and add a service name for the database Unn to the
Names server. Use the attributes for the database service name defined in your
existing t nsnanes. or a file.

Note: Do not use Oracle8i release 8.0—compatible identification to connect
Select Manage Servéom the pull-down menu.

Select the Start button if it has not already been selected.

Click the Apply button.

This should start the Names server process. Click OK at the dialog box.
Select Manage Dafaom the pull-down menu.

Click the Add button.

Enter a service name to this Names server by entering the host name of the
service and the port number the listener is on. Get this information from your
existingt nsnanes. or a file.

h \erify that the SID, Protocol, and Host Name values are correct.
i Deselect the Use OracieRelease 8.0 Compatible Identification check box.
j Enter the service name ().
k Click the Execute button.
The bottom left corner should display a status of Operation complete.

3 Using Net8 Assistant, configure your client profile to use Oracle Names, and
assign the previously created Names server as the preferred Names server for your
client profile.

Start up Net8 Assistant.

Click the Profile folder icon.

Select Naming from the pull-down menu, if not already selected.

Click the Methods tab.

Add ONAMES to the Selected Methods, if it has not already been selected.
Select Preferred Oracle Names Servers from the pull-down menu.

Click the New button.

Select TCP as the protocol.

Enter the host name of the preferred Names server (Your client machine’s host
name in this case).

j Enter the port number at which the Names server is listening for incoming
requests. You can get this from the existiages. or a file.

k Save the network configuration from the File menu item.

Q " 0o o O T Q9

oCDQ —ft o0 o 60 T 9
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4 Connect to Unn using SQL*Plus and verify if the Names server is operational by
using ONAMES as the only naming method.

a Start up SQL*Plus and connect to Unn using the existing t nsnanes. or a file.
b Remove all other naming methods except ONAMES.

c Savethe network configuration.

d Start up SQL*Plusand connect to Unn again.

5 Using the Windows Control panel, shut down the Names server. After the Names
server is shut down, perform the following functions using the Names Control
utility:

Double-click the Services icon from the Windows Control Panel, and stop the
Oracle<Oracle Home>Names<names_server_name> service.
a View the status of the Names server by using the Names Control Utility.

At the DOS prompt, enter nanesct | to use the Names Control utility, and
enter the following to view the status of the Names server:

NAMECTL> st at us

b What isthe error message, and why does it occur?

The following error message occurs:
NNL-00005: no server has been set. Use the “SET SERVER” command first
This error occurs because the Names Control utility does not set the Names
server. It has to be set manually using the SET SERVER command.

c Setthe server to the Names server that you previously configured.
Enter the following to set the server to the current Names server:
NAMVECTL> set server
(address=(protocol =t cp) (host =<server>) (port=<port>))
Note: This address can be taken from tlages. or a file.

d What is the error message, and why does it occur?

NNC- 00003: error opening stream
(addr ess=(protocol =tcp) (host =<server>) (port =<port>))

This error occurs because the Names server has not been started. The SET
SERVER command and the STATUS command both require that the Names
server be running.

e Start up the Names server.

Issue the following command to start up the Names server:

NAMECTL> start
(addr ess=(protocol =tcp) (host =<server>) (port=<port>))

or
NAMECTL> start
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6 If you do not plan to attempt the optional practice, configure your profile asbefore,
so that it uses the TNSNAMES naming method rather than ONAMES.
a Click the Profile icon and select Naming from the pull-down menu.
b Click the Methods tab and select TNSNAMES only.
c Savethe network configuration.

Optional Practice

7 Ensure that the Names server isrunning. Restart the Net8 Assistant utility, then
reconfigure your Names server to use aregion database. The region database
should now reside on the Unn database on the server, while the Names server still
resides on the client. Use the SY STEM user to run the Names server initialization
script (Typically you would use a separate user for this purpose).

Note: Do not use Oracle8i Release 8.0—compatible identification when
connecting.

a Use SQL*Plus to connect to thenbJserver as SYSTEM, using the previously

configured Names server.

b Run the Names server initialization file
$ORACLE_HOMVE\ net wor k\ nanes\ namesi ni . sql on Unn.

SQL> @ ORACLE_HOVE\ net wor k\ nares\ nanesi ni . sql
Restart the Net8 Assistant utility.
Double-click the Oracle Names Servers icon.

e Click the previously configured Names server listed under the Oracle Names

Servers icon.

f From Net8 Assistant, select Configure Seffvem the pull-down menu for the
current Names server.

g Click the Database tab.
h Select the Region Database option button.

i Enter the host name and port number of tha &erver, which will maintain
the region database.

Note: The port number should be that at which the listener of the server is

listening at for incoming connections, usually port 1521.

j Deselect the Use OracieRelease 8.0—Compatible Identification check box.
k Enter the Wn as the Service Name of the database that will store the region

information.

| Enter the username and password into the new region database. (Use the

SYSTEM username and password provided by your instructor.)
m Save the network configuration.
n Restart the Names server.
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8

10

Add a service name for Unn to the newly created region database on Unn itself.
Note: Use a different service name with the same connection attributes,

a Select Manage Data from the pull-down menu.
b Click the Add button.

c Enter adifferent service name with the same host name and port of the Unn
database in the appropriate fields.

d Verify that the Service Name, Protocol, and Server Type values are correct.
e Click Execute.

Attempt to connect to Unn using SQL* Plus after the service name is added.
Start up SQL*Plus and connect to Unn.

Query the NAME_P and ZD_VALUEZL_P columns of the ONRS_REGION table
to view the newly created values.
From the SQL prompt, enter the following SQL statement to list the connection
strings stored in the region database:
SQL> col name_p format alb;
SQL> col zd_valuel p fornmat a40;
SQL> sel ect nanme_p, zd_valuel p fromonrs_region;
NAMVE_P ZD VALUE1_P
( DATA_LI ST=( FLAGS=0x11) ( DATA=( TYPE=ns. sm
d.) (NAME=nane_svr01.)))

name_svr01  ( DATA LI ST=( FLAGS=0x9) ( DATA=( TYPE=a. snd.
) (ADDRESS = ( PROTOCOL = TCP) (HCST = hras
nmuss- | ap) (PORT = 1575))))

name_svr01 (DATA LI ST=( FLAGS=0x9) ( DATA=( TYPE=t 0s. np
d. ond. ) ( CTEXT=ORACLE_NAMESERVER) ) )

name_svr01  ( DATA LI ST=( FLAGS=0x9) ( DATA=( TYPE=host . n
m ond. ) ( TEXT=hr asmuss-1ap)))

hannes_dat a

hannes_data (DATA LI ST=( FLAGS=0x1) ( DATA=( TYPE=a. snd.
) ( DESCRI PTI ON=( SOURCE_ROUTE=OFF) ( ADDRESS
_ LI ST=( ADDRESS=( PROTOCOL=TCP) ( HOST=wwed1
65- sun) ( PORT=1534) ) ) ( CONNECT_DATA=( SERVI
CE_NAME=DBO01) ( SRVR=dedi cated)))))
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11 Configure your profile as before, so that it uses the TNSNAMES naming method
rather than ONAMES, and ensure that you can connect using the previousy used
TNSNAMES naming method.

a Click the Profile icon and select Naming from the pull-down menu.
b Click the Methods tab and select TNSNAMES only.

c Savethe network configuration.

d Connect to the Unn server using SQL*Plus.
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Practice 7 Solutions

Start a Telnet session connecting to the server where your database resides.

1 Configure and start up the multithreaded server for your database so that you have
one dispatcher listening for TCP/IP connections and one shared server to serve
requests.

Specify the maximum dispatchers as two and maximum shared servers as six.
a Modify thei ni t Unn. or a to have the following entries:
# Mul tithreaded Server Environment
mts_dispatchers="(PRO=TCP)(DIS=1)’
mts_servers=1
mts_max_dispatchers =2
mts_max_servers = 6
b Start up the database:
$ sqlplus “/ as sysdba”

SQL*Plus: Release 8.1.5.0.0 - Production on Mon Aug 2 16:06: 53
1999

(c) Copyright 1998 Oracle Corporation. All rights reserved.
Connected to:

Oracl e8i Enterprise Edition Release 8.1.5.0.0 - Production
Wth the Partitioning and Java options

PL/ SQL Rel ease 8.1.5.0.0 - Production
SQL> startup pfile=$HOME/LABS/initU nn.ora

ORACLE i nstance started.
Total System G obal Area 6315408 bytes

Fi xed Si ze 64912 bytes
Vari abl e Size 5308416 bytes
Dat abase Buffers 409600 bytes
Redo Buffers 532480 bytes

Dat abase nmount ed.
Dat abase opened.
2 Toverify that adispatcher is associated with your listener use the LSNRCTL
utility, and issue the command: Isnrctl SERVICES your_listener_name.
$ Isnrctl services Isnr nn

LSNRCTL for Solaris: Version 8.1.5.0.0 - Production on 16-JUL-99
17: 24: 35

(c) Copyright 1998 Oracle Corporation. All rights reserved.
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Connecting to
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=<ser ver_nane>) ( PORT=<por

t>))
( PROTOCOL_STACK=( PRESENTATI ON=TTC) ( SESSI ON=NS) ) )
Servi ces Summary. . .
Unn has 3 service handl er(s)
DEDI CATED SERVER est abl i shed: 8 refused: 0
LOCAL SERVER
DEDI CATED SERVER est abl i shed: 0 refused: 0
LOCAL SERVER

DI SPATCHER est abl i shed: 0 refused: 0 current: 0 max: 254
st at e: ready

D000 <mmchi ne: <server_nane>, pid: 2983>
( ADDRESS=( PROTOCOL=t cp) ( HOST=<ser ver_nane>) (PORT=53064) )
The conmand conpl et ed successful ly
3 Before making a connection, query the view V$CIRCUIT from SQL*Plus
connecting assyst enf manager inyour Telnet sesson to seeif it contains data.
Thisview has an entry for each connection session currently using the MTS.
$ sql pl us syst enm manager

SQL*Pl us: Release 8.1.5.0.0 - Production on Fri Jul 16 17:28:02
1999

(c) Copyright 1998 Oracle Corporation. All rights reserved.
Connected to:
Oracl e8i Enterprise Edition Release 8.1.5.0.0 -Production
Wth the Partitioning and Java options
PL/ SQL Rel ease 8.1.5.0.0 - Production
SQL> select circuit, status fromv$circuit;
no rows sel ected
4 Make a connection using SQL * Plus, connecting as system/manager from your
client to the server, and check V$CIRCUIT view again.
After you have verified the connection, exit SQL* Plus.
a Connect from SQL*Plus.
c:\> sql pl us systen nanager @Qnn
b Check that you have a connection using MTS.
SQL> select circuit, status fromv$circuit;
CIRCU T STATUS
801E58D0 NORMAL
The entry in V$CIRCUIT indicates that you have a connection using MTS.
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5 Dothefollowing:

a Query the VSSHARED_ SERVER view to see how many shared servers have
been started. You will see that just one shared server has been started.

SQL> sel ect nane, status, circuit fromv$shared_server;

NAME STATUS GRCUT

S000 EXEC 801E58D0

b Query the V$DISPATCHER view to see how many dispatchers have been
started. You will see that one dispatcher for TCP has been started.

SQL> sel ect name, status from v$di spatcher;
NAME STATUS

D000 WAI' T

6 Make two connections using SQL*Plus, connecting assyst enf manager from
your client to the server using MTS.

a Hasthe number of shared serversincreased?
SQL> sel ect nane, status, circuit fromv$shared_server;
NAMVE STATUS CRCUT

S000 EXEC 801E58D0
The nunber of shared servers has not increased.

b Why or why not?

The number of shared servers has not increased because they are shared
among several connections established through the dispatcher.

7 How could the number of shared serversincrease?

The only way that the number of shared serverswill increaseisif multiple requests
must be handled at the same time and there are not enough shared serversto handle
the requests.

Shared servers can be alocated dynamically up to the number specified by
MTS MAX_SERVERS.

Exit your SQL* Plus connections.
8 Do thefollowing:
a Add one more dispatchersto handle TCP requests.
SQL> alter systemset nts_dispatchers="(PRO=TCP) (Dl S=2)";
System al t er ed.
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b Verify that an additional dispatcher has been added.
SQL> sel ect name, status from v$di spatcher;

NAME STATUS

D000 WAI T
D001 WAI T

c Decide whether you can add a third dispatcher.
No, because thei ni t Unn. or a parameter MTS MAX_DISPATCHERS is set
to 2.

9 Shut down your database

a Configure connection pooling so that the pooling takes effect when athird
connection is established.
Inyour i ni t Unn. or a file specify the following:
nts_di spat chers=
" (PRO=TCP) ( DI S=1) ( POO=0N) ( CON=1) ( SESS=3) (Tl C=6) "
nms _servers =1
Note that SESSis set to 3 because of a bug that computes CON to CON+1. If
SESSissetto 2 and CON alsoisequal to 2, then the third connection would be
established via a dedicated server.

b Verify that the connection pooling feature is working.

Start up the database and start three SQL * Plus connections from your client to
your server. You will see that the third connection will hang for up to 60
seconds before being logged on.
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Practice 8 Solutions

Because of setup restrictionsin the classrooms, you will be simulating the middle tier
by using your local machine. In areal-world environment, it is recommended to use a
multitier model.
Before starting this practice, make sure that you have no connections established to the
server side.
Start a Telnet session and connect to your server. Log in and check the usage of
sockets/ports by issuing the command net stat -a | grep your_client_name|
grep ESTABLI SHED whereyour_client_nameisthe host name of your PC.
You should see something like:

netstat -a | grep wwedf-162 | grep ESTABLI SHED

wwedf - 162. us. oracl e. com v7di st 33 8533 0 8760 0 ESTABLI SHED
The output line will show the established connections from your client using the TCP
protocol.
This indicates the socket used by your Telnet session. If you get more than one line,
you have more than one connection established to the server.
In thislab, you will look at the socket usage when using the multiplexing feature of
Connection Manager.

1 Onyour local machine configure and start Connection Manager.

a cnman. orafile:

# Connecti on Manager config file cman. ora

# cman’ s |istening addresses

cman = ( ADDRESS LI ST=

( ADDRESS=( PROTOCOL=t cp) (HOST=<c! i ent _nane>) (PORT=1610)))
b From aDOS prompt:

c:\> cnctl

CMCTL for 32-bit Wndows: Version 8.1.5.0.0 - Production on 16-
JUL-99 11:39: 48

(c) Copyright 1998 Oracle Corporation. All rights reserved.
CMCTL> start cm

Servi ce Oracl e<Oracl e Home>Cman start pendi ng.

Service Oracl e<Oracl e Hone>Cman st art ed.

CMAN St at us:

( STATUS=( VERSI ON=8. 1. 5. 0. 0) ( STARTED=08- JUL- 99
12: 13: 04) ( STATE=r unni ng))

CMCTL> exit
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2 Edityour t nsnanes. or a file, and add a service name entry that will use
Connection Manager to connect to the database on your server.

t nsnanes. or a file

Unn =

( DESCRI PTI ON=( address_l i st =

( ADDRESS=

(PROTOCOL=t cp) (PORT=1610) ( HOST=<c! i ent _nane>))
( ADDRESS=

(PROTOCOL=t cp) ( PORT=<port>) (HOST=<server_nane>)))
( CONNECT_DATA=( SERVI CE_NAME=Unn) )
( SOURCE_RQUTE=n0)
)
3 Test your service name by establishing two connections to the server using
SQL*Plus.
a From your Telnet session, check how many sockets you are now using.

[ dbacl ass7/ dba20> netstat -a | grep <your_client>| grep
ESTABLI SHED

<your_client> DBA09 LI 7793 0 8760 0 ESTABLI SHED
<your_client> DBA20_LI <your_client> 1850 7549 0 8760
0 ESTABLI SHED

<your_client> DBA20_LI <your_client> 1853 7549 0 8760

0 ESTABLI SHED
b What explains the number of sockets used?
There are now three socketsin use: one for the Telnet session and one for each
of the SQL* Plus network sessions. Note that you have not yet configured for
the multiplexing on the server side.
4 Exit your SQL*Plus sessions and verify that you just have one socket where a
connection is established.
/ dbacl ass7/ dba20> netstat -a | grep wwedf-162 | grep ESTABLI SHED

wwedf - 162. us. or acl e. com DBAO9 LI 7793 0 8760 0
ESTABLI SHED

5 From your Telnet session, shut down your database on the server and configure for
multiplexing.
$ sql pl us syst enm manager

SQL*Pl us: Release 8.1.5.0.0 - Production on Fri Jul 16 17:28:02
1999

(c) Copyright 1998 Oracle Corporation. All rights reserved.
Connected to:
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Oracl e8i Enterprise Edition Release 8.1.5.0.0 -Production
Wth the Partitioning and Java options
PL/ SQL Rel ease 8.1.5.0.0 - Production
SQL> shut down i mredi at e;
Dat abase cl osed.
Dat abase di smount ed.
ORACLE i nstance shut down.
Modify thei ni t Unn. or afileto have the following entries:
# Mul tithreaded Server Environment
mts_dispatchers="(PRO=TCP)(MUL=0ON)(DIS=1)’
mts_servers=1
6 Start up your database again and make two SQL * Plus connections from your
client.
a Check how many sockets you use now.

/dbaclass7/dba20> netstat -a | grep <cl i ent_nane>|grep
ESTABLISHED

<cl i ent _nanme>.us.oracle.com.DBAQ9 LI 7793 0 8760 O
ESTABLISHED

<server_nane>DBA20 LI <client_nane>.us.oracle.com.1850 7549
0 8760 OESTABLISHED

b What explains the number of sockets used?
There are now just two sockets in use: one for the Telnet session and one for
the two SQL*Plus network sessions. There are two socketsin use because of
the multiplexing feature that now is enabled.

¢ Closeal the SQL*Plus sessions.
7 Dothefollowing:
a Configure the Connection Manager so that your PC will not be restricted from
accessing any destination.
Add the entry in your cman. or a configuration file.
cman_rules = (rule_list=

(rule=(src= <cl i ent _nane>)(dst=x)(srv=x)(act=REJ)))
Stop and start the Connection Manager again.
c\> cnctl

CMCTL for 32-bit Windows: Version 8.1.5.0.0 - Production on 16-
JUL-99 11:39:48

(c) Copyright 1998 Oracle Corporation. All rights reserved.
CMCTL>stop cm

CMCTL>start cm

Service Oracle< O acl e Honme>Cman start pending.
Service Oracle< O acl e Hone>Cman started.

CMAN Status:

(STATUS=(VERSION=8.1.5.0.0)(STARTED=16-JUL-99
12:13:04)(STATE=running))
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CMCTL> exit

b Describe what happens when you try to connect.

SQL*Plus: Release 8.1.5.0.0 - Production on Fri Jul 16 11:11:35
1998

(c) Copyright 1999 Oracle Corporation. All rights reserved.
ERROR:
ORA-12204: TNS:received data refused froman application
8 Stop the Connection Manager, shut down the database server, and disable the
multithreaded server.
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Practice 9 Solutions

Before starting this practice, the instructor will provide you with atrace directory and
alog directory name.

1 Enablelogging for your client. Specify the log directory and verify that the
sql net . or a fileis correct.
You can either use Net8 Assistant or edit your sql net . or a file by hand.
sqgl net . ora:
# C:\ ORANT8\ NETWORK\ ADM N\ SQLNET. ORA Conf i gur ati on
# File: C:\ ORANT8\ NETWORK\ ADM N\ sql net . ora
# Cenerated by Oracle Net8 Assistant
LOG_FI LE_CLI ENT = net
LOG_DI RECTORY_CLI ENT
SQLNET. EXPI RE_TIME = 0
NAVMES. DI RECTORY_PATH = ( TNSNAMES)
Note: If the Net8 Assistant is used to create the file above, you must smply use
net asthefile name, and Net8 Assistant will append . | og to the end of thefile.
2 Make a connection to the server using SQL*Plus, connecting assyst em
manager . Will alog file be generated?
No log fileis generated, because no errors occurred.
3 Shut down the listener on the server side, then try to connect, and finally
investigate thelog file.
a $lsnrctl stop Isnr02

LSNRCTL for Solaris: Version 8.1.5.0.0 - Production on 16-JUL-
99 19:37:07

(c) Copyright 1998 Oracle Corporation. All rights reserved.

Connecting to
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=wwed165-
sun) ( PORT=1521))

( PROTOCOL_ STACK=( PRESENTATI ON=TTC) ( SESSI ON=NS) ) )
The command conpl et ed successfully
b c¢:> gglplus system/manager @Unn

SQL*Pl us: Release 8.1.5.0.0 - Production on Fri Jul 16 20:06: 15
1999

(c) Copyright 1999 Oracle Corporation. All rights reserved.
ERROR:
ORA- 12541: TNS: no |i stener

c:\orant\network\l og
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¢ Fromnet.| og:

EE R R R R R R R R R R R R R R I R I R I R R R

Fatal N connect error 12541, connecting to:

( DESCRI PTI ON=( ADDRESS_LI| ST=( ADDRESS=( PROTOCOL=TCP) ( HOST=wwed165

sun) ( PORT=1610) ) ) ( CONNECT_DATA=( SERVI CE_ NAME=PROD. wor | d) ( Cl D=( P
ROGRAMEC: \ or ant \ Bl N\ SQLPLUSW EXE) ( HOST=SHKHAN-
LAP) ( USER=shkhan))))

VERSI ON | NFORMATI ON:
TNS for 32-bit Wndows: Version 8.1.5.0.0 - Production

W ndows NT TCP/ 1P NT Protocol Adapter for 32-bit Wndows:
Version 8.1.5.0.0 - Production

Time: 16-JUL-99 20: 15: 07
Traci ng not turned on
Tns error struct:
nr err code: O
ns mai n err code: 12541
TNS-12541: TNS: no |i stener
ns secondary err code: 12560
nt main err code: 511
TNS-00511: No li stener
nt secondary err code: 61
nt OS err code: O
4 Start your listener again.
$ Isnrctl start |Insrnn
Starting /oracl e/ product/bin/tnslsnr: please wait...
TNSLSNR for Solaris: Version 8.1.5.0.0 - Production

Systemparaneter file is /oracl e/ product/network/adm n/
|istener.ora

Log nessages witten to /oracl e/ product/network/log/lsnr02.1o0g

Li steni ng on:

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=<ser ver_nane>) ( PORT=<por
t>))

( PROTOCOL_ STACK=( PRESENTATI ON=TTC) ( SESSI ON=NS) ) )

Connecting to

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=<ser ver_nane>) ( PORT=<por
t>))

( PROTOCOL_ STACK=( PRESENTATI ON=TTC) ( SESSI ON=NS) ) )
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Alias | snrnn

Ver si on TNSLSNR for Solaris: Version 8.1.5.0.0 -
Production

Start Date 16-JUL-99 19:47:06

Upti me 0 days O hr. 0 min. O sec

Trace Level of f

Security OFF

SNMP OFF

Li stener Parameter File /oraclel/product/network/adm n/
|istener.ora

Li stener Log File / oracl e/ product/ network/ I og/lsnr02.10g
Servi ces Summary. . .

Unn has 1 service handl er(s)
The conmand conpl et ed successfully

5 Enabletracing at SUPPORT level and make sure that the trace files have unique
names. You can do this either by using Net8 Assistant or by editing the
sql net . ora file.

Investigate thesql net . or afile
TRACE_DI RECTORY_CLI ENT = c:\orant\network\trace
TRACE_FI LE_CLI ENT = net
TRACE_LEVEL_CLI ENT = SUPPORT
SQLNET. EXPI RE_TI ME = 0
NAVMES. DI RECTORY_PATH= ( TNSNAMES)

6 Make aconnection, exit the connection, and investigate the trace file.

7 Change directoriesto the assigned trace directory, and try running the Trace
Assistant utility using the -0 option, send output to thefilet st . t xt , and then
investigate thefile.

C. \ ORANT\ NETWORK\ t race>trcasst -0 net.trc > tst.txt
C: \ ORANT8\ NET80\ ADM N\ trace>edit tst.txt
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Configuring External Procedures

Configuring External Procedures

External procedures enable you to make “callouts”
and optionally, “callbacks” through PL/SQL

PL/SQL
subprogram

External procedure

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLG

External Procedures

External procedures are configured inthel i st ener. oraandt nsnanes. or a
configuration files. An external procedure is a third-generation-language routine stored
in ashared library, or a Java class method stored in alib unit. This makes the strengths
and capabilities of those languages available to you. The routine must be called from
Javaor C, but can be written in any language. The external procedure is registered with
PL/SQL so that it can be called from a PL/SQL program.

Typically, external procedures are used to:
* Interface with:
— Pre-developed application code
— Third-party routines
— Embedded systems
» Solve scientific and engineering problems
* Analyze data
» Control real-time devices and processes

For example, you can use external procedures to send instructions to a robot, solve
partial differential equations, process signals, analyze time series, or create animation
on a video display.
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Configuring External Procedures

Executing External Procedures
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Executing External Procedures

When the external procedure isinvoked, PL/SQL loads the library dynamically and
calls the external procedure asif it were a PL/SQL subprogram. A server process
executes the PL/SQL subprogram that is registered as an external procedure.

1 The server process looks up the alias library to get the operating system filename.

— The alias library is created in the Oracle database with the CREATE
LIBRARY command.

— The user must be granted the execute privilege on the library to call the
external procedure.

2 The server process passes the request to the listenéem3hanes. or a file
includes the information needed by the server to make the connection to the
external process.

3 The listener process spawns the extproc procesd.iT$teener . or a file
includes the information needed by the listener to start the process. The extproc
process remains active for that user until the user logs off. Because the external
procedure runs in a separate address space, it cannot cause damage to the database.
For example, it cannot write into the Oracle address space.

4 The extproc process loads the shared library.

5 The extproc process executes the external procedure, which participates fully in
the current transaction. The external procedure can call back to the database to do
SQL operations and can return results to the PL/SQL subprogram.

Enterprise DBA Part 3: Network Administration C-3



Appendix C: Configuring External Procedures

Configuring External Procedures

( ADDRESS_LI ST =
@ (ADDRESS = (PROTOCOL = | PC) (KEY = ext proc0)) )

(SID LIST =

(SI D_DESC =
@ (SI D_NAME = pl sext proc)
(ORACLE_HOME = $ORACLE_HQOVE)
( PROGRAM = extproc) ) )

@ ext proc_connecti on_data =

(DESCRI PTI ON =
( ADDRESS = (PROTOCOL = | PC) (KEY = extproc0))
( CONNECT_DATA = (SID = pl sextproc)) )
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External Procedure Configuration

By default, the IPC connection to external proceduresis configured automatically
during installation. For environments where the external procedure information does
not exist, editthel i st ener. ora andt nsnanes. or a files, asfollows:
1 Configure either aTCP/IP or IPC listener addressinthel i st ener. or a file.
2 Addasystemidentifier (SID) name of PLSEXTPROC and a program name of
EXTPROC inthe server'sl i st ener . or a file.
3 Add anet service name description entry for EXTPROC inthet nsnanes. or a
file, using the following guidelines:
— The entry must be identified agt pr oc_connecti on_dat a.
— The KEY parameter in thensnanes. ora andl i st ener. or a files must
match.
— Inthe CONNECT_DATA section, the SID parameter is used rather than
SERVICE_NAME.

— The SID parameter in thensnanes. or a must match the SID_NAME
parameter coded in thé st ener . or a file.
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